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Abstract—This paper proposes an optimized content-aware au-
thentication scheme for JPEG-2000 streams over lossy networks,
where a received packet is consumed only when it is both decod-
able and authenticated. In a JPEG-2000 codestream, some packets
are more important than others in terms of coding dependency
and image quality. This naturally motivates allocating more redun-
dant authentication information for the more important packets in
order to maximize their probability of authentication and thereby
minimize the distortion at the receiver. Towards this goal, with the
awareness of its corresponding image content, we formulate an op-
timization framework to compute an authentication graph to max-
imize the expected media quality at the receiver, given specific au-
thentication overhead and knowledge of network loss rate. System
analysis and experimental results demonstrate that the proposed
scheme achieves our design goal in that the rate-distortion (R-D)
curve of the authenticated image is very close to the R-D curve
when no authentication is required.

Index Terms—Content-aware, digital signature, JPEG-2000, sig-
nature amortization, stream authentication.

1. INTRODUCTION

T IS becoming increasingly attractive to stream media (e.g.,
I image, audio and video) over today’s best-effort network,
given the advent of various media coding standards and the rapid
growth of network availability and bandwidth. Because of its
coding scalability and access flexibility, the latest image-coding
standard JPEG-2000 [1], has shown great potential in navigating
or streaming very large images such as maps, satellite images,
and motion images [2]-[4].

In addition, JPEG-2000 also standardized a network protocol
called JPEG-2000 Interactive Protocol (JPIP) [5] and are stan-
dardizing the security part called JPSEC [6] and the wireless
part called JPWL [7]. JPIP allows interactive and progressive
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Fig. 1. Scenario where JPSEC and JPWL are working together.

transmission of JPEG-2000 codestreams from server to client.
JPSEC defines the framework and tools to address the security
issues like access control, encryption, and authentication from
stream level to content level [6], [8]-[10]. JPWL provides a
set of tools to reduce the undesirable effect caused by network
loss. Together, these three parts enable a secure and smooth ex-
change of JPEG-2000 images over adverse environments, and
promote further application of JPEG 2000 standard. Note that if
the JPSEC tools are not applied in a manner that accounts for the
possibility of packet loss, the packet loss can produce quite ad-
verse effects. Fig. 1 gives an example where a JPEG-2000 code-
stream is applied with JPSEC authentication tool and JPWL tool
before being transmitted. If the loss is not severe, the JPWL
tool can still recover the image (although with some distortion),
while the JPSEC authentication tool will deem all other packets
(which share the same signature or message authentication code
with the loss packets) as unauthentic. As it is highly desirable
to transmit or stream images over lossy wireless networks like
Wi-Fi, 3G and 3.5G, it is desirable to address the security issues
over such lossy environments. In this paper, we study the au-
thentication issues for JPEG-2000 image streaming over lossy
networks.

Fig. 2 illustrates the typical scenario for image transmission
over a lossy channel. At the sender side, the original image is
encoded into a stream. In JPEG-2000, the compressed stream is
called a codestream, which is basically the concatenation of all
JPEG-2000 packets. Before network transmission, the packets
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Fig. 2. Image transmission over lossy channel.

have to be segmented into smaller network datagrams whose
size must be no larger than the Maximum Transmission Unit
(MTU). For clarity, we use “packet ” to denote the JPEG-2000
packet, and use “datagram ” to denote the basic network trans-
mission unit. At the receiver, the received datagrams are used
to assemble the packets. As the channel is lossy, some data-
grams may be lost in transit, resulting in corruption of the cor-
responding packets. Finally, the received packets are decoded to
reconstruct the image.

As illustrated in Fig. 2, authentication can be achieved at two
different levels: content level and stream level. The authentica-
tion at content level, also known as content authentication [11],
has access to the image content. It is able to extract and sign
the key features of the image. Since the extracted features are
invariant when the image undergoes content-preserving manip-
ulations, the content authentication is robust against compres-
sion and network loss. However, there is a grey area between
authentic and unauthentic images. In other words, sometimes it
is unable to determine whether the received image is authentic or
not. Further, it uses error concealment at the receiver site which
may not be feasible for some computation-limited applications
such as cell phones because the state-of-the-art error conceal-
ment operations are still very time and computation consuming.

The authentication at stream level, also known as stream au-
thentication, has access to the stream packets only. Existing
stream authentication schemes [12]-[16], some of which can
resist packet loss to a certain degree, amortize one signature
among a group of packets that are connected via a directed
acyclic graph. To increase the verification probability, the hash
of a packet is appended to several other packets. Since the stream
authentication does not utilize content information, it has to as-
sume all packets are equally important and tries to increase the
verification probability for every packet, which results in high
overhead. Because stream authentication applies one-way hash
and signature directly on the packets, the verification results
have no ambiguity (i.e., either authentic or unauthentic) and
still maintain the same security as traditional digital signature
schemes such as DSA or RSA [17].

In this paper, we propose an optimized content-aware stream
authentication scheme for various media streams over lossy net-
works. In the subsequent sections, we are only concerned with
JPEG-2000 streams. By utilizing the image content informa-

tion which is usually extracted during image encoding, the pro-
posed scheme minimizes the expected distortion of the authen-
ticated image at the receiver while still maintaining an accept-
able level of communication overhead and a high verification
probability. The basic idea is, each packet is associated with a
quantity AD, which is the amount by which the overall dis-
tortion will be reduced if the packet is consumed. The quantity
AD could be directly derived from the distortion field in JPSEC
[6] and JPWL [7]. For more important packets (i.e., with larger
AD), to increase their verification probability we replicate and
append their hashes in greater numbers to other packets, which
increase their verification probability as well as the overhead.
Conversely, less important packets can have lower verification
probability and lower overhead. Therefore, with the content in-
formation available, we formulate an optimization framework
to compute an authentication graph to maximize the expected
media quality at the receiver, given specific authentication over-
head and knowledge of network loss rate. To differentiate from
other existing stream authentication schemes which are all fo-
cusing on maximizing the verification probability, we therefore
name the proposed solution as content-aware stream authenti-
cation scheme. In addition, the proposed solution is compliant
with JPEG-2000, JPWL and JPSEC, because it works at the
packet level and thereby does not change the packet format. In
other words, it can take packets generated by a JPEG-2000 en-
coder, JPWL encoder or JPSEC encoder, and constructs an au-
thentication graph before transmission over lossy network.

This paper is organized as follows. Section II describes re-
lated works in the area of stream authentication, and gives some
preliminary information about JPEG-2000. Section III presents
the proposed distortion-overhead optimization framework for
media authentication. The proposed content-aware authentica-
tion scheme for JPEG-2000 streams is presented in Section IV,
followed by the system analysis in Section V. Experimental re-
sults are presented in Section VI. Finally, Section VII concludes
this paper.

II. BACKGROUND

A. Prior Work on Stream Authentication

Wong and Lam [12] proposed a stream authentication scheme
based on the Merkle authentication tree [18], where the leaf



322

node is the packet hash and the internal node is the hash of their
child nodes. Only the root node is signed. However, each packet
has to carry the signature, its position in the tree and the sibling
of each node along its path to the root. Although each packet is
individually verifiable, the communication overhead is terribly
high which is not feasible for media streaming.

Gennaro and Rohatgi [13] proposed a simple hash chain to
authenticate a block of packets using only one signature. Each
packet is appended with the hash of the next packet, and only
the first packet is signed. This scheme has very low overhead
(only 1 hash/packet), but it is not robust against loss. Any packet
loss will break the hash chain, and subsequent packets are not
verifiable.

Perrig et al. [14] proposed the efficient multichannel stream
signature (EMSS), which extended the idea of Gennaro and Ro-
hatgi [13]. To achieve robustness against packet loss, the hash
of a packet is appended to several other subsequent packets that
are randomly selected, and the final signature packet signs on
the hashes of multiple packets.

Golle and Modadugu [15] proposed a scheme called aug-
mented chains. Recognizing that packet loss is usually bursty,
the augmented chain is designed with two types of hash links:
global links and local links. The global links, whose source and
target are further away in the sequence, are used to resist against
burst loss. The local links are mainly used to link all packets into
the augment chains.

The butterfly authentication scheme [16] connects the packet
via a butterfly graph. Due to the good fault-tolerance of the
butterfly graph, this scheme has improved verification proba-
bility compared with the other schemes under the same over-
head level.

All the above-mentioned schemes have a common problem,
i.e., they only take into account the network loss model and as-
sume all packets are equally important. Furthermore, robustness
is measured by the verification probability only. However, for a
media stream, in many cases it is more appropriate to measure
robustness by the reconstructed media quality. Having the con-
tent information available, we can differentiate the packets by
assigning the more important packets with more authentication
overhead and thereby higher verification probability, and vice
versa. Therefore, we are able to design a more efficient stream
authentication scheme that can maximize the quality of the au-
thenticated image for a given overhead, or can minimize the
overhead to achieve a desired authenticated image quality.

B. JPEG-2000 Basics

JPEG-2000 employs discrete wavelet transform (DWT) to
transform an image into resolutions and sub-bands, followed by
quantization. The quantized coefficients are then arranged into
codeblocks. Fig. 3 illustrates how an image of 256 x 256 pixels
is decomposed into three resolutions and each subband consists
of codeblocks of 64 x 64 coefficients.

The quantized coefficients are coded in two tiers. In Tier-1
coding, each codeblock is encoded independently. The coeffi-
cients are bit-plane encoded, starting from the most significant
bit-plane all the way to the least significant one. Furthermore,
all bit-planes except the most significant one are split into three
sub-bit-plane passes (coding passes), where the information that
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Fig. 3. JPEG-2000 resolutions, subbands, codeblocks, bit-planes, and coding
passes.

results in largest reduction in distortion will be encoded first. We
denote a coding pass of codeblock B; by Ci(p *) Where p indi-
cates the bit-plane (bit-plane O is the least significant bit-plane)
and k denotes the coding pass within a bit-plane (k = 1, 2, or
3). Each coding pass results in a sequence of codewords, whose
length is denoted by l,§” **) The amount of distortion reduction
of coding pass Ci(p o) of codeblock B; can be calculated as (1).
The distortion is measured in the square-error unit

AdfY = G Y (@] - o)) - @7 - D).
jectr
ey

In (1), Gy, is the energy gain factor for the subband, where
codeblock B; is located, y[j] is the value of the jth coefficient in
B;, and §?[j] is the reconstructed value when the jth coefficient
is decoded up to bit-plane p. For more details, refer to [19] and
[20].

Tier-2 coding introduces another three structures: layers,
precincts and packets. The layers enable quality scalability,
and each layer includes a number of consecutive coding passes
contributed by individual codeblocks. The precinct is a collec-
tion of spatially contiguous codeblocks from all sub-bands at
a particular resolution. All the coding passes that belong to a
particular precinct P,, and a particular layer L; constitute a
packet, denoted by P,ln. Assuming an additive distortion model,
the amount of distortion reduction for a packet P! can be
calculated by summing up the distortion reductions of all the
coding passes that constitute this packet, as

S Y adh. )

B;eP, C(p'k)GLl

1

AD! =

Similarly, the length of packet P!, can be calculated by sum-
ming up the lengths of all the coding passes and the packet
header R} q;, as:

Rgm = thr + Z Z ll(P:k) (2)

Bi€Pn crh e,

In order to illustrate the distribution of packets’ importance,
we encode the “bike” image [shown in Fig. 8(c)] with 16 layers
and 80 packets per layer, and compute the distortion reduc-
tion for every individual packet, which are depicted in Fig. 4.
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The amount of distortion reduction per packet exhibits huge
differences. Out of the 2560 packets, 2464 packets (more than
96%) have a distortion reduction less than 100 MSE units, and
the other 96 packets (less than 4%) have much greater distortion
reduction. In other words, a small number of packets are much
more important than the rest of the packets. This characteristic
is often exploited via unequal error protection to transport the
media data over lossy networks. Similarly, stream authentica-
tion can also utilize this characteristic by increasing the redun-
dancy degree for more important packets, so as to increase their
verification probability, and vice versa to greatly reduce over-
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head without compromising reconstructed visual quality.

III. DISTORTION-OVERHEAD OPTIMIZATION FRAMEWORK
FOR MEDIA AUTHENTICATION

The problem of authenticating an image stream can be solved
in the distortion-overhead Optimization framework, which can
used to construct an authentication graph trading off two con-
flicting goals: minimal authentication overhead and minimal
distortion (or maximal media quality) of the authenticated
image. Given a specific overhead level and network condition,
we try to compute an authentication graph that minimizes the
distortion of the authenticated image. Conversely, the optimized
graph minimizes the authentication overhead, given a specific
distortion and network condition. In other words, the distor-
tion-overhead performance of the optimized authentication
graph lies on the lower convex hull of the set of all achievable
distortion-overhead performances.

An authentication graph is a directed acyclic graph denoted
by (V,G), where V is the set of nodes and G is the set of di-
rected edges in the graph. A node in V corresponds to a JPEG-
2000 packet or a signature packet signed with a crypto signa-
ture scheme, and there is typically only one signature packet in
V. A directed edge e(i, j) from node P; to P; indicates that the

Fig. 5. Authentication graph at the sender and receiver. (a) Authentication
graph at the sender. (b) Authentication graph at the receiver

hash value of P; is appended to P;, where P; and P; are re-
ferred to as the source node (or source packet) and target node
(or target packet), respectively. The edge e(4, 7) is also referred
to as a hash link that connects P; to P;. The redundancy degree
of the packet P; is the number of edges coming out of F;. In
particular, the redundancy degree is O for a signature packet. At
the receiver, the nodes corresponding to the lost packets are re-
moved from the graph. A packet P; is verifiable if there remains
a path from P; to the signature packet. The verification proba-
bility is the probability that a packet is verifiable given that it is
received. Fig. 5(a) gives an example of an authentication graph
constructed at the sender side and Fig. 5(b) gives the remaining
graph after the packet P; is lost in transit.

To formulate the distortion-overhead optimization problem,
we define the vector variable 7 = [mg, 71, ..., T, -, Tar—1)s
where 7, is the set of target nodes of the edges coming out of
P, The redundancy degree of P,,, is |7y, |, where |7,,,| > 1. Ob-
viously, given the set of nodes V', the variable m uniquely defines
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Fig. 6. Content-aware authentication system over lossy network.

the authentication graph. Denoting the total authentication over-
head (i.e., signature and hashes) as O and the overall expected
distortion as D, our goal is to find the optimal variable 7* that
minimizes the expected Lagrangian in (4) for a given A > 0. The
Lagrange multiplier X is used to control the trade-off between
the overhead O and the expected distortion D. For instance, a
smaller value of A will result in an optimized policy leading to
smaller expected distortion D and higher overhead O, and vice
versa
™ = arg mgn(D + A0). )
The authentication overhead O is the extra bytes introduced
for image authentication, for instance, it includes the hashes ap-
pended to the packets and the digital signature. So, the overhead
O() can be computed as in (5), where SIZ;, and SIZgqsp
are the sizes of the signature and hash, respectively

O(r) = S1Zsig+ 3 _|mmlST Zgash-
P,

®)

Before we compute the overall expected distortion D, we
need to give a definition of authenticated image. A more restric-
tive definition is that the authenticated media must have exactly
the same content and same quality as the original one. This is not
realistic, because the received media will usually have degraded
quality caused by network loss, even if no authentication is ap-
plied. A more realistic definition is that the authenticated media
corresponds to the media decoded exclusively from the authen-
ticated packets. This definition prevents packet alteration, but
it assumes that network loss is not malicious, as loss is usually
caused by network congestion. Under this definition, a packet
is consumed only when it is received, decodable and authenti-
cated. Throughout this paper, we use the latter definition based
on the following considerations: obviously a received and de-
codable but unauthenticated packet should not be consumed be-
cause of security concern; however, an authenticated but unde-
codable packet is also meaningless for consumption (e.g., dis-
play). Using this definition, the expected distortion D(7) can
be calculated as in (6), assuming distortion is additive, where
Dy is the distortion when no packet is consumed, A(D,, is the
amount by which the distortion will be reduced if the packet P,
is consumed, p,,, denotes the probability that P, is decodable,
and 1 —&(m,, ) denotes the probability that P, is verifiable with
T, given that P, is decodable

D(r) = Do =Y ADppm[l = (mm)]- (6)

P

IV. OPTIMIZED CONTENT-AWARE AUTHENTICATION SCHEME

The image authentication system for JPEG-2000 stream
over a lossy channel is illustrated in Fig. 6. After encoding
the original image, the sender signs the resulting JPEG-2000
codestream by constructing an authentication graph. Each
JPEG-2000 packet has at least one path destined at the sig-
nature packet. This scheme is similar to the Gennaro and
Rohatgi’s scheme [13] except that each packet has a variable
redundancy degree based on the distortion information. Once
the authentication graph is built, the packets are transmitted
over a lossy channel. The JPEG-2000 decoder accepts only
those authenticated and decodable packets, and reconstructs
the authenticated image.

In the image-authentication system, the most vital step is to
sign the stream, i.e., to build the optimized authentication graph.
In the rest of this section, we first introduce how to build an op-
timized authentication graph for JPEG-2000 streams, using the
distortion-overhead optimization framework. This is followed
by a simplified way of building the authentication graph with
much lower complexity.

A. Distortion-Overhead Optimized Graph for JPEG-2000
Streams

Each JPEG-2000 packet is denoted by P!, where the [ is the
layer number, and m is the index of the corresponding layer-0
packet, according to the progressive order of the JPEG-2000
codestream. The other quantities associated with P!, are also
denoted in a similar way, like 7/, AD! and p!,. Given a La-
grangian multiplier A, we can solve the problem by finding the
vector 7 that minimizes the expected Lagrangian in (7)

I(m) = D(r) + A0(m) = Do + AS1Z
+3 [(-ADL A, (1—e(xl,))

+)\|7T1ln|SIZHash] . (7)

Finding the optimized variable 7 is accomplished in two
stages: the first stage is to determine 7', for high layer packets
Pl , when [ is greater than 0. The second stage is to determine
70 for the packets P in layer O (refer to Fig. 3).

1) Stage 1: Determine 7', when | > 0 : In JPEG-2000, the
high layer packet is not decodable unless all the corresponding
lower layer packets are decodable and authenticated, i.e., the
packet P!, depends on P¥ for all k such that 0 < k < [, we say
that P, is a descendent of PX and PF is an ancestor of P! . In
this case, one hash link connecting Pﬁz to one of its ancestors is
sufficient, because we are interested in authenticating decodable
packets only. In our scheme, the target node of the only hash
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link from P!, is chosen to be its immediate ancestor P11, i.e.,
ml = {P=11, because choosing other ancestors is not optimal
in a rate-distortion sense. Given the fixed set of hash links from
all packets other than P!, = {Pl_l} will minimize the
Lagrangian J(r), as the resulting e(r!)) is equal to 0 and the
redundancy degree |! | takes the smallest value of 1. Therefore,
when [ is greater than 0, the set of outgoing hash links should
be 7!, = {P'~1} in order to obtain the optimized distortion-
overhead performance. Note that an empty packet will not be
involved in the graph construction, i.e., it does not contain any
hash, and its own hash is not contained by any other packet

2) Stage 2: Determine 7°, : After determining 7! for each
high layer packet P!, (Where l > 1), the probability p!, can be
expressed as in (8), where ¢!, denotes the probability that the
packet P!, is received. In other words, the packet P!, is decod-
able if and only if all its ancestors (namely, P2, P! ...., P.=1)
and P! itself are received, and the correspondmg layer 0
packet, P is authenticated

m?

P = (1= ( HW ®)
Substituting (8) into (7), the Lagrangian J(7) can be ex-
pressed as

J(m) =Dy + ASIZ;,

l
+Z[( AD], ( 1—e<w9n>>n¢:n)
+ A|7rfn|SIZH,,,sh} ) )

To ensure the authentication graph is acyclic, we mandate
that for hash links whose source packet is P?, the target
packet must be P? where n < m. At this stage, the goal is
to find for each layer-O packet the set of outgoing hash links
that minimizes the Lagrangian .J(7). Note that if a packet in
layer-0 is empty, the corresponding non-empty packet in higher
layer is used in this stage. For instance, if both P? is empty
and P! are not empty, P! will be used in the place of P?.
The straightforward method is exhaustive search, but its high
computational complexity is not acceptable. A more practical
approach is to use an iterative descent algorithm [21], where
the objective function J(7) is minimized one packet at a time,
keeping the other packets unchanged, until convergence. For
instance, let 7(0) = [70(0), 7(0), .. ] be the initial vector, and
let m(n) = [73(n), 7(n),...] be determlned forn=1,2,...,
as follows. At iteration n, we select one packet, say, Pm, to find
its 79, For k # m, let m2(n) = 7o(n — 1), while for packet

PO, let
7 (n) = arg min J(my(n),70(n),..., 7' ...)
= arg min p&e(w’) + ASTZ gasn || (10)
where (10) follows from (9) with (11), as follows:
o, =y ADL T 45 (11)

1 i<l
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PARAMETERS AND SEMANTICS OF’I"TAHIléIi‘)]iOIPOSED AUTHENTICATION SCHEME

Paramcters  Scemantics

N The number of scgments. If N is 1, all lowest layer packets have the
same redundanoy degree.

7 The redundancy degrec of packets in Seg;.

¥4 The number of packets whose hashes are included in the signature
packet.

At iteration n, we need to search for the set of outgoing hash
links 7%, (n) that minimizes the Lagrangian. In subsequent iter-
ations, the same process is repeated for different packets. The
utility value 2, of the packet P?, as expressed in (11), can be
regarded as the amount by which the distortion will increase if
P? is not verifiable given that it is decodable. Alternatively, we
can interpret the utility value 110, as the partial derivative of (9)
with respect to (70, ). Therefore, the larger the utility value 10,
is, the more attractive it is to decrease (72,).

During the optimization iterations, the Lagrangian J(7) is
non-increasing and has a lower bound of 0, so convergence is
guaranteed. However, we cannot guarantee that it can reach a
global minimal. To increase the chances of reaching the global
minimal, one alternative solution is to invoke the optimization
process with different initial vectors, and choose the resulting
vector that incurs the smallest Lagrangian value.

B. Simplified Authentication Graph for JPEG-2000 Streams

Building the distortion-overhead optimized graph is compu-
tationally intensive because many iterations are required before
convergence, and each iteration needs to search for the optimal
set of hash links from the selected packet. In this section, we em-
pirically build a simplified authentication graph which requires
much lower computation complexity.

For the high-layer packets P! (I > 1), the set of outgoing
hash links are exactly the same as the distortion-overhead
optimized graph, i.e., P! has only one outgoing hash link to
P!=1. For each packet P? in layer 0, we compute the utility
value 2, using (11). After that, the packets are sorted into a
list where the utility values are in descending order. The sorted
list, denoted by SL, is then divided into IV segments, namely,
Sego, Segi...,Segn—1. Each packet in Seg; has +; outgoing
hash links whose target packets are randomly selected from the
preceding packets in SL. The redundancy degree in consecutive
segments is in decreasing order, i.e., 7o > v1 > --- > YN-1.
There are a number of possible segmentation methods. One
is based on equal segment size. Another method is based on
utility value, e.g., Seg, contains all packets with utility value
falling in [femin + ¢ X 7, fimin + (¢ + 1) X 1), where fimin and
Imaz are the lowest and highest utility value, respectively, and
7 = (Umaz — min ) /N . The first method makes it easier to con-
trol the average redundancy degree, while the second method
has slightly better performance, because its overhead allocation
is more related to packets’ utility value. The signature packet
contains the hashes of the first Z packets in SL. The parameter
Z is typically sufficient to be 3 and our experiment uses Z = 3.
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FOR each packet P! in layer i, where i>0, DO

Create a hash link P’ to P\
END

FOR each packet P’ in layer 0, DO

Compute the utility value ,u° ;

m?

END

Sort all packets in layer 0 into a list SL where ,u,?x is in descendent order

Divide the list SL into N segments: Sego, Segs..., Segn-1;

FOR each segment Seg;, DO
FOR each packet P in segment Seg;, DO

Create y, hash links from P to the targets randomly

chosen from the preceding packets in SL,
END
END

Create signature packet containing the hashes of the first Z packets;

a)
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b)

Fig. 7. Algorithm and example of constructing a simplified authentication graph. (a) Algorithm for constructing the simplified authentication graph. (b) Illustration

of the steps constructing the simplified authentication graph

Table I summarizes the above parameters used for constructing
the authentication graph. Through experiments, we found that
it is typically sufficient to have equal-size segmentation, N = 3
and y9 = 1 + 1 = 72 + 2, where the redundancy degree is v;
on average.

The algorithm for constructing a simplified authentication
graph is summarized in Fig. 7(a), which is illustrated in Fig. 7(b)
using an example JPEG-2000 codestream with three layers and
eight packets per layer, assuming that all packets are nonempty.
This example uses the following parameters: N = 2, vy = 2,
v1 = 1,and Z = 2. First, for each high-layer packet an(z > 0),
a hash link is created from P! to its immediate ancestor P71,
Second, for packets in layer 0, we compute their utility values,
sort them and divide them into N = 2 segments with equal
size. After that, for each packet in segment 0, vy = 2 outgoing
hash links are created with the target packet randomly chosen
from the proceeding packets in the sorted list, and similarly for
packets in segment 1. Finally, a signature packet is created con-
taining the hash of the first two packets in the sorted list.

V. SYSTEM ANALYSIS

In this section, we analyze the content-aware stream authen-
tication scheme and compare it with other existing schemes,
in various aspects like computation overhead, communication
overhead, verification probability, and the security.

A. Comparison With Existing Schemes

Since the proposed scheme is based on directed acyclic graph,
we choose four existing graph-based schemes for comparison,
including Simple Hash-chain [13], Authentication Tree [12],

EMSS [14], Augmented Chain [15]. and Butterfly Authentica-
tion [16]. The performance criteria are summarized as follows.
1) Computation overhead: number of hash operations and sig-
nature operations required at the sender and receiver.
2) Communication overhead (bytes): average number of extra
bytes carried by each packet for authentication purpose
3) Verification percentage: number of verified packets divided
by the number of received packets.
4) Sender delay: delay at the sender (in number of packets)
before the first packet can be transmitted.
5) Receiver delay: delay at the receiver (in number of packets)
before the first packet can be verified and decoded.

Table I summarizes the performance of these six authentica-
tion schemes. The values are obtained based on the following
assumptions.

1) A digital signature is amortized by a group of n packets.

2) his the size of a hash and s is the size of a digital signature.

3) The authentication tree scheme uses a tree of degree two.

4) The augmented chain scheme is parameterized by variables
a and p, which are named in [15] as the chain length and
packet buffer size on the sender side, respectively.

In terms of computation overhead, the Authentication Tree
scheme has to perform about » more hash operations than the
other schemes. In terms of sender delay and receiver delay, the
Augmented Chain scheme has the worst performance, while the
other schemes are the same.

The Simple Hash-Chain has the smallest communication
overhead (one hash per packet), but its verification probability
is the lowest. On the other hand, Authentication Tree scheme
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TABLE II
COMPARISON OF VARIOUS AUTHENTICATION SCHEMES

Simple Authentica- EMSS Augmented  Content- Butterfly
hash-chan  tion tree chain aware
Computation nl 2n-1,1 ntl, 1 ntl, 1 ntl, 1 ntl, 1
overhead
Communication hts/n stlog,n*h Variable  2hts/n Variable s/n+2h
overhead
Verification Variable 1 Variable  Variable Variable Variable
probability
Sender delay n n 1 n n
Receiver delay 1 1 n 1

has the highest communication overhead but also the highest
verification probability. These two schemes are the extreme
cases (one favors communication overhead while the other
favors verification probability), while all other schemes try
to achieve a balance in-between. In particular, both EMSS
and content-aware scheme can be configured with different
overheads, resulting in different verification probabilities. The
Augmented Chain and Butterfly Authentication scheme has
fixed communication overhead. In this regard, EMSS and con-
tent-aware schemes are more flexible and generically applicable
since their overhead levels are tunable.

The above comparisons are for streaming general data
packets. However, for media streams, we should use different
benchmark criteria. The most important performance measure
should be the PSNR of the authenticated image rather than
the verification probability of the delivered packets. In this re-
gard, our content-aware scheme is more efficient than existing
schemes due to two reasons.:

1) It eliminates all the unnecessary hash links that can only
help to increase the verification probability, but do not
help the PSNR of the authenticated image. For example, if
packet P; depends on P;, it is sufficient to have a hash link
from P; to P;, and any hash link from P; to other packet
does not help to improve the PSNR of the authenticated
image.

2) The hash links are used in a more efficient manner. The
more important packets have more outgoing hash links,
which help to increase the PSNR, while the less important
packets (which account for a large proportion of the total
packets) have less outgoing hash links, resulting in smaller
overhead.

B. Security Analysis

Similar to the existing graph-based authentication scheme,
the content-aware scheme relies on the hash chain and digital
signature. Therefore, the security strength of this scheme is the
same as the underlying cryptographic algorithms. For example,
SHA-1 can be used for one-way hashing and RSA can be used
for signature generation and verification. For more details on
security strength, refer to Merkle’s tree authentication [18].

C. Utility Values

As every network has a MTU size, a packet has to be seg-
mented into smaller datagrams for transmission. Therefore, the
probability of receiving the packet P! , ¢, , can be expressed in
(12), where pjost, is the loss probability of the network datagram
(here we assume i.i.d random loss) and an is the packet size in
bytes

Bhy = (1 = Piogt) Em/MTUT, (12)

By substituting (12) into (11), we can see that the utility value,
12, is determined by the associated distortion AD! | packet
size an of its descendent packets, the loss probability piost,
and MTU. If the packet size R, is big, it needs more datagrams
for transmission, thereby decreasing its probability of being re-
ceived. So, given a fixed value for pj.s¢ and MTU, the packet
P? will have a greater utility value when its descendent packets
have larger AD! and smaller R! .

The MTU value depends on the physical network links, e.g.,
Ethernet has a MTU of about 1500 bytes and the ATM network
has a MTU of 53 bytes. When a communication path between
two end hosts consists of different physical links, the smallest
MTU can be discovered by the end host using the path MTU
discovery protocol [22].

To derive the utility values, the sender also needs to know the
network loss probability pjost. The sender could presume a rea-
sonable value for it, or could estimate it based on past commu-
nications. For instance, the real-time transport protocol (RTP)
[23] specified the window-based measurement techniques for
estimating the loss probability. However, for the simplified au-
thentication graph, it is not important to have an accurate value
for post, because it does not change the relative order of the
utility values in the sorted list SL.

VI. EXPERIMENTAL RESULTS

This section experimentally compares our content-aware
scheme against EMSS, Augmented Chain, and Butterfly
authentication schemes using JPEG-2000 images to further
demonstrate the validity of our proposed scheme.

We implemented five schemes, namely, WITHOUT_AUTH,
EMSS_AUTH, C_A_AUTH, AC_AUTH, and BUT-
TERFLY AUTH. The first scheme, WITHOUT_AUTH, is
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Fig. 8. Testing images used in our experiments. (a) Woman 2048 x 2560. (b) Cafe 2048 x 2560. (c) Bike 2048 x 2560. (d) Bride 2560 x 2048. (e) Flower
2560 x 2048. (f) Fruits 2560 x 2048. (g) Bottles 2560 x 2048. (h) Actors 2560 x 2043.

to simply send the packets in the order they appear in the
JPEG-2000 codestream, and no authentication is applied.
This scheme provides a reference for the achievable distortion
performance if verification is not required. Note that this
scheme provides an upper bound on the performance of all
authentication schemes. The second scheme, EMSS AUTH,
implements the EMSS authentication [14], where every
packet has the same redundancy degree. The third scheme,
C_A_AUTH, implements the proposed content-aware
authentication using the simplified authentication graph as
proposed in Section III. Through simulation, we found that
the content-aware scheme yields good performance when the
parameter N is 3. Further increasing N does not produce
substantial performance improvement, because its performance
is already quite close to the upper bound when N is set to 3.
The fourth scheme, AC_AUTH, implements the Augmented
Chain, and the fifth scheme, BUTTERFLY_AUTH, implements
the butterfly authentication. For all schemes, the packets are
sent in the order they appear in JPEG-2000 codestreams, while
the signature packet is sent multiple times to minimize its loss
probability.

The network is modeled by an i.i.d distribution, where the
average loss probability ranges from 0 to 0.15. In addition, MTU
is set to 1500 bytes, as used by Ethernet. Our experiment uses
the eight JPEG-2000 testing images (each 2560 x 2048 pixels).
Each image has four resolution levels and 260 packets per layer,
and we vary the number of layers in the experiments. The testing
images used in our experiments are shown in Fig. 8.

The first experiment is to demonstrate the effectiveness of the
authentication redundancy adapted to the distortion. The JPEG-
2000 images are encoded with only one layer, so C_A_AUTH
can take advantage of the distortion information but not the
layer structure. For C_A_AUTH, the parameters are set as fol-
lowss N = 3,7% = 3,7 = 2,7y = 1l,and Z = 6, so
the redundancy degree is 2 on average. The other schemes use
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Fig. 9. PSNR at various loss rates (2 hashes/packet on average, with one layer).

a similar level of redundancy. Fig. 9 gives the PSNR of the
five schemes. C_A_AUTH consistently outperforms the other
schemes at all network loss rates. In fact, the PSNR curve of
C_A_AUTH is very close to that of WITHOUT_AUTH, which
achieves our original design goal, because the authentication
overhead is added in an optimized manner.

Fig. 10 shows the verification probabilities of the four authen-
tication schemes. When the loss rate is less than 0.1, C_A_AUTH
has a slightly lower verification probability, because one third of
the packets have redundancy degree of 1. When the loss rate is
larger than 0.1, a flat redundancy degree of 2 for all packets is
not enough, which causes a dramatic decrease for EMSS_AUTH,
AC_AUTH and BUTTERFLY _AUTH. For C_A_AUTH, such a
decrease is relatively small because one third of the packets still
have redundancy degree of 3.

From Figs. 9 and 10, we can see that although C_A_AUTH
sometimes has lower verification probability than the other
authentication schemes, it produces higher PSNR. The
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layers).

C_A_AUTH is able to achieve near distortion-overhead opti-
mized performance, as the authentication overhead is added in
a more cost-effective manner. The packets are differentiated
according to their importance, more important packets have
higher verification probability and less important packets have
lower authentication overhead.

The second experiment is to evaluate the proposed system
when both distortion and layer structure are utilized. Accord-
ingly, the JPEG-2000 codestreams are encoded with six layers.
Thus, C_A_AUTH is able to take advantage of both the layer
structure and the distortion information, but the other schemes
are agnostic to both. The parameters for this experiment are
the same as that for the previous experiment. Fig. 11 shows the
PSNR curves of the three systems, which is similar to those in
Fig. 9.

Fig. 12 compares the verification probabilities of the four au-
thentication schemes. The C_A_AUTH has significantly lower
verification probability than the other schemes. This is because
higher layer packets have redundancy degree of only one in
C_A_AUTH, resulting in lower verification probability.

From the results of the previous two experiments (Figs. 9,10,
11, and 12), we can conclude that C_A_AUTH has PSNR very
close to WITHOUT_AUTH. In addition, it consistently outper-
forms the other scheme in terms of PSNR, even though it may
have lower verification probability.
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The third experiment evaluates the PSNR versus bit-rate
curve for transmitting the authenticated image over a lossy
network. The JPEG-2000 codestreams are also encoded with
six layers. All authentication schemes have the same average
redundancy degree of 2. The network loss probability is
set to 0.05, because higher loss probability will flatten the
rate-PSNR curve. All other parameters are the same as in the
second experiment. Fig. 13 shows the PSNR curves. Again,
at all image bit-rates, C_A_AUTH achieves a PSNR close
to WITHOUT_AUTH. 1t consistently outperforms the other
schemes.

The fourth experiment is to compare the performance of the
four authentication schemes at various overhead levels. Again,
we set the loss probability to 0.05. The JPEG-2000 images are
encoded with one layer, because we want C_A_AUTH to utilize
the distortion information but not the layer structure. We mea-
sure the PSNR at various overhead levels, ranging from one to
six hashes per packet. Fig. 14 shows that at loss rate 0.05, the
proposed scheme outperforms the other schemes when the re-
dundancy degree is less than 3. When the loss rate is higher, the
improvement of the proposed scheme over the other schemes
will be further increased.

The fifth experiment is to measure the minimum overhead
required to achieve a PSNR that is 99% of WITHOUT_AUTH.
The JPEG-2000 codestreams have one layer, for the same reason
as the previous experiment. As shown in Fig. 15, C_A_AUTH
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requires the overhead to be two hashes per packet when the loss
rate is not greater than 0.1, and requires the overhead to be three
hashes per packet otherwise. However, EMSS_AUTH requires
much more overhead in order to maintain the same PSNR level.

VII. CONCLUSIONS

In this paper, we have proposed an optimized content-aware
authentication scheme, which is able to achieve distortion-over-
head optimization by utilizing information about the coding
structure and media content collected from the JPEG-2000
encoding process. The main contributions of this paper are
summarized as follows.

1) For the authenticating media stream delivered over a lossy
network, instead of optimizing the verification probability,
we focus on optimizing authenticated media quality.

2) We proposed a distortion-overhead optimization frame-
work for media authentication. Given a specific authenti-
cation overhead level, the proposed scheme computes an
authentication graph that minimizes the distortion of the
authenticated image at the receiver. Alternatively, given
desired authenticated image quality, the proposed scheme
computes the authentication graph that minimizes the
authentication overhead.

IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 9, NO. 2, FEBRUARY 2007

3) In view that the optimization process has high computa-
tional complexity, we also proposed a simplified authenti-
cation graph construction that requires much lower com-
plexity to compute. Through system analysis and simula-
tion, we demonstrated that the proposed scheme achieves
a rate-distortion (R-D) curve of the authenticated image,
which is very close to the R-D curve when no authentica-
tion is required, and it substantially outperforms existing
schemes at all bit rates and loss probabilities.

Our future work will extend the current scheme to other media

streaming applications such as audio and video, and take more
sophisticated network conditions into consideration.
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