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ABSTRACT

An image hash should be (1) robust to allowable operations
and (2) sensitive to illegal manipulations (like image tamper-
ing) and distinct queries. Although existing methods try to ad-
dress the first issue, the second issue has not been adequately
looked into, primarily the issue of localizing tampering. This
is primarily because of the difficulty in meeting two contra-
dictory requirements. First, the hash should be small and sec-
ond, to detect localized tampering, the amount of information
in the hash about the original should be as large as possible.
The desynchronization of the query with the original further
aggravates the problem. Hence a tradeoff between these fac-
tors needs to be found. This paper presents an image hashing
approach that is both robust and sensitive to not only detect
but also localize tampering using a small signature (< 1kB).
To our knowledge this is the first hashing method that can
localize image tampering using a small signature that is not
embedded into the image, like in watermarking.

Index Terms— Locality preserving hashing, edge his-
togram, local region descriptors.

1. INTRODUCTION

An image hash is a short signature of the image that preserves
its semantic information under allowable changes made to it
while at the same time differentiates it from a different im-
age (either distinct or tampered). That is, it should be robust
to allowable modifications (like small rotations, compression,
scaling, addition of noise etc) and sensitive to distinct images
or illegal manipulations to the original like tampering. Hashes
find application in verifying the authenticity of protected con-
tent. Figure 1 depicts an original image and its manipulated
copy (slightly rotated, cropped, JPEG compressed, stretched
and locally tampered). Given the hash of the original and the
tampered copy, the goal of the hashing method is to verify the
authenticity of the query. Only allowably modified images are
declared authentic. Tampered or distinct images are declared
non-authentic. Furthermore, the system may require the abil-
ity to localize the tampered region in tampered images.

A typical image hashing method consists of two steps: (1)
hash generation and (2) verification. For hash generation, a
set of features I ∈ {Rn} is extracted from the image and a
function f : I 7→ h, maps (also called bit extraction process)
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Fig. 1. (a) Original Image (b) Illegally tampered image (also
rotated by 2o, cropped, stretched, JPEG compressed (Q=20)).

them to a bit sequence h ∈ {0, 1}L, where {Rn} denotes a set
of vectors in n dimensional real space, {0, 1}L denotes a bit
sequence of size L. If |I| denotes the size of I and bit(x) the
bit representation of any real number x, |I|×n×bit(x) À L,
i.e., h is a short hash of I . Under any noise N , I gets changed
to Ĩ . During verification, given h and Ĩ , the detector decides
whether Ĩ is authentic or not. Verification is done by comput-
ing the hash h̃ of Ĩ and comparing it with h based on a dis-
similarity/similarity measure. The noise N can be allowable
modifications (affects the robustness) or illegal manipulations
(that can affect both robustness and sensitivity).

Existing image hashing methods (that primarily address
the issue of robustness) can be categorized as belonging to
(1) exhaustive search based[1] and (2) robust representation
based approach[2, 3, 4, 5, 7]. In an exhaustive search based
approach, the noise N is modeled by some fixed distortion
model (e.g., affine transform) and the hash h carries some
alignment information about the original. For verification,
the right alignment between I and Ĩ is searched for by trying
all possible values for the parameters of the noise model N ,
reverse applying on Ĩ and comparing the hash h̃ of Ĩ with h
using a similarity measure. If a very close alignment is indeed
found, the query is declared authentic. On the other hand, in
a robust representation based approach, a hash h, robust to
noise N (say RST, compression, additive noise etc), is gener-
ated from the original. During verification, the hash h̃ of the
query Ĩ , is generated and compared with h using a similarity
measure. If h is similar to h̃, the query is declared authentic.

The above approaches have their advantages and disad-
vantages. Exhaustive search based methods clearly suffer from
impractical levels of search complexity, although in theory



they can synchronize the query with the original for effective
verification performance. Lack of content information as part
of the hash also leads to high false positive detection error[6].
On the other hand, in a robust representation based method al-
though the hash h carries robust content information, desyn-
chronization of the query with respect to the original and lack
of alignment information as part of the hash significantly lim-
its the verification performance. This makes it clear that both
alignment and robust content information should be part of
an effective signature based method although this can signif-
icant increase the signature size. This is particularly essential
for localizing tampering in images using a signature based
approach.

The problem of localizing tampering in images can also
be solved using a watermarking based approach, wherein, a
watermark is inserted into the image at the point of creation,
and during verification, the watermark is extracted to verify
if there was any allowable modification or illegal manipula-
tion performed on the image. Any tampering can be localized
from the damage to the watermark. A clear disadvantage in
using watermarking is the need for distorting the content. In
the case of image hashing for authentication (or a signature
based approach), the signature is associated with the image as
header information and must be small. It is particularly dif-
ficult to localize tampering using a signature based approach
because of having to meet two contradictory requirements.
First, the signature (hash) should be small and second, to de-
tect localized tampering, the amount of information in the
hash about the original, both content and alignment, (as re-
alized from the analysis of existing approaches above) should
be as large as possible. Therefore, a tradeoff between these
two contradictory requirements needs to be found. To resolve
this forms the motivation for this work.

This paper proposes a novel signature based approach for
localizing tampering in images, wherein the signature carries
both content and alignment information and at the same time
is short in size (< 1kB). The proposed method builds on and
incorporates some of the significant advantages of the hash-
ing method proposed in [7]. Some of the disadvantages of the
method [7], namely detecting local tampering has been alle-
viated in the proposed method. In fact, the proposed method
goes further in not only detecting but actually localizing im-
age tampering with a small sized hash. The next section gives
the formulation of the proposed approach.

2. FORMULATION

Hash Generation Given a set of features I = {F1, . . . , Fm},
F1 ∈ Rn, design a function f to generate a bit sequence h,
where h ∈ {0, 1}L, such that {0, 1}L ¿ Rm×n in terms of
bits.

Verification During query verification, given a query, as a
set of features Ĩ = {F̃1, F̃2, . . . , F̃k} and the hash h, verify

whether Ĩ is an authentic version of the original set I . Note
that I and Ĩ are not synchronized and their sizes need not be
the same. The verification routine ascertains the authenticity
of the query. A query is declared authentic only if it is an
allowably modified version of the original. Under illegal ma-
nipulations like localized tampering, the verification routine
localizes the tampered region in Ĩ . The next section describes
the proposed hashing method.

3. PROPOSED METHOD

Hash Generation The hash generation process is a simple
extension of the hashing method proposed in [7]. It consists of
a feature extraction step, followed by a bit extraction process
that generates a bit sequence h of fixed size. The final bit
sequence is actually a combination of two bit sequences h1

and h2, which are generated independently. The process of
generation of h1 and h2 are described herein.

Generation of h1: The image is first down-sampled and
then a set of features I = {F1, . . . , Fm} with Fi ∈ R128 are
extracted from it. The feature Fi is a local region descriptor[8],
which has been shown [9] to be robust to several geometric
transformations. Next, a binary representation of Fi is com-
puted in the bit extraction process, which entails the follow-
ing steps: (1) take a random hyperplane H ∈ R128 (gener-
ated by a known secret key), that passes through the centroid
of the feature distribution, (2) label the feature vectors on ei-
ther side of the hyperplane as 0 or 1 depending on whether
they lie on the left or right side of the hyperplane. Continue
steps (1) and (2) for d such random hyperplanes. Figure 2 de-
picts the labeling process for two hyperplanes. This process
maps each Fi to a sequence of bits ti ∈ {0, 1}d. Location
(2D) information for 3-5 feature points are also added to the
hash information. Hence the size of the final bit sequence
h1 = t1 ⊕ t2 ⊕ . . . tm + ` is md + `, where ⊕ is the concate-
nation operator and ` is the 2D location information (in bits)
for the most stable 3-5 feature points.

Generation of h2: The image is first downsampled and
filtered using an anisotropic diffusion filter and then edge de-
tection is performed to generate its edge image. The orien-
tation of the edges in the edge image are quantized to direc-
tions in [0, 45, 90, 135, 180]. Next the edge image is divided
into non-overlapping blocks and the edge histogram for each
block is computed. The edge histograms of each block are
concatenated to generate h2. Each edge histogram is rep-
resented by 15 bits For an image which is divided into 16
blocks, this would generate a hash h2 of size 240 bits.

Verification The verification stage uses a localized thresh-
old to do pairwise matching of the bit sequences which are
part of the hash component h1. This gives pairs of corre-
sponding 2D points in the original and query. Now 2D point
location information as included in h1 of some of the points in
the original can be used to find the mapping transformation.



Fig. 2. Illustration of the intermediate bit sequence generation
process. For two hyperplanes H1 and H2, the points P1 and
P2 are binarized as {01} and {11} respectively.

Note that for an affine model, only 3 correspondences are suf-
ficient for computing the parameters. The query is then in-
verse transformed using the computed transformation param-
eters (based on the chosen model, affine, projective etc) and
aligned with the original. Next, the aligned query is prepro-
cessed as discussed before, divided into blocks and the edge
histogram of each block is extracted and compared with the
hash component h2 (based on a threshold T ) of the original
image. Image blocks with dissimilarity value greater than T ,
indicate a probable tampered block. Note that the resolution
of tamper localization depends on the block size chosen. A
smaller block size will increase the hash size, while improv-
ing the tamper localization resolution. In our implementation,
the image was first downsampled and then divided into 16
blocks. Next tampered blocks are localized.

4. EXPERIMENTS AND ANALYSIS

For our experiments a collection of 50 dissimilar images from
the USC-SIPI database was used. Some of these images where
tampered by performing splicing, content removal, and con-
tent rearranging, to generate perceptually indistinguishable
image queries. Performance of the method just based on h1

was ascertained based on comparison with three existing imag-
ing hashing methods in terms of robustness-false alarm trade-
off effectiveness, under allowable transformations.

The hash component h1 helps to discriminate between al-
lowably transformed and distinct queries, using a localized
threshold[7] and also align the query. Values of m = 50 and
d = 30 were used in [7] to generate a hash of size h1 = 1500
bits. It is noted that for higher value of d (say d = 60), we get
higher discriminative ability. In that case, the number of fea-
ture points considered, m, can be reduced significantly. In our
implementation, 10 stable region descriptors were chosen as
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Fig. 3. ROC curve comparing the performance of the pro-
posed method with existing methods for images rotated (20o),
cropped (30%) and JPEG compressed (QF = 10) against 50
distinct images from the USC-SIPI database.

features, along with the 2D coordinate information for 5 most
stable amongst them, represented in bits. Thus, for m = 10
and d = 60, h1 requires md = 600 + 80 = 680 bits. On the
other hand h2 requires 240 bits. Hence the total size of the
hash h is L = 920 bits (< 1kB).

Figure 3 depicts the ROC curves for 5 state-of-the art
methods based on Fourier-Mellin invariants (FMI)[2], radial
basis projections(RASH) [3], wavelets[5], SVD[4], structure
matching (Feature) [1] compared to the proposed method.
The hash component h1 was used in this comparison. The two
classes compared are similarity between the 50 distinct im-
ages and the similarity of the original images with its modified
versions, rotated about a point [100, 100] pixels away from
the center by 20 degrees, cropped by 30% and JPEG com-
pressed to quality factor 10. Note that the proposed method
clearly achieves very high discrimination ability compared to
the other methods. This is due to the high discrimination ca-
pacity of SIFT features which is preserved by the locality pre-
serving hash based bit extraction step. Furthermore, the hash
h2 complements h1 by allowing for detection and localizing
of tampering, which is not possible in the other methods.

Figure 4 depicts an example of the effectiveness of our
proposed method in localizing image tampering. Note that
specifically for this example there was no introduction of ex-
ternal content in the query. Therefore simple robust con-
tent representation based hashes without structure informa-
tion would fail to even detect any change in the query. For
localizing, first h1 is used to register and align the query with
the original. Next h2 is used to detect and localize any lo-
cal tampering. The proposed method can detect any form of
tampering, namely, insertions, deletions, exchange of patches
within the same image etc. The idea is that any intentional
tampering leaves behind significant addition or deletion of
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Fig. 4. (a) Original Image (b) Illegally tampered image (c) Tampering detected.

Tampered Region Localized Image

Fig. 5. Tamper localization of example in Figure 1.

content information, primarily edge boundary information.
The resolution of the patch detection depends on the size of
the image blocks considered and hence affects the hash size.
Figure 5 depicts the localization of tampering for the image
in Figure 1.

5. DISCUSSION

The proposed method can be seen as a unified method that
combines the advantages of an exhaustive search based hash-
ing and robust representation based hashing methods. The lo-
cality preserving projection of region descriptors can be seen
as a short robust representation whereas the availability of
2D point location information useful for aligning the origi-
nal with the query is a component of an exhaustive search
based hashing method. The availability of content informa-
tion as a robust bit representation helps in reducing the search
complexity and decreasing false positive error, both of which
are drawbacks of an exhaustive search based method. On the
other hand availability of point location information as part of
the hash helps in registering the query with the original which
in turn addresses the synchronization problem. Once aligned,
the use of edge histogram information after some preprocess-
ing of the query allows localizing any tampering. As per our
knowledge none of the existing hashing methods solve the
problem of detecting and localizing image tampering.
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