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Abstract—The pervasive distribution of digital images triggers
an emergent need of authenticating degraded images by lossy
compression and transmission. This paper proposes a robust
content-based image authentication scheme for image trans-
missions over wireless channels. A robust multiscale based
feature is used to generating digital signature. The feature
vector is reduced, encoded, and encrypted as signature of the
image. This signature is then embedded into the image using a
blind quantization based watermarking algorithm. Typical
distortion patterns of malicious image manipulations and im-
age transmissions over lossy channels are used for image au-
thenticity verification. This scheme is also able to detect tam-
pering areas in the attacked image. Experiments demonstrate
the effectiveness and validity of our scheme.

1. INTRODUCTION

Image authentication based on digital signature aims to
verify the source and the integrity of an image, which is
desirable to be robust to normal image processing, compres-
sion and transmission errors, while able to detect malicious
tampering on the image. Particularly, image transmission is
always affected by the errors in wireless channel (environ-
mental noises fading, multipath and Doppler frequency
shift), or packet loss due to congestion when using UDP
over IP protocol in Internet network.

In order to be robust to some acceptable manipulations
and compression, several robust image authentication algo-
rithms have been proposed [1]. However, these techniques
failed in surviving image transmissions over lossy channels.
The reason is that it is difficult to predict where and when
the errors will be introduced. When errors occur during
transmissions, there is no constraint to ensure the correct-
ness of every bit of received images. Furthermore, com-
pressed images are sensitive to these errors since compres-
sion techniques such as variable length coding and entropy
coding result in error propagations.

Authenticating image over lossy channels is a challeng-
ing task. There are several solutions proposed for authenti-
cating data stream, such as efficient multi-chained [2] or
augmented chain stream signature [3], which are robust
against packet losses by sending multiple hashes of other
packets within the current packet. When a packet is lost, its
hash will be found in other packets unless total packet loss
of a segment exceeds a threshold. However, directly apply-

ing this solution to image transmission has several draw-
backs: (1) with the increase of Bit Error Rate (BER) and the
need of time synchronization, the transmission overhead will
be unavoidably large; (2) in image transmission, the impor-
tance and the size of packets vary in different environments;
(3) treating data as bit stream, it does not take advantage of
the fact that images are tolerable to some degree of errors.

Content-based authentication is an efficient robust image
authentication, which passes images as authentic when the
content does not change [4, 5]. In this paper, we propose a
robust content-based authentication scheme, which is robust
to transmission errors. In order to distinguish the images
damaged by transmission errors from tampered ones, the
distortion patterns of them are analyzed and employed in our
proposed scheme. It is the image content to be authenticated,
instead of image data itself. This proposed scheme is able to
detect malicious modifications of the image, while robust to
transmission errors and other common acceptable image
processing. The major differences that distinguish this paper
from our previous paper [6] are: (1) the scheme proposed in
this paper can be more generally applied, suitable for both
wavelet-based images and DCT-based images; (2) more
robustness is achieved by exploiting the distortion patterns
of acceptable operators and malicious operators.

II.  CONTENT BASED SIGNATURE AND WATERMARKING

Image content is generally represented by a feature vec-
tor extracted from it. Edges in a natural image have impor-
tant effects on the subjective visual quality, since edges are
always associated with the boundary of an object, or with
marks on the object [7]. It is also shown that high edge pre-
serving ratios can be achieved by our error concealment
algorithm [7]. Therefore, image edge is selected as the fea-
ture in our authentication scheme. We adopt the fuzzy rea-
soning based edge detector [8], because no thresholds are
needed in it, which can improve the feature robustness.

Feature map is reduced before embedding into the im-
age, because the watermarking capacity is limited. In con-
sideration of robustness, no compression or entropy coding
would be used, since they will cause error propagation. To
reduce feature map, one bit of the resulting feature vector F
represents one 8x8 block of the feature map by marking the
positions of the Kg most prominent blocks.



Error correct coding (ECC) is employed to encode the
feature vectors to enhance its embedding robustness. After
reducing the feature map, the resulting vector F is then en-
coded with BCH(5,1) and encrypted with the private key Kg
of the signing entity to produce the final signature S, using
the encryption function of public key infrastructure (PKI).

The content-based signature S is then embedded into the
image as watermarks. We use the same quantization based
watermarking algorithm as used in [9] for several reasons.
Firstly, the watermarking can embed several bits into one
8x8 block, which make it suitable for embedding the large
volume of the signature. Secondly, this scheme has a ro-
bustness inherit to JPEG compression, and is compatible
with our previous work of error resilient authentication for
JPEG images [6]. Finally, it does not modify the DC coeffi-
cients, which are identical to the approximate subband coef-
ficients of wavelet transform.

It is important that embedding the signature into the im-
age should not affect the signature verification process,
since the watermarking would introduce some distortions.
For excluding the adverse impact of watermarking on fea-
ture extracting, a compensation function Cps(x) is adopted
before feature extraction and watermarking. Let the total
selected DCT coefficients form a set P. For each coefficient
cin P, it is replaced with c¢,, to embed a bit of S:

OC,ifLSB(C)=w
Q(C+sgn(c—QC)), else

where C = round (c¢/Q), Q is the quantization table, and w is
the watermark bit to be embedded. Function round(x) re-
turns the nearest integrate of x, sgn(x) returns the sign of x,
and function LSB(x) returns the least significant bit of x.
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The compensation function Cps(x) is designed according
to the watermarking algorithm, as defined below:

Cps(/) = IDCT {IntQuan (d,, 40, P)} )

where d; is the ith DCT coefficient of 7, and IDCT is inverse
DCT transform. The IntQuan(c, O, P) is defined by:

c,ifcgP
IntQuan (¢, 0, P) = { (3)
Qround(c/Q), else
From Eq. (1), (2) and (3), we can get Cps(/,,) = Cps(/),
thus the feature extracted from the watermarked image 7, is
the same as the one from the original image /. This compen-
sation operating ensures that watermarking does not affect
the feature extraction.

III.  CONTENT AUTHENTICITY VERIFICATION

In content-based authentication applications, it is often
difficult to distinguish distortions caused by acceptable ma-
nipulations from those by malicious manipulations. How-
ever, it is observed that the acceptable manipulations are
usually global distortions while the illegal manipulations
tend to be localized [10]. What’s more, the attacked areas

are always connected due to changing the image content.
Based on these observations, two rules are applied during
content verification. They are effective to distinguish the
malicious attacks from lossy transmissions and other accept-
able manipulations.

During image authenticity verification, error detection
and concealment will be carried out if the image is received
over a lossy channel. The feature vector F' of the image is
recalculated using the same method as used in image signing
procedure. The original feature F is got by extracting wa-
termarks, decoding, and decrypting using a public key (Kp)
of the sender. The authenticity verification is deduced based
on the difference map (M) between F' and F. If the image is
deemed as unauthentic, the attacked areas are then detected
using the feature aided attack detector.

A. Signature Extraction

A blind watermarking algorithm is used in this paper,
that is, the watermark detection does not need the original
image or watermarks. The watermark W is extracted using
the quantization table O and key Kj. Then we decrypt the
extracted watermarks using the public key Kp. The signature
S of the image is decoded from the decrypted watermarks.
The BCH(5,1) code we use can correct some errors in the
signature and detect errors which are beyond the capacity of
the correctness.

B.  Error Concealment

It is worth noting that it is efficient and advisable for er-
ror concealment to be applied before image authentication at
the receiver, because the concealed image could be still se-
curely reusable for other applications without re-doing error
concealment every time. We adopt an edge directed filter
based error concealment algorithm proposed in [7] for wave-
let based images, and content-based error concealment algo-
rithm proposed in [11] for DCT based JPEG images.

C. Content Authenticity Verification

In order to distinguish distortions by transmission errors
from those of attacks, typical distortion patterns of accept-
able distortions and malicious attacks are used for verifica-
tion. No thresholding process is introduced in this algorithm.
The basic idea is to use distortion patterns of these manipu-
lations, convert them into rules, compute the degree of
membership for error map, calculate the degree of the au-
thenticity and unauthenticity, and then get the final authenti-
cation result.

The distortion of the attacked image is often concen-
trated on some content of interest, whereas the distortion
from transmission errors is much more randomly distributed
over the whole image. Furthermore, the attack areas are
more likely to be connected (e.g., the objects modified).
Based on these observations, two rules are applied:

e Rule 1: Acceptable manipulations cause global dis-
tortion, whereas tampering operations cause local
distortion.



e Rule 2: The maximum size of the connected modi-
fied areas of acceptable manipulations is small,
whereas the one of tampering operations is large.

The difference map M of the extracted feature vector F
from watermarks and the recalculated feature F' of the im-
age is used in the verification. We use sigmoid and Gaussian
membership functions to calculate the degree of member-
ship for each rule. The degree of rule 1 for the image is de-
fined as:

1

aN
l+exp| ——
where X and Y are the number of differences in the histo-
gram of horizontal and vertical projection of M, and N is the

total number of differences in M. Experimentally we let o be
100 and £ be 10.

The degree of rule 2 for the image is defined as:

I, ifm>L
L
Hy = 2 2
exp(—(m—L) /207), else

= “)

)

1, ifm<S
exp(—(m—S)* /207), else
where ¢ = (L — S)*/8In2, and m is size of the maximum con-

nected areas in M, L and S denote the large and small size
respectively.

These two rules are combined to calculate the degree of
authenticity and unauthenticity:

Dy = min(u, , 41, ) ©
Dy =min(l- 4, 45)

where the Dy is the degree of authenticity, and Dy for degree
of unauthenticity. If Dy > Dy, then the image is classified as
authentic; otherwise, tampering areas are detected.

D. Feature Aided Attack Location

If the image is deemed as unauthentic, it is helpful and
convincing that the tampered areas can be detected. We call
our attack location as feature aided because the attack areas
are detected using information combining watermarks and
image feature. Firstly, we calculate the difference map be-
tween the watermark extracted and the feature extracted.
Morphological operations are used to compute connected
areas and remove the isolated blocks and little connected
areas. Then the difference map is masking by the union of
the watermark and feature. The masking operation can re-
fine the detected areas by concentrate these areas around the
objects in the attacked image or in the original image. Those
areas in the difference map which do not belong to an object
are removed, which may be false alarm of some noises or
acceptable image manipulations.

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

We implemented our proposed authentication scheme
and tested its watermarking fidelity, robustness against
transmission errors, robustness against some acceptable ma-
nipulations, and ability to detect tampered areas.
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(a) original image Bike;  (b) watermarked image
Fig. 1. Subjective fidelity

This proposed scheme got good robustness and fidelity
by exploiting the distortion patterns of image manipulations
during authenticity verification. We can embed a large vol-
ume of watermarks (64x64%5 bits in 512x512 grayscale
image), and only introduce small distortions into the image.
Our watermark embedding system did not introduce visual
artifacts in the images to be protected (Fig. 1).With the set
of images (Table I), we have obtained an average peak sig-
nal-to-noise ratio (PSNR) of 44.42 dB (Table I), which is
above the usually tolerated degradation level of 40 dB [12],
and also better than the 42.47 dB obtained by the paper [12].

(a) damaged image (wavelet); (b) concealed result
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(c) damaged image (DCT); (d) concealed result of (c)
Fig. 2. Robustness against transmission errors
Our scheme can also obtain a good robustness against

transmission errors (Fig. 2), where the damaged images are
firstly error-concealed using corresponding error conceal-



ment algorithm. We simulated the transmission errors based
on the Rayleigh model with BER at 10, and used Daube-
chies 9/7 wavelet filter for the wavelet transform. Fig. 2(a) is
a damaged wavelet-based image with transmission errors,
and Fig. 2(b) is its error concealed result. Fig. 2(c) is a dam-
aged DCT-based image with transmission errors, and Fig.
2(d) is its error concealed result. Both error concealed im-
ages are authentic.

We also tested our scheme with some acceptable ma-
nipulations: (a) histogram normalization; (b) brightness ad-
justment (-40); (c) contrast adjustment; (d) JPEG compres-
sion (10:1); (e) JPEG2000 compression (8:1); (f) noise addi-
tion (Gaussian 20). All these images are authentic.

JPEG2000
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(a) tampered image Bike; (b) attack areas detected
Fig. 3. Attack location

An extra feature of our scheme is its ability to localize
the tampered content of the attacked image. The attack loca-
tion results are shown in Fig. 3. Fig. 3(a) is a result of modi-
fying the image Fig. 1(b), by changing logo at the left top,
modifying the time at right top, deleting the saddle, and re-
placing the right circle with the left one (below the clock).
We found that the ability of our system to detect tampering
is excellent, even in the presence of multiple tampered areas.

(a) for error concealed image;  (b) for attacked image
Fig. 4. Typical distortion patterns

Fig. 4(a) shows the error map for the error concealed im-
age shown in Fig. 2(b), and Fig. 4(b) for the tampered image
shown in Fig. 3(a). The errors in Fig. 4(a) is much more
evenly distributed than those in Fig. 2(b), and the maximum
connected area size of Fig. 4(a) is much smaller than that in
Fig. 4(b). These results validate our rules used in the content
authenticity verification.

TABLE L.

V. CONCLUSIONS

This paper proposes a content-based image authentica-
tion scheme for image transmission over lossy channels.
Content authenticity of the image is verified by exploiting
the typical distortion patterns of acceptable image manipula-
tion and malicious content modifications. Instead of hard
decision as in data authentication, we provide assistance for
image content authentication: the authentication scheme can
verify as much as possible the integrity of the received im-
ages without assuming the availability of all the original
data. No side information is needed, and no original images
or watermarks are needed during verification. The analysis
and the experimental results validate that our proposed
scheme can get a good robustness against transmission er-
rors and some acceptable manipulations, at the cost of only
small distortions introduced into the images by embedding
the signature into the image.
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PSNR (dB) OF WATERMARKED IMAGES

Image Actor Bike Chart | Flight | Fruits

Hotel Lake Lena Pepper Woman Average

Watermarked 4434 | 4440 | 4450 | 4454 44.17

44.14 44.25 44.60 44.46 44.79 44.42
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