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Chapter VI: ROUTING

Intr oduction

1.

2.

Network Models
A. Virtual circuit
set up before first packet is transmitted
evay packet follows the same path
B. Datagram
each packet routed independently
at each node select the next node
Objectves
A. cope with link and node failures
B. high performance -vaid congested areas
Performanceneasures
A. Throughput - quantity of service
B. Average packet delay - quality of service

C. Peak delay - delay bounds for real time traffic



1.1 Interaction flow control and routing

Delay
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Load Control Routing

Rejected Load

Low load
traffic fully accepted into the network

throughput = offered load

Heavy load
A portion of the traffic rejected by the Wacontrol algorithm

throughput = offered load - rejected load
rejected traffic may just be queued outside the network

Flow control affected by routing
As the routing algorithm is more successful at keeping the delgytHe flov control algorithm lets

more traffic into the network

Bad Routin

Delay

ood Routing

Throughput

33



1.2 Examples

Example 1

C=10
For all Links

If 2->4->6 and 1->4->6, thep, ¢ = 1 -> large delay
If 2->5->6 and 1->3->6 thep,. = . 5 = smaller delays.
Example 2
A1g=5,4p6=15
If routing is 1->4->6 and 2->4->6 then at least 10 units are rejected phen 1.
If routing is 1->3->6 and 2->5->6 then at least 5 unitd gfis rejected whep, s = ps =1
if routing is 1->3->6 and 1/2 2->5->6 and 1/2 2->4->6, then all of the traffic may get through

If 116=426=15, then the throughput is upper bounded between 10 and 30 depending on the routing
rule

Conclusion
Good routing increases the throughput for the same valuerafge delay under high load
Good routing decreases theseage delay undervoand moderate load

Objective: Route to keep thevarage packet delay as small as possible under alls loads
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2. ShortestPath Algorithms Applied to routing

Model a network as a graph of nodes and links

104

Each link is assigned a weight

The "best" route between twodes is the minimum weight path

The weights we assign to the links, depend upon what we consider to be "best"

For instance:

1.

If each link has weight 1, the minimum weight path has the smallest number of intermediate nodes
This is important if our cost is dominated by the processing in routers

. If we assign each link a weight equal to the distance between nodes, the shortest path is the

minimum distance path.
Until recently private telephone connections were charged by the mile.

. If we set the weight to theverage delay - we pick the path with the smallest delay as the "best"

route
We @an use Kleinrocls independence approximation to calculate the delay at each node

. If we set the weight to 1/C we tend to stayl ofver capacity paths

. If we set the weight to 1/(remaining battery life) we tend to stegy drom sensors that are

running out of power and prolong the life of the sensor network.

. If we set the weight to a measure ofvhoongested the link is, we tend to stayag from

1 0

congested regions in the network; F O
[

. Finally, we aan set the weight to a weighted sum of ahthe previous measures.



2.1 Dijkstra’s dgorithm

2.1.1 Idea:
Grow a tree from the destination

1. Initially the destination is the only node in the tree

2. At each step find the node,, that is not part of the tree, and is closest to the destination along a link
from that node and a node in the tree.

3. Connech; to the tree.

4. This is the shortest possible path from ngdend the destination.
— If there is a node that is closer to the destination it is connected first
— If a path through that node is shortitiis selected

5. Oncen; is connected to the tree, it is permanently connected
There is no shorter path that it can be connected to.

2.1.2 Algorithm:

- P = set of nodes that are connected to the destination
P = set of nodes that are not connected to the destination

« Initially:
— P =(Nnges), Wherenye;is the destination node
— P =(n)), allnj # Ngest
— Niast = Ngest Ngest iS the last node nved to P
— Dyast =0, the destination is at distance 0 from itself.
— Dj = oo forall nj # Ngeg

1. Calculate the minimum distancesni@g; from eachn; OP as.
Dj:=min[Dj, dj jast + Djasi

2. Find the next closest nodertp
Find n; OP such thaD; = min D
jop

3. Move n; from P to P.
Niast = N
Dlast = Di

4. Stop ifP is empty else go to 1.
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2.1.3 Example:
Ngest = N

Dl D2 D3 D4 D5 DG Niast Dlast P
Initial 00 0 00 00 0 Ng 0 Ny, Ny, N3, Ny, Ng
Stepl| oo 00 1 (%) 2 - N3 1 N, Ny, Ng, N
Step 2 3 o - 3 2 - Ns 2 N1, Ny, Ny
Step3| 3 6 - 3 - - Ny 3 Ny, Ny
Step4| - 6 - 3 - - Ny 3 n,
Step5| - 4 - - - - n, 4 empty

D1:3, D2:4, D3:1, D4:3,D5:2
This algorithm finds the minimum distance from each node to the destination.

To find the path fronm; to Ngegt
« Initially, ng = n;, Path={n;}
+ While Nigs; # Ngesp
1. Find anyn; such thaD s = D + diagt j
2. Path:={Path, n;}

3. Niast = nj
To find the path fromm, - ng:

« Initially, ns = Ny, Path={n,}
. Step 1:D, = D, +1, Path={ny, Ny}, Njast = Ny
- Step 2:D4 = D3 +2, Path={n,, N4, N3}, Nt = Ny

. Step 3:D3 = D6 +1, Path= {ng, Ny, N3, n6}| Nigst = Ny
What if the algorithm doesntonnect all of the nodes to the tree in less thanoo?
Notes:

1. This algorithm works for either directed or undirected graphs

2. The version discussed finds the distance from a node to the destination.
The destination is the root node of the tree.

We an find the distance from a source node to all other nodes.
Start with the source node as the root of the tree.
At each step, calculate the minimum distances from node 1 frormeaéhas.
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Dj:=min[Dj, dast j + Diasi
Instead of
D;j:=min[Dj, d; jast * Diasi

3. Relationship between MST and MDT in Dijkssrdgorithms
In the MST the node connected to the tree is at distance 0 from the root node
In the MDT, the node connected to the tree is at the distance from the root node

Home work

Consider the network with bidirectional links. The linksddne same cost in each direction.

A. Use Dijkstras dgorithm to find the Minimum Depth Tree rooted at Node 1.

B. What is the @erage cost to transmit from nodes 2,3,4,5,6,7 to Node 1?
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2.2 TheBellman-Ford Algorithm
2.2.1 CentrallizedBellman-Ford Shortest Path Algorithm
2.2.1.1 Idea

Initially,
the destination nodajg. is at distD =0 from the destination, and all other nodes are at distance
D = oo from the destination.

At each step:

— Calculate the distance from each nodg,to the destination through each of its 1-hop neighbwys,
as:
Di,j dest = the distance fromm; to its neighborn; plus the distance of; to the destination

— Set the distance dfj to the destination as the minimumBf; 4., and connecty; to the noden; on
the minimum distance path, as long as the distanceotsn’t

In each step a node can bevabto a @th that reduces its distance to the destination.
The algorithm terminates when none of the nodes can find a shorter path to the destination.

— If the node was attached to the destination at step lktbnle of the other nodes changed its distance,
and nav provides a shorter distance to the destination, then the connection for the node is changed.

— Unlike the Dijkstra algorithm, the connections are not permanent.

— Since the path lengths are nongaiive, we @annot create loops in which the distance is maller on
evay step.

— Since the distance to the destination for each node decreases or remains the same at each step, the
algorithm comerges to the minimum distance.

2.2.1.2 Algorithm:

1. Initially: D;(0) =
°

00 j = destination
j # destination

2. At step k:

i

For each node "i" calculat®; (k) = m}n Sbj(k -1)+d;; -
j#i

connectn; — Nj min.

3. Repeat step 2 until none of thg(k) changes.
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2.2.1.3 Example:
Ngest = N

At step k:
D1(k) =min [ Dok=1)+3, Dgk=1)+2, Dyk-1)+5
Dy(k)=min[ Dy(k-1)+3, Dyk-1)+1, Dgk-1)+4
Da(k)=min[ Dy(k-1)+2, Dy(k-1)+2, Deg(k-1)+1
Dyk)=min[ Dy(k-1)+5, Dyk-1)+1, Dsk-1)+2, Dg(k-1)+3
Dg(k) = min [ Dy(k—1)+4, Dy(k-1)+3, De(k-1)+2
Step | Dy Conn.| D, Conn.| D3 Conn.| D, Conn.| Dg Conn.| Dg Conn.
Initial | oo - 00 - 00 - 00 - 00 - 0 Ng
1 00 - 00 - 1 Ng 00 - 2 Ng 0 Ng
2 3 n3 6 Ng 1 Ne 3 N3 2 Ne 0 Ne
3 3 n3 4 Ny 1 Ne 3 n3 2 Ne 0 Ne
4 3 n3 4 ny 1 Ne 3 n3 2 Ne 0 Ne

At each step, a node need only calculate its distance based on the distance of the nodes that it is connected
with, which is the basis of the distributed algorithm
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2.2.2 Distributed Bellman-Ford Algorithm
Reference 1 sec. 5.2.4
Objective:To find the shortest path from each node each destinatiork.

- The shortest paths are the solution of Bellmanuation:D; = min[d; ; + D; ] fori # k
j

Constraints:
1. The distances are >0

2. If link (i,j) exists then link (j,i) exists in order to spread g to the nodes that may use a link.

Characterisitics of the Bellman-Fd@lgorithm that mak it well suited to a distributed implementation:
1. Minimizing D; \ is performed independently at each node.

- In the Dijkstra algorithm the decision is based on a minimizatienall nodes.
2. Each node only sends its calculatiorDgf, to its 1-hop neighbors.

« All nodes that are not 1-hop neighbors are at distasmcand remain at that distance.

3. Thealgorithm can start assuming that the shortest path is throygbfannodes neighbors and will
eventally connect it to its neighbor that provides the minimum distance path

4. The algorithm can operate asynchronously
« Thus far we hae assumed that each node excutes the changes at skap algorithm also warks
if each node performs the calculations and informs its neighbors wdnéngants.
Asynchronous Bellman-Fdrlgorithm
« From time to time, each nodgeeutes:
Di x:=min[d; ; + D; ] using the last estimate &f; , receved from j and its own estimate af ;.
j
« Nodei transmits its estimate @ \ to its neighbors

- There is no synchronization for calculatibg or transmitting that estimate
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Application of the Distributed Belman-EbAlgorithm to finding minimum delay paths.
- d; ; is the delay from nodeto nodej, which is dependent on the flows through the nodes..
- Thed, ; are continuously changing, dependent on the statisticatlarand the current routing.

« The algorithm doeshterminate, but modifies the paths as the load on the network changes, and the
selected paths changes the flows through the nodes..

. This is the adapte dgorithm that was used in the original APRA-net.

Implementation:

1. Each node conecctedittells it their expected delay to all destinations.

For each destinatiotk, nodei has:
+ Dj« = an estimate of the shortest delay from npde the destinatiok, and,

- d; ; =the delay on the link from i to
for all nodesj that are connected to node

O
ik

3. At some later time, node i sends its estinfitgto its connected neighbors

2. Nodei calculates its minimum distancek@sD; : = m_ingdi,j +D
i

« The reporting is either done periodicalty aperiodically when a significant change occurs in its
expected delay to a destination.
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Home work
Distributed Bellman Ford Algorithm

E. .
1+ ﬁ for0< Fi,j < Ci,j
— The link costs ar€ost ; = b

B 00 elsewhere

a combination of minimum hops and minimum netl delay WhereF; ; andC; ; are the flav and
capacity on link, j.

— Ateachtime 1, 2, 3, ... each node calculates its minimum cost path to each destination and reports the

value to each of its neighbors. Its neighbors use these values in the next Aoyritbws that arrve
at a node do not modify the cost calculations until the next round.

— The network has bidirectional links with the capacity shown in each direction.

A. Before time t=0, there are no flows on the network.
i. At each node, except node 2, what is the cost to node 2 on each link from the node?
ii. What are the best links from each node to node 2?

B. Attimet =0+ ¢ aflow, y5 , = 1 from node 6 to node 2 is inserted into the network.

i. Whatpath doegs , follow, and what does node 6 bal@is the cost of that patlGosi(ys ,), to deliver
the flow to the destination?

ii. Recalculatethe path costs, best links, a@osi(y; ,) after the application of the distributed Bellman-
Ford algorithm at times t=1 and t=2.

C. Attimet = 2+ ¢ flow, 5, = 1, is inserted into the network

i. Whatpath doegs , follow, and what does node 5 bal@is the costCosi(ys ,) to deliver the flav to
the destination?

ii. Recalculatethe path costs, best linkSpsi(ys 5), Cost(ys »), and the path foy; , at times t=3, t=4 and
t=5.
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3. Routing Before the ARPAnet - 1960’s

Reference 1, section 5.1.2, and reference 2

1960’sProcessing and storage were much more exgensi

3.1 Outline of Techniques
3.1.1 Directory Procedures
Reference 3

3.1.1.1 @ables at eds node
- The table contains the next node on the path to the destination

- The tables entries can be pruned teessorage for infrequently used paths,
but the table entries must be re-established when the path is requested

- Infrequent packets, to destinations not in the table, can be sent to a nearby nodenthataking to all
destinations

- Used in the telephone network, the ARPAnet, and the current Internet

3.1.1.2 Soure routing

- The source node obtains a path from a directory

- The path is transmitted in each packet, instead of being maintained at intermediate nodes.
- Different packets to the same destination caa tHferent paths at an intermediate node

- Used in the ARRnet. This mechanism is still part of the Internet standard, but is not being implemented
by ary of the major router manufacturers.

3.1.2 Routingto Survive Nuclear Attack
Pahs are uncertain

3.1.2.1 Flooding
Implementation
- Transmit on all links from the source node and each intermediate node on the path.

« hop count limits
forward up to diameter of the network

- don't transmit on link receid

- nodes can keep list of recent messages xmitted antifdomard messages thatveabeen forwarded
each message has a unique id, that is the same for all copies of the packet

Applications
- Broadcasting information on the Internet

- Discovering paths in mobile ad hoc networks
packets carry path used by this gab the message

3.1.2.2 RandorRouting
Reference 4

— At each hop select next link at random

— Extremely inefficient, but can be modified to be almost as efficient as directory procedures
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3.1.3 Earlyadaptive techniques
Reference 5.

3.1.3.1 HotPatato Routing
« variable size messages
- Don’t queue the messages at the intermediate nodes

— If the desired path is busy &aknother path
The messze & deflected

— When the transmission rates of all of the links are the same, and thgrée-deout-degree avery
node, no messages are lost because there is no storage
Wheneer a messages amés at a mde, at least one output igadable

— In a retwork with bi-directional links, the in-degreevals equals the out-degree
« Routing without storage is important in all optical networks, where storage is expensi
3.1.3.2 Bakward Learning

« Messages carry hop count information from the nodes it has visited, to each of the destinations it can
track.

« The current node uses this information to determine its shortest paths.

- Early approximation to Bellman-Ford

Pruned table based routing
Tables are maintained by messages that are passing through the network
Back ward learning is used today in Ethernet Bridges

- Objective: To be dle to connect an Ethernet terminal anywhere awd ther terminals find it and
communicate with it, without maintaining a central directory.

- Ethernet LANS ae connected together with bridges.

— Each bridge has 2 or more LA®®onnected to it.
« The bridges form a spanning tree

— Al LAN’ s an reach all other LAN’s, but there are no loops.
« Until a terminal sends a message, none of the bridges itmdocation.

— A bridge forwards a message for this terminal on all of the LANXsepgt for the LAN on
which it receved the message

— The message is broadcast on all LAN’s

+ When a terminal transmits a message, a bridge hears which LAN the messageéd oeceind
does not forward future messages for this terminal on the otherslddNhected to the bridge.

— WhenT 4, transmits toT g for the frst time, the message may be broadcast on all LAN’s

— When Ty responds tal , the bridges heard the message froy and only forward the
message on the LAK'meeded to reacha.

— Subsequent messages frdrp to Tg only follow the LAN’s needed for the connection, since
the bridges on the pathveaheard the response.

« Memory in the bridges times out and terminal direction information isveunsp hat the terminals
can be meed to aher parts of the network.
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« There is increasing interest in "Carrier Grade Ethernets", which use Ethernet bridges and Ethernet
connection protocols on global networks.

— Ethernet bridges are much simpler than routers
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3.2 Development of Select Techniques
3.2.1 RandomRouting

1. Efficiency
« N = number of nodes in the network

« P, =Prob of arriving at the destination on the next transmission
1

P, =
ATN-1
. L =aveage number of hops to reach destination
P, = (1- PA)"" P, = Prob of arriving at the destination on ilfetransmission

00 .
L=3i(1-Py) P,
i=1

_ d 50
= Pagpy 20 P

d 0 1 o 1

=PA =Py =(@-Py P,

=N-1=N
2. What if we knav our neighbors?
- each time we me © a reighboring node we learn a set of nodes, instead of the single node we’
moved to. We can mave 1 one of those nodes directly.

« Most networks hee dstance < 10, knowing nodes to dist 2 or 3 asmkhe werage path length in
random routing similar to that in directory routing

3.2.1.1 ExampleEac node knows its 1-hop neighbors

— Given:
« N nodes in the network
« The destinations is equally likely to beyasf the remaining\ — 1 nodes.
 Each node is connectedKonodes

« Random Networks
The K nodes that a node is connected to are picked at random,

— Random networks are often used in comparisons rather than networks with a specific design.

— random networks are not a realistic model of ynelder networks, because nodes were usually
connected to nodes that are closer in distance.

— Random networks are a better model of modern, DWDM (deasdemgth division multiplging)
networks with wavdenght routers, because each of thavéenghts is routed to different, more
distant, destinations

- Each time a packet is forwarded to the next néde,1 new rodes are exposed.
There are no cycles of lengdh3 in the network that wuld reduce the number ofwaodes that are

exposed.
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— When a node enters at the source, the probability that the source is 1-hop from the destination is
K
P, = ——. (The path lenght is 1 with probabili,.)

N-1
— Given that a node is not within 1-hop of the destination after ithel)" transmission, the probability
K-1
that it is within 1-h f th tinati fter t ission i = ————
at it is within 1-hop of the destination after tHetransmission i$ 5 N-(K+1)

« K-1 new nodes are exposed when wevad the next node
 The previous node and ik 1-hop neighbors are not one of tie- 1 new rodes
— The average path length is:
L=1*P;+2*(1-P)Pa+3*(1-P)(A-PN)Pa+4*(1-Py)(1-Pp)?Pp+---
=P, +(1-P)) fl(i F1)(1- PP,
i=

00 .
=P1+(1-P1)Pa ZZ j1-Pa)I72
J:

1-p, 0 = 1 D
:P1+1_P (Pa2 j(1-Pa)'™ - Pal
A j=0 O

+1—P151 _p O

=P
i1-PaP, A0

1+P
=P +(1-P) -5~

Pa
__K ,g_ K ON-2
TN-1 N-10K -1

—WhenN>K, L= —, and the &erage path length is reduced in proportion to the number of
neighbors that are exposed on each step.

Home work

Random Routing:
- Each node knows its 1-hop and 2-hop neighbors
« The network ha®l nodes

- Each node is connected ko other nodes at random with the constraint that there areg/alescthat
reduce the number of neighbors exposed on each step.

A. What is the @erage path length?
B. What is the approximate@rage path length whel > K.
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3.2.2 Deflectionsn Hot Potato Routing
Deflections decrease the network throughput

— All links have the same capacity
— The link capacity is 1 unit

1. Consider a store-and forward network with K links, andvarage shortest path length loflinks.

K
« Without deflections, the maximum network throughp8.is, = T

« Snhax occurs when the traffic can be distributed so thatl on dl of the links
« In a store-and-forward network, the queue length, andviltage delay- oo atp =1
2. Consider a network with hot potatoe routing, and no storage

A. Deflected packts talke a bnger path, which increases the utilization of each link and decreases the
throughput.

. If each deflection increases the path length by \wmmage of D links, and the probability of
deflection isPp, then the werage path length, increases to:

L'=L+PpDL’
_ L
T 1-PyD

In order forL' < oo, Pp < 1/D.

. . _ o L
« Increasing the \@rage path length increases theerage link utilization to p' = T p, and
p=(1-PpD)p'
. Since,p' <1, p<(1-PpD),
. K -
« The maximum throughput decrease$Stg,, = T =(1-PpD)Shax
B. Deflections tend to equalize the utilization of the links
— When a link is busywe take another link rather than waiting for the busy link
— Deflections tend to me traffic from more busy links to less busy links

3.2.2.1 Examplé:
Consider a network with

- j inputs and outputs at each node,
- a Uuilization of p’ on each link, and
» a wique shortest path to each destination at each node
a. Ppis proportional tgo'
« The probability thati of the other j—1 inputs are busy when a packets agi is
p=0 Moy oy
- Wheni inputs are busy, of the outputs are also busy.
- The probability that an incoming paetkis deflected gen i outputs are busy when it ares is

i
Pps = 7
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!

-1 P
-and,PD=ZL_Pi=J_1
i=0 | J

+ As packets are deflected,increases, which increaseg.

The maximum link utilizationp,,,, Which does not include the additional frataused by deflections,
J
4(j-1)D

* PmaxOcCCUrs app’ =<1

is

- pisrelated too' as:
p=(1-PpD)p
—_ _ J _1 B ID !
’gl PP
- The maximum value ob occurs at
d 2(j-1) -
p_q 20Dy,

- Do =0
dp j J
7 2(-1p
- And,
_g_ 1o |
Prmax 202(j - 1)D
o
" 4(j-1)D

c. Hot potato routing reults in a throughp&,,.x that is significantly less than store-and-fards
throughputSy,a«
i. Ifj=4,andD =6
* Pmax = 1°3°6 =.056, instead of 1
« And, S nax = . 056Sax
ii. If j=2,asinthe Manhattan Street Network, &nd 4,

* Pmax= Traaa =125

« And, S max = - 12554
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3.2.2.2 Examplée:

- In mary networks there are equal length shortest paths

Consider a 2-connected network, where the probability that both paths to the destinaticnuiah
length isPgq.

« When there are seral paths that a packet can take, the probability that a packet is deflected decreases
r 1 —- P 1
In the 2-connectred network, the probability of deflection is reduced%om %.
_ %_ (1- PEQ)D .,
p 2

1

« Taking the dewative with respect tQo', pyax OCCUrs afp’ = (A=Pey)D
~Peo

« If (1 -Pgg)D <1, p' > 1, and pmay Occurs aip’ = 1.

- Therefore,

2 1
0——— i B
020-Pegp " FEE1Tp
Pmax = [ (1-Peo)D 1
ST TEIY P> 1- =
3R g

- 1 _
« In Example 1, ifD = 4, andPgq = 3 S maxincreases from . 1Z5,,, t0 . 187554«
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4. Internet Era Networks

1970's-1990Cs - includes special topologies, and ATM
The cost of storage and processing decreased.
Early days of fiber opitcs - communications capacity is still limited

4.1 Adaptive routing based on Global Information
4.1.1 Basidor adaptation

A. topology - shortest paths
uses least network resources

B. expected delay - shortest delay paths

C. combination of delay and path length
Find lowv delay while limiting resources that are used

4.1.2 Durationof adaptation
A. Packet by packet adaptation
- Datagram networks - original ARPAnet

- Each node reports its expected delay to each destination as the
min ( delay on path i + avg queueing delay to path i)
for all paths i connected to the node.

A node calculates its minimum delay to each destination

A3
g

(N2t

For each destination:

1. Nodes 2,3,4 sertth gest, U3 gestda gest t0 NOde 1
Their minimum delay to the destination

2. Node 1 calculates its delay to the destinatioth gs; = ,ngi3n4(d1,i + 0 gesy
1=2,3,

3. Node 1 sends Nodes 2,3 45, and they perform the calculation

4. Eventuallyevery node knows its minimum delay to the destination.

5. If one of the links breaks it may &@keveal rounds of communications for nodes to find the proper

path to a destination.

This is a Synchronous Version of the Distributed Bellmad Rgorithm

« The packets in a message mayeht be esequenced at the destination

+ This technique was adequate for the 19 node ARPAnet, but did not scale as the number of nodes

increased

« There are research efforts to find an hierarchical approach that will work in the current Internet
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B. All of the packets in a message

The Beeforth protocol has been used to guarantee packet ordering on multi-hop paths with hop-
by-hop retranmissions

C. Until topology changes or congestion problem occurs
OSPF weights in Internet
Pah can change within a message -> resequencing
D. All messages in a session
Virtual circuits
ATM networks
no resequencing
4.1.3 Otherlssues
A. Reporting frequency
1. Periodic - hw often?
- Too frequent -> wasted capacity
« Too infrequent -> stale information
2. Asynchronous - when a significant change occurs at a particular node
« This is the Asynchronous, distributed Bellman-Ford Algorithm
« What is asignificantchange?

« Changes percolate through the network until the change at the starting node doéschtheaf
decisions at distant nodes

B. Decisions
1. centralized
+ network control center
- malke decisions for all nodes with knowledge of other decisions
« best decisions fowailable information
2. distributed
+ use more current information - closer to the point where the information is applied

- ie. - a node knows its current queue length, while the central controller does not
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4.2 Hotpotato derivatives
4.2.1 ShortesQ + Bias

- shortest Path unless long wait
« The path length is the bias
- hot-potato with packet storage
4.2.2 Deltarouting
- least delay path unless long wait
- least delay is slowly varing estimate - not actual network delay
- delta is adjusted to pick actual shortest delay based upon the delay at the current node
. ie: At node A:
the average delay on path 1 3,
the average delay on path 23, > D,
5=D,-D;
the current queueing delay for path Qis
the current queueing delay for path Ris

Rule Use path 1 ifQ; —Q, < J,
Otherwise use path 2

4.2.3 DeflectionRouting
« Fixed size, lined up cells - more efficient than hot-potato
— not deflected by a packet that is almost done using a path

— make decisions on all of the paets at a node simultaneously toddietter advantage of paets
that can tak gther path

« particularly useful on networks where
1. The network has mgrequal length paths to a destination
2. the length of the next best path is only slightly longer than the best path

- Random selection of equal length paths
Random selection of packet that is deflected

— Prevents deadlocks onlelocks caused by unexpected traffic distribution

— Prevents deadlock caused by inaccurate information about the topology following a link or node
failure

« We will compare the throughput of deflection routing and hot-potato routing by example
- Effect of small amount of storage
— With fixed size packets, we can use an optical fiber delay line in all optical networks
— Consider the 2-connected network with a single buffer

« When the bffer is empty and 2 packts arrve, that must use the same link, one is stored in the
buffer and neither is deflected

« When the bffer is full, and 1 packet aues that requires the same link, that packet is inserted in the
buffer, as he packet in the buffer is forwarded. Neither packet is deflected.
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« When the hffer is full, and 2 packets ave tat dont both require the same link as the peicin

the huffer, one of the pacdts is forwarded and the other is stored in th#feb No paclets are
deflected.

« The only time that a paekis deflected is when the 2 arriving packets and the packet inffee b
all require the same link.

- It has been shown that in the Manhattan Street network, withufferband Pgq = .33,
S’max > -QSnax-

4.3 Alternatives to adaptive routing

Spread messagesep entire network to try to load it up uniformlyather than picking a single path that
may become@rloaded

These techniques can adapt to network conditions

4.3.1 Selectie flooding

« entire message onwaeal paths

« Increases load

4.3.2 Poportional Routing

- Send a packet on each path from a node with assigned probabilities
- If paths are equal length, there is no increase in load

« Gallager defined the problem of finding the proper proportions as the "Optimal Routing" problem
4.3.3 Dispersityrouting

Non-Redundant Redundant
C, C, Cs Cq C, C, Cs Cq
bo by b, bs bo by b, P1
b4 b5 b6 b7 b3 b4 b5 P2
bg b b1o b1y be b, bg P3
B4i+0 D41 Do b3 (T Dgis1 D3is2 Pi

3
Xmit: p; = 3 Cj; mod 2
=

Rev:Cy; = 2 Cjimod 2
jzk

1. Non-redundant - 4,4 - smaller delay than proportional routing
D= 1
HC(1 - p)

1 1
. if ﬁ the arerage packet length is reduced&tﬁ),

but the number of packets increases by 4, so that the utilizatiemains the same,

The D on each path decreases by the degree of the dispersion ( 4 in this case.)
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« The delay from the source to destination does not decrease by 4.
At the destination we mustait for the packet on the slowest path before reconstructing the original

message
If all paths hae the same distribution of delays, waiting for the slowest path ivaeni to waiting
for the largest of 4 order statistics.

« Would we hae the same result if we divided each peitcikto 4 parts and sent each part on the same
link - one after the other?
No. Why?

2. Selectre flooding - 4,1
« The entire message is transmitted on all 4 paths
« The link utilizations increases, so that the delay on each path increases

+ We anly wait for the first of the 4 messages toad the destination
If the 4 paths hae the same delay distribution, this is the first of 4 order statistics.
If 3 of the 4 paths fail, we still reasd the packet.

3. Redundant Dispersity Routing

— In the example we use a 4,3 system
This is a simple parity check code
We muld use angrasue orrectingcode

— We don’t wait for last packet at the rewei
+ Not waiting for the last packet may reduce thierage and variance of delay
« The arerage packet length is reduced by 1/3,

« However, the number of packets is increased by 4
The total traffic increases
The average delay at a node increases
If the utilization of the links is greater than 1, tiverage delay becomes infinite
In the (4,3) system, what is the maximum link utilization in the non-redundant system?

+ We mly wait for the first 3 of the 4 packets to reeehe message

— When the delay distrillion on each path is independent and identically distributed(iid), the
delay is the 3rd largest of 4 order statistics

— In general, when the delay density on each path is f(y),
y
(The delay distribution i&(y) = '!’ f(x)dx),
the delay density of the" largest ofn order statistics is

O n! O

Ok-1)!'(n-k)!O

- (4,3) dispersity routing can suvei sngle link failures and wids waiting for the longest of the 4
paths when the delay distributions on each path are different.

a(y) = [FI*HL = FI™F(y).

4. Dispersity routing is more secure thanwamtional packet routing
« Intercepting the packet on a path only provides a fraction of the bits in the entire message

« When security is a concern, we should use redyndaduction on the message before applying
dispersity routing so that the missing bits cannot be determined from the intercepted bits.
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Home work

Routing
— In each of the following problems assume that Kleinrs@ktlependence assumption holds,
— calculate
a. Theutilization of each of the 8 links,
b. The average delay on each of the 8 links
c. Theaveaage delay on each route from the 4 sources to their destination.
d. And the serage network delay.
— the messages are exponentially distributed withvarage message lenght of*lifits

— use the following network

Sg S
10
N N3
10°
Y 16 1 s pr sscond
10
Ny N,
1
Sa Sp

— each source presents a Poissorvargrocess of 4.5 messages per second.
the destination foiS, is &, the destination foiSg is Sp, the destination folS: is S,, and the
destination foISy is Sg

A. Directory routing
Sy follows the pathN,

!
2
N
!
pd
@

Sg follows the pathN, — N3 — Ny

S follows the patiN; — N, — Ng

Sp follows the pathiN; — N3 - N,
B. Proportional Routing

For S, half of the packets follw the pathN; — N, — N3 and
half of the packets folle the pathN; — N, — Nz

For Sy half of the packets folle the pathN, — N3 — N, and
half of the packets folle the pathN, — N; — N4
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S half of the packets folle the pathN; - N4 - N; and
half of the packets folle the pathN; — N, - N;

Sp half of the packets folle the pathN, - N; - N, and
half of the packets folle the pathN, — N3

C. Flooding
One cop of each message is transmitted on each of the paths specified in part B.

i. Isthe average delay from each source to each destination <, =, or > thavethgeadelay on the v
paths? Why?

D. Dispersity Routing

Each source dides each message into 2 equal lenght sub-messages that are half the length of the
original message, and sends each sub-message on each of the paths specified in part B.

i. Isthe average delay from each source to each destination <, =, or > thavethgeadelay of the sub-
messages? Why?
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4.4 Development of Select Techniques

4.4.1 Distributed Asynchronous Bellman-Ford Algorithm Applied to Minimum Delay
Reference 1 sec. 5.2.4

Used in original ARPANET.
Objective: To find the shortest delay path to the destination
- Find the shortest delafg;, from each node to a destination nogg,;
- The distances are the solution of Bellnsaajuation:

Di = mln[d, j + DJ] fori # dest

jON = 7

Constraints:
1. The delays are > 0; this isnalys true.
2. If link (i,j) exists then link (j,i) exists, but the link mayveadfferent delays in each direction.

Characterisitics:
« The nodes dobhheed to knar the network topologybut only their 1-hop neighbors

— Di(k +1) is calculated at each node independently at each step, then each node sends this information
to its 1-hop neighbors for the next iteration.

- evay node forms a separate delay estimate to each destination.

— If there areN nodes in the network, there aM—1 sparate instances of the BellmaoréF
Algorithm running.

« The link p's change as the algorithm changes the paths.

— Since the algorithm can start assuming that a node routes data to the destination throungh an

if the utilization and the delay changes, then the algorithm changes the connection to the link that
provides the minimum delay

« Since the algorithm can operate asynchrongitstgn update its neighbors only when it has a significant
change in its delay calculation - percolation of updates

« Update neighbors when the delay on a path changes based on information from a neighbor

+ Update neighbors when the delay on a path that it uses increases because another node selects or
deselects this node to forward data or because the data from the local source increases.

- Don't update neighbors when an update from a neighbor does not change the delays to destinations
because the change is not on a path that this node has selected.

4.4.1.1 Stabilityof Adaptive Shortest path Routing Algorithms
Reference 1 sec. 5.2.5

Oscillations between 2 paths in a datagram network
- Pah 1 is congested, so traffic is routed along path 2.

« In the neat cycle, all of the traffic is routed along path 2, so it becomes congested, and all of the traffic is
routed along path 1.

- In the following cycle, all of the traffic is routed along path 1, so it becomes congested.
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The result is that traffic iswabys routed along the congested path.

This is demonstrated on a bidirectional ring network:Reference 1 fig. 5.38, pg 412-3

The network starts with a reasonably good routing rule, that is slightly unbalanced. The counter
clockwise direction has slightly more traffic.

At the next step, some of the traffic is re-routed along the less congested path - clockwise direction

This causes the clockwise direction to become congested, so on thgatexinore of the traffic treels
in the counter clockwise direction.

Eventually on dternate cycles, all of the traffic trals in the clockwise direction on ongate and in the
counterclockwise direction on the next cycle.

The suggested solution is tovgieach link a costr in addition to the delayThis discourages longer
paths and stabilizes the algorithm.

The problem is that the traffic that we re-route changes the delays and we need to stabilize the algorithm.
— As a becomes large the shortest path is selected and congestion plays almost no part.

— In the Bellman-Ford algorithm, the cost of a path is the weighted sum of the congestion and the path
length.

— In the current Internet, the OSPF weights are the bietorf OSPF weights are selected by system
administrators. Most of the time the weights are selected to eliminate the effect of congestion. The B-F
algorithm is only used to bypassing failed links.

In most real netarks, there are a large number of destinations and re-routing a single source does not
change the network. All of the destinations are not changed at the same time.

An alternate way to stabilize the network, when a single destination is significant is to use proportional
routing and just change a fraction of thefteafouted along each path. This getsaafrom the Bellman-
Ford algorithm.
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4.4.2 Comparisonof Deflection Routing and Hot-potato Routing
Example

— Two-connected network
— A packet can only be deflected if
i. It cares which path it takes, {1Pgg)
ii. A packet arves on he other incoming linkp',

iii. The other packet cares which path it takes; Bgg), and,
1
iv. The other packet selects the same p%th,

— When two packets select the same path, we flip a coin to decide which is deflected, therefore, the
1
probability that a packet that can be deflected is deflectfid, is

1
— The probability of deflection iBp = 2 (1-Peg)p

— The utilization relationship becomes:

— g- —_ D ,D)'
0 4 0
occurs afp' = 2
Pmax = (1- PEQ)ZD

-2
— WhenPgq > 1—-\/5, p' > 1, and pyax0ccurs ato' = 1.

— Therefore,

U -/ 2

O 1 _ if PEQSJ._VT

O (1-PgD D
P max = [

1 _ —
Sl- 21-PD it pg,> 1—-\/3,
D
[l
— If D =4, andPgq = 0, Snax = - 25Smax as ®mpared with . 125, with hot potato routing.

« This shows the advantage of a slotted system.
- 1 . . .
— If D =4, andPgq = 3 S max = - 55Shax as @mpared with . 1875,,,, in hot-potato routing
/2
notePgo > 1- -\/ —=
(notePeq 5)
- Which shows that we can wketter advantage of packets thatdaultiple equal length paths.

Home work Deflection Routing: Consider a 2-connected network with 1 huffevhich Pgq = 0.
A. Find the probability that the buffer is empty or full as a functiop’ of

B. Find the probability of deflection, as a functionodf

C. Find ppa WhenD = 4.,
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4.4.3 Optimal Proportional Routing
Reference 1 section 5.4

Model:
« There are seeral source-destination (S-D) pairs in a network

« Each S-D pair has a small number (possibly 1) route that it can use, and must decmeplibits flow
over the designated routes

We will first consider the routing problem:

« We assume that the network is able to transfer all of the flows between the S-D pairs, and oueabjecti
to minimize a network cost function

In the flav control section, we will then jointly consider the routing and/ftontrol problem

« The flows from the S-D pairs may be greater than the network is able to {randfere must decide

both hav to slit the flows on the allowed paths and alsaimuch to limit the flows from the dérent
S-D pairs.

« We will show that the optimal routing and flocontrol problem is actually the same as the optimal
routing problem.

4.4.3.1 OptimaRouting Equations
We ae given

1. A set of S-D pairs
W={w}

2. The set of flows required by eagh

R ={r,: wherer,, is the required fi on w }
3. The set of paths that, can use.

P. ={ pw: Wherep,, is a directed path from the source to the destinatiow for
Problem

- In the optimal routing problem, our objeeiis to dace all of the flows on the paths in a way that
minimizes a network cost function.

« The flowr,, is split among the allowed patRg, with flow x, transmitted on pathp,, 0P,,, such that

« 2 Xp, =Ty, the entire flov is assigned to the allowed paths, and,
Pw Py

* Xp, 2 0for all p0P,,, the flows are not rgtive.

« The flow, F; j, on a drected link (i,j) is the sum of the flows on paths thateirse the link

Fij=2 2 Xp,
w all pathsp,
containing(i, j)

« AcostD; j(F; ;) is associated with each link
« The cost is a monotonically increasing function of the figw

« The cost function for each link, () can be different.
In particular it can tale into account the characteristics of the link, such as its capagjter its
propagation delagl; ;.

- The cost function, that we want to minimize, is

Cn = 2 Dii(Fi)
(%))
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« Example
. Let
=
% +di,jFi,j for Fi,j < Ci,j
— =i i
Dij=0
O 00 for FIJ > Clj
0 ) ,

— This is the gerage delay on a link when we use Kleinragckidependence approximation
— When the propagation delay is negligiblg = 0

— The feasible flows arg; ; < C;

o Fij; 0 = .
« Cy = - Y 4+d .F..—=yDy, for feasible flows.
" (%)Eci,j - Fij hiThigT YEN

where

(]

— Dy is the aerage network delay using Kleinroskgpproximation, and
— y =2 ry is the total throughput of the network
y ism(’:onstant for all distributions of the flowg on the linksP,, in the optimal routing problem.
« Therefore, minimizingCy, in this example is equélent to minimizing the werage network delay.
4.4.3.2 knding the Optimal Routes

1. RewriteCy explicitly in terms of the flows, that we can mee ketween paths:

a a

Cn(X) =2 Dy 2 Xpwg
1) all paths p,,
containing(i, j)

wherex is the vector of the flows, that are currently assigned to the network

2. Tale the partial dewiative o Cy (X) wrt a particular flowx,, as:

0Cn (%) _ oD; |
aXpW all links (i, ) aXpw
on pathp,,
Note: The summation is onlyer the links that carryp,,, because the desdtives of the other links wrt
Xp, are zero.

The range of the summation will be useful when we consider a practical implementation

3. If we move a snall amount of trdfc, 4, from pathp,, to p'y,, wherep,, p'w 0Py, the change in the cost
is:

S ()
aXer axpw

4. If X is the optimal routing assignment, we cannot decr€ag&) by moving some of the flo from p,,
to p'w, therefore

0Cn(X) _ 9Cn(X)
OXp, — 0Xp,

5. If X is the optimal routing assignment, we also cannot decf&as8 by moving some of the flw from
p'w to py, therefore

dCw(x) _ 9Cn(X)

o, Ix for all py, p'wOPy, for whichx, #0andxy, #O0.

Pw
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- At the optimal solution, the first deetive an dl p,, 0P, for whichx, > 0, must be the same

« We may not use some of theailable paths inP,, if the flows on those paths, from oth&rcongests
those links.

« In this case, the first dedtives on the unused paths is greater than the firswvagres on he paths
that we do use.

Cn(X) _ 3Cn(X)
0xy,  OX
6. If X is optimal, the equality and inequality in (5) must hold for all ofutthéV,

for all py, p'w 0Py, for whichx, #0andxy =0.
pW

« The sum of the first desdtives for two flows, w andw’, on the paths that these S-D pairs use may be
different.

OCN(X) . dCN(X)
#
0Xp,, o0Xx

4.4.3.3 Adistributed implementation
The gradient descent algorithm

for xp, #0and x,  #0.
Pw

« Each packet has 2 fields,

— When a source sends a packetpgrit insertsx,, that it assigns to the path in the first field

oD. .
— The second field is initially zero, and is incrementedﬁu at each node, j that the paoit

traverses.

) oD;; . .
— The value of the second fiel®, ~ " is returned to the source in the acknowledgement.
path ¥ ~p,

- The source

— Occasionally sends test packets on pathsIP,, for whichx, =0

0D;
— The source mees flow from the paths with the igest > ——" {9 the paths with the smallest

path Xp
oD; ;
> , the minimum first deviative path (MFDL), to equalize thez
path ox Xpy path ox Xpu

from the worse paths.

I and to remve flows

« The nodes

— Keep track of the, in the packet headers, and calculdes= 2 X, .
Pu

For any p,, that passes through the no gOii _ 9Di; OFi; _ 9D,

yPy that p g . "o axpw " oF,

— When
E. .
gcii-ljlzl- +di,jFi,j for F|JSC
D=0 " J
g 00 for Fi,j >Ci,j
0_Cu g f
L L4 forF <G
o, e R =
X
Pw g 00 for Fi,j >Ci,j

O
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— The node increments the second field in the packet by this amount
« Each S-D pairw, moves it flows independent of each other to its MFDL paths
« Optimal routing only occurs when all of the flows for eacare on MFDL paths.

« The algorithm continues to operate asrthehange andv enter or lege the network.

4.4.3.4 Therrank-Wolfe Flow Deviation Method
Reference 1, section 5.6.1

A centrallized procedure that attempts to find the "best" step size, in ordervimgeoto he optimum
solution more quickly.

Start with a feasible path flovectorx = {x},
A "feasible" solution is a fl@ assignment for whichir; ; < C; ; for alli, j

1. Find a MFDL path for each.
The first denatives ae evaluated at the flowss; ;, resulting fromx.

2. Letx = {x*p} be the flows if ALL of the flav for eachw is moved to its MFDL path.
It is possible thaCy (X ) > Cy(X).

3. Move the part of the fiw from X to %" that results in the best solution.
That is, pick 2 a <1 0 that
Clx+aop(X = X)] = min Cy[x +a (X = X)]

4. The nav flow is X : = X +a(>‘<* - X)
Go back to step 1

In this technique, the same step size is used fov.dlhe procedure can ceerge faster if we use diérent
step sizew,, for eachw.
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Home work

Optimal Routing: Consider the network, with the link capacities as shown:

/]1,6: 16 /]2,6: 16

The flowA, g can tale path 1->4->6 or 1->3->6, and the flowy ¢ can tale path 2->4->6 or 2->5->6.
Initially, each source splits its floequally among the tavavailable paths.

o Fij
The cost of link i,j isD(F; ;) = ——
11sD(F; ;) G -F.

a. Whats the network cost?

b. For each source find the MFDL path and indicate which direction we should shift whérdlo that
source

c. For each source, shift 1 unit of Waand recalculate the network cost.
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4.5 ClassificationTechniques

Used to:

1. Explain relationships between routing algorithms

2. Shav where a n& mechanism fits in with existing mechanisms

4.5.1 Fultzand Kleinrock
Reference 6
Classification Categories

— Deterministic vrs Stochastic

— Complexity
|. Deterministic SIMPLE
) All
Flooding .
Selectve
Fixed Routing
Network Routing Control Center
Present chedulin
Ideal Observer < o om O COMPLEX
Future U Problem O A
II. Stochastic

Asynchronous Updates
Distributed (Percolation)

Periodic Updates
(Nearest Neighbor)

Shortest Queue + Bias
Isolated _
Local Delay Estimate

Random SIMPLE
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4.5.2 Rudin- 3 dimensional plot
— to explain where delta routing fits in with other routing mechanisms

— NRC is a network routing center that obtains information from all of the nodes in therkefhe
information represents thevetage operation of the network, and is described as "lethargic" as the
network changes

— "Node" are operations that are performed using local information at a node.

— The variabled is the dgree to which an algorithm depends on the local or global information to select a
route.

— Reference 7

— Plot
+ X axis - decisions: distibuted -> centralized
« y axis - information: local-> global
« 7 &is - stategy: adape->fixed

Information

globall /

——=Decisions
ce/rrtralllzed

Strategy
— putting points on this graph is harder than it seems, and is subjecti

— ie: there are different types of information used in routing - path,,delay
— hot-potato uses global information on the topoldmy local information on the delay.

— random routing doeshhaveglobal information on the topologgnd can only use local information
on g lengths

— random routing with nearest neighbors is somewhere between the two.
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5. Current Work on Routing
5.1 Moble,Ad hoc Networks - MANET's

Reference 8
5.1.1 Souce Routing
— The path is contained in the packet
— Difference: Finding and maintaining paths
1. Find Complete Path
- The source uses flooding to determine all routes to the destination

- The "best" of the potential routes is selected by the destination from all flooding packets that
arrive.

- A new route must be selected when a node on the patksmo
2. Find Partial Path (Dynamic Source Routing - DSR)

- If a paclet reaches a node that already has a path to the destination, that intermediate node
terminates the flooding and responds to the source

- The path specified by the intermediate node is a concatenation of its path to the destination and
the "best" path it recegs from a flood packet

- The source may obtainvaal responses from the intermediate nodes and the destination.
- The source picks the "best" route from the responses

5.1.2 Bellman-ford Modifications

5.1.2.1 Destinatiolsequenced Distance Vector (DSDV)

- Each node uses the Distied Bellman-Ford Algorithm with periodic updates to determine the paths
with the smallest number of hops to a destination.

- Periodically each node informs its 1-hop neighborssHong the path is to all other nodes.

- If a node was a direct neighband moves, its distance is changedds until a nev path is disceered.
5.1.2.2 \Wreless Routing Protocol - WRP

- Same as DS except the updates are both periodic and asynchronous

- An asynchronous update occurs when there is a change in 1-hop neighbors

5.1.2.3 OrDemand Routing

- Provides a means of scaling the Bellman-Ford algorithm to networks witlger laumber of nodesub
with limited storage and bandwidth.

- The tables are pruned when entries are not used.

— When paths to a destination are not used for a "significant” amount of tiynarememaed from the
table at a node

— This reduces the storage at nodes to the entries that are used at that node, and reduces the bandwidth
that is used to send updates between the nodes.

- The table entries are restored when a message requires a path to a destination that is not stored at the
node.

— The node floods the network with a request to connect to the destination.

40



-39 -

— Nodes with table entries to the destination, and the destination, send their estimates of the number of
hops to the destination to all of their neighbors, and forces their neighbors to re-establish the table
entries.

— The table netry for the destination is re-established at all of the nodes in the network

— Eventually, the table entry is once again pruned at the nodes that do not require a path to that
destination.

5.1.2.4 Kksh-eye State routing (FSR)

- Reduce the amount of data that is transmitted to update the tables without eliminating the table entries.

The eye of a fish sees more detail near the focal point than furtagfram the focal point

- In a mobile network, the path we &alowad a destination that is faway changes very slaly, even
though the destination node is moving.
Example: If a destination node is in a different citle may use the same paths to get to that, city
independent of whether or not the destination is moving from street to street.

« As we get closer to the destination, the final fimks change more rapidly

« In the Bellman-Ford algorithm we ddnipdate the table entries for nodes that arefay as fequently
as we do for nodes that are nearby.
References 9, 10

5.1.3 GeographidRouting

— Assume that nodesVveGPS units and kne their location

5.1.3.1 Simpl&eographical Routing

« Objective: Survive Changing Rths that occur when nodes along the path between the source and
destination mee

+ At each intermediate node forward the packet to the next node that makes the greaedtpiayress
toward the destination, instead of to a specific node
Try to follow a draight line from the source and destination

« Geographic routing fails if at gmode along the path there isa'node that is closer to the destination in
the transmission range, or if the destinatiorveso

- If the destination mees, we can
— Use flooding techniques to dis@p the naev location of the destination,
— Havethe destination register its\méocation with a network control center
— Havethe destination laee a brwarding direction

5.1.3.2 Routinghrough intermediate forwarding nodes

« Problem:A physical obstable, such as a building or a lake, blocks transmissiardta destination or a
lack of forwarding nodes results in no neighbors being closer to the destination.

- Find a set of intermediate nodes thatehgeographic routing paths from the source to an intermediate
node, between the intermediate nodes, and from an intermediate node to the destination.

— The intermediate nodes can be found by using flooding and graph techniques
« The intermediate nodes are stored in the packet, as in source routing.

— Geographic routing is used to send the packet from the source to the first intermediate node.
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— At the frst intermediate node, thexhantermediate node is rewa from the packet, and
geographic routing is used to send the packet to that node.

— The process is repeated until the packet reaches the destination.

— This technique surves nrode maement along each of the pathgseents, since we do not route
through specific nodes.

- The forwarding node may be a specific node, or the location of a group of nodes.

— By using the location of a group of nodes, rather than a specific node, we cae smwéments by
individual forwarding nodes.

5.1.4 RoboticRouting
Robotic routing is used in conjuction with geographic routing to find a path when treg pankot find a
node closer to the destination.

5.1.4.1 Descriptiomf Operation
If a packet encounters an obstacle, it uses the right hand rule, a technique used in robotics, to find a path
around the obstacle.

— In robotics, the robot places its right hand on the obstacle anesraound the obstacle.
« The robot can trace the perimeter of abstacle, no matter ocomplex the shape.

— In a wireless network we cannot trace the perimeter of an obstatleyust jump between foawrding
nodes.

« The first time that we use the right hand rule, we point the fingers of our right heard the
destination, and rotate our fingers untilytipeint tovard an intermediate forarding node that we can
reach.

+ On successe gplications of the right hand rule, we point our fingevsatd the node that we aved
from and rotate our hand until it pointsMard another forwarding node. that we can reach.

— In robotic routing we continue the procedure until we find a node that is closer to the destination than
the starting node, and then resume geographic routing.

- If we return to the starting node, and select the first forwarding node as the next node, there is no path
to the destination.

— Since the packet alays progesses during geographic routing and is closer to the destination at the end
of a robotic segment than at the beginning, the packeysalprogressesward the destination.

5.1.4.2 Poblem:
The rule may go into a routing loop and not find a path to the destination.
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N3 Ny ODestination

5.1.4.3 PlanaiGraphs:
« The bypassed nodes and cycles alkehthe characteristic that the paths in the cycle cross one another.

- There are noycles in the route if and only if we restrict the set of nodes that we can forward to, so that
the links between the forwarding nodes form a planar graph, and do not cross.

- There are distributed techniques that guarantee that thearfting nodes form a planar graph.
Unfortunately the techniques require exteressikommunications between nodes

+ Reference 11
- In the figure, a planar graph is formed if we do notvati@nsmission between nodes N1 and N2.

5.1.4.4 ASimple Solution
We @an guarantee loop free operation byiding the surface into a grid and using the right hand rule to
forward between adjacent grid elements

— Communications is used between nodes in a grid element so that all of the nodes in a grid element kno
which adjacent grid elements can be reached pyhine nodes in the grid element

— We perform robotic routing between grid elements, rather than specific nodes.

— If the nodes are in adjacent squares in the grid model, the grid elements selestedoan a planar
graph.
The adjacent squares are afydelow, to the left and to the right of the current grid element.

— This technique also has the advantage that weel anary small steps when tracing an obstacle and
reduce the number of forwarding nodes

- Reference 12
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— We @an also allev communications between grid elements on the diagonal from the current grid element
8 possible choices for forwarding grid elements

« When the right hand rule is applied to the 8 choices, the resulting graph of the selected paifs is al
planar even though there are crossing edges.

« This results in fewer instances where a forwarding path cannot be found

5.1.5 DispersityRouting
Difference: Finding and maintaining multiple paths
Flooding or Partial Flooding is used to findaal disjoint paths to the destination

References 134, 15.
An alternatve way to determine multiple paths is "Arc Routing" which uses geographic routing along an
arc instead of a straight line.

+ Robotic routing is used to find a path around obstacles

« The distance to the destination is measured as the distance to the arc "+" the distance along the arc to
the destination

« This distance metric causes messages teerback to the original arc when thenove avay from
the arc or after thecircumvent an obstacle.

40



-43-

est

b4
ey
NI
N
bYd
&
\
\
\\
\\ Q_
\ > 7 m
1
\
| \
\
\
\
\
\
\
\\‘I
o

sic <1 B

<
=
\
\
\
L —

5.1.5.1 Non-edundant Dispersity Routing

More secure in military networks
Intercepting the data on one path does not provide information

Uses cut-set of capacity to destination

More capacity is&ilable between a source and destination with dispersity routing than in a single path
routing procedure

This is particularly important in wireless networks

After a failure: Redistribute loadver remaining paths instead of looking for awgath
Falures are common in ad hoc networks because a path fails whefithe intermediate nodes v®

Greater Dispersion for anycast than point-to-point communications
— In anycast, a source routes toyasf a st of destinations, rather than a specific destination

— This paradigm is used in wired networks when data is storediatktcations in the network, or
when a processing resource exists el locations

— The paradigm is used in wireless netiss when the main objegt is to @wnnect with the wired
network

There are normally seral gatevays where the wireless network connects with the wired network

5.1.5.2 Redundarispersity Routing

Continues to operate as paths fail - up to the redugdsrhe system

5.1.6 Hierarchical Routing

— The number of nodes in a mobile network may be too large to useahtre table based approaches
5.1.6.1 ClusteBwitdh Gateway Routing

« Architecture
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— Nodes are @anized into clusters

— One node is designated as the cluster head

— Adjacent clusters wva catavays that hae membership in the tavdusters

— This is similar to the piconets that argarized into scatternets in Bluetooth networks

— Unlike Bluetooth, the clusterhead may not communicate directly with each node in the, tluister
may go through seral intermediate nodes in the cluster.

Operation

— The routing tables specify the route to the cluster that contains the destination, rather than the
complete path to the destination.

— If a node maes within a clusterthe route to the cluster does not need to be changed.
— Routing between clusters may be

- Gatevay -> clusterhead -> gateay, as in Bluethooth scatternets, or

- Gatevay -> gatevay
— DSDV is used to route between clusters

« If the metric used in the Bellman Ford algorithm is 1 for each clukeipath a packet trarses is
the minimum number of clusters

« If the metric is the number of hops betweategays, the path tngersed is the minimum number of
hops

— Mobility may cause the gateys and cluster heads to change

- If the catavay changes, the cluster head determines \a gatevay or removes the connection
between adjacent clusters

« One cluster may be split into 2 clusters if the nodes within a clustex gart

» Two clusters may be combined into a single cluster if 2 clusteve together

5.1.6.2 Gegraphical Clusters

Route to location of clusters

Use an available nodes

5.1.6.3 LandmarRouting

Clusters are moving groups of nodes

- Application: Set of nodes that wmas a goup.

ie. Tanks on a battlefield

« There is a group leader - the landmark - that reports iement to the other groups

Packets for a node are first routed to the landmark

Accurate path information is maintained from the nodes in the group to the landmark.

- An hierarchical structure can be established in which the landmarks formea dmoup with a single

40
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5.1.7 Netvork Discovery

The locations of nodes and the path between them is continuously changing in molutEsieRoutinga

paclet from a source and destination requires locating the destination and determining the nodes along the
path.

The information that must be determined depends on the routing mechanism:

1. In source routing, the source must determine a complete list of the intermediate nodes thatavdl forw
the packet.
This is accomplished by finding the complete path to the destination or by finding a partial path to an
intermediate node that knows a path to the destination.

2. In geographic routing, the source must determine the location of the destination, and the intermediate
forwarding points if a packet cannot negforward progress at all of the intermediate nodes.

3. In table based routing, when unused table entries are pruned, the table entries on the path to the
destination may hee © be estored.

4. In dispersity routing, the source must determine a set of maximally disjoint paths to a destination.

5. In anycast, the source must locatg @me of a set of recedrs.

The following techniques are used to determine information:
1. Network Control Centers (NCC)

- The nodes register with control centers that maintain a map of the network topology.
A node notifies the control center when itwes, or its set of one-hop neighbors changes

« A source contacts an NCC to determine the location of, or paths to, a destination
+ Similar to the Internet

« Susceptible to failures or disconnects with the NCC'’s

- Does not operate well in rapidly changing networks

2. Flooding
This procedure is used in most ad hoc network applications, and will be expanded in the next section.

3. Robotic Discuaery
Used to determine intermediate forwarding points in geographic routing.

« Flooding is used to locate a destination.
« Robotic routing is used to circumnavigate and map obstacles.

« The map of the obstacles encoutered are returned in thevdekgement from the destination,
intermediate forwarding points are identified that result in shorter paths on subsequent transmissions.

4. Seven Degees of Separation

« Each node knows a path to a number of destinations, those it has communicated with recently.
A node knows its friends, rather than its neighbors.

- If a node does not kmoa path to a destination, it uses partial flooding, or random selection, to find a
node that knows a path to the destination.

— The nodes it contacts can be to its neighbors or its friends.

—ie. A node asks its friends if the destination is one of its friends, or it asks its neighbors if the
destination is one of its friends

— If a node knows that one of its friends has atrainarily large number of friends, this is the node
it should try first.
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« This is similar to random routing with knowledge of neighbors, only instead of knowing your nearest
neighbors, you kne the people whom yové communicated with recently

5.1.8 Flooding
5.1.8.1 &chniques
1. In source routing,

+ Each flood packet accumulates the list of intermediate nodes thaeisés, and possibly a metric for
the path such as the utilization, transmission energy or battery life of the intermediate node.

» The destination selects a path, from all of the copies of the flooétahel it receies, and returns the
selected path to the source by using tlerse path.

2. In geographic routing without obstacles, and robotic routing,
« The flood packet only contains the location of the source.

+ When the destination rewes a fbod packt from the source, it uses geographic routing to
communicate with the source and returns its own location.

3. In geographic routing with obstacles,

- The flood packt contains the location of the source and collects the locations of the intermediate
nodes.

- The receter determines which of the intermediate nodes can be reached by geographic routing, and
eliminates them from the list.
The remaining intermediate nodes are forwarding points.

« The receter returns the list of forwarding nodes to the source.
4. In table based routing, with pruned tables,
« The flood packet contains a hop count

« When a packet with a table entry for the reeeior the recerer, obtains a packet, it uses an
asynchronous update in the Bellman Ford algorithm to extend the table out to the hop count

5.1.8.2 Reductioof Flood Messges

Flooding occurs frequently in ad hoc networks. A great deal of work has been done to reduce the number of
messages generated during flooding.

Reference 17

5.1.8.2.1 Locallechniques
1. Only forward flood packets whose path length is less than the diameter of the network
2. When a node reags nmultiple copies of a flood packet, only forward one flood packet

3. If the recerer will decide on the path based on the path length or another metric, delay forwarding a
flood packet until most of the copies of the flood packet from other nodeden receied.

— At time A after the first flood packet is reeedl, forward the flood packet with the smallest metric.
— If a flood packet with a smaller metric is reai &ter this time, it must also be forwarded.
4. An intermediate node that knows a path to the veicean terminate the flood packet
— The intermediate node sends a concatenation of the flood path and its path to the source
— The source selects the best path rexckirom the intermediate nodes

5.1.8.2.2 Limithe number of forwarding nodes in dense networks
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- A flood packet is broadcast on the radio channel to all of the nodes in a transmission radius, the
transmitting nodes 1-hop neighbors.

— If a node knaevs its one-hop neighbors, and one of its neighbors is the destination, it addresses the
flood packet to the destination, and none of the other nodes in the neighborhood forward the packet.

- Only a fev of the 1-hop neighbors are selected to retransmit a flood packet.

— The objectie is to ®lect the nodes that forward the packet so thetyenode in the network can
receve g least one copof the packet, and there are as fopies forwarded as possible.

« The fewest flood messages are forwarded when the selected nodes are at the maximum transmission
distance, and are separated by®120

— With this pattern, wery node in the network reaas at kast one copof the flood message, so that
we are certain to find the destination.

— The source sends the flood packet to the 3 neighbors that drapE20

— Fowading nodes only send the flood packet to 2 neighbors.
The node that thereceived the packet from is one of the 12€pokes.

« The pattern of retransmissions of flood packets form the edges in a hexagonal array.
The same hexagonal array arises in optimal frequentse cellular networks

- With the hexagonal retransmission plan the number of flood messades/ Anex
— Each node in the corners of the hexagon forwards a message once

— There are 6 nodes in the corners of each hexagon, and each node occurs in 3 hexagons. Therefore, the
number of forwarding nodes is twice the number of hexagons.

— In dense networks the number of flood petskis a function of the area of the network, and not the
number of nodes in the network.

5.1.8.2.3 Zon®outing Protocol - ZRP
« ZRP reduces the number of flood messages when a node alsatk@ehop or 3-hop neighbors.
— The neighbors that a node knows is the nodes zone

— When a node knows more than its one-hop neighbors, the area ofxtgpméancreases, and the
number of flood messages decreases.

- When a forwarding node reges a fbod message it checks the nodes in its zone.
— If the destination is in its zone, it forwards the message to the destination.

— If the destination isb'within its zone, it forwards the flood message to the nodes that are at the
maximum distanceveay, and 120 apart.
These are the border nodes in its zone.
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— If the border node has reeed this location request, it discards it, as in normal flooding
5.1.8.2.4 Pogressive Flooding based on hop count

« First flood to all receiers that are i hopsiay,
If we dont locate the receér, flood to all receiders that are j>i hopsveay
Continue increasing the hop count until we find the weceir reach the span of the network.

+ Progessie flooding is particularly useful in geographic routing when a veceioves.
— Itis likely that the node that meed is dose to its last known location.

— Use progresse flooding around the last known location

Flood Region

Src X X Dest

5.1.8.2.5 Locatiolided Routing - LARS

- Assume that the source knows the approximate direction to the destination, and the approximate distance
to the destination.

- Flood messages are constrained to a geometric area that most likely contains the destination.

- Flood messages that fall outside the geometric area are discarded to reduce the number of flooding
messages

- If the destination is not located on the first attempt, the geometric shape can edentail it contains
the entire world

- Reference 18

Flood Region

Home work

Classification of Ad hoc routing
There are mantypes of ad hoc networks, with different characteristics.

A. Consider netwrks with different rates of changes, caused bfedifit amounts of mobility Go
through the various routing methods. Order them according to the amount of mobility yhedrthe
sustain. Explain your reasons for the rgkatirdering of the routing mechanisms.

B. Repeat part 1 considering the importance of receiving the data quickly.

C. Suggesbne additional metric for classifying the routing mechanisms, and repeat part 1 for your
metric.
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D. Invent one more routing mechanism and describe its characteristics.
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5.2 SensomMNetworks
5.2.1 UniqueCharacteristics

a. Datecollection network:
- Data from all of the sensors is directediéird one, or a small number of data collection points
+ The collection network is one or more trees with the collection nodes at the root of the tree,
« Corventional Networks hee a brge number of independent point-to-point connections

b. Sevee Energy Constraint

« Many sensor networks are powered by small batterys that admited lifetime
Some hge large stationary sensors that are powerédfdahe power grid

- Conserving Energy is more important in sensor networks thanvsrt@mnal networks
c. Datacan be compressed during transmission
« Much of the information is redundant, and need not be forwarded to the destination

- When two or more sensors detect the sameng, the amount of infomation is reduced in the roekwv
to consere battery power

+ Corventional networks do not modify the data in a packet
d. Event drven network.

- An event occurs that causes a large number of sensors to generate signals, or sensors collect data
periodically

« There is an impulse of transmissions in the network

- Conventional networks hze a Pisson arwa process because data ees at he sources is
independently.

- The impulse of arvials makes random contention MAprotocols less efficient.

- Polling or tybrid polling/splitting is usually used instead of random access protoocls to @nserv
energy

5.2.2 RoutingMechanisms
5.2.2.1 Enayy Efficient Routing
- Find the path that requires the least power to get from the sensor to the destination.
« Use the Bellman-Ford algorithm with the path weight proportional to the transmission power.
« Combine routing with M& protocol
— Control transmission energy to just reach the next node
— Less transmission energy results in fewer collisions
5.2.2.2 Tee dructures to collect data

a. W\eight of path between nodes = transmissfmwer proportional tod', wherei = 2, 3, 4depending on
antenna

b. If there is no data compression,
- Each packet that is reged by the node must be forwarded to the destination

- The least energy tree is the minimum depth tree
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« Each source uses the path that requires the least energy to reach the destination

. If there is perfect compression

« When K packets afre & a node, all of the information is redundant, and only one packet is forwarded

« The least energy tree is the spanning tree
The sum of the link weights is minimized

. In most networks there will be partial compression, since we are interested in characterizirptthe e

and not just detecting when it occurs.
« The "best tree" will be between a minimum depth and a minimum spanning tree
« The "best tree" will depend on the route that provides the greatest compression

+ We may be able to approximate good trees by weighting the link that is added mwitg thea the
dstance assigned to the node in Dykstrahimum depth algorithm.

5.2.2.3 Routingo extend the network lifetime

Battery powered sensor networks fail when the batterys in the nodes fail

One objectie d routing in sensor networks is to equalize, and limit the drain on the battery in order to
extend the life of the network.

Receving drains the battery at a constant rate, and transmitting drains the battery in proportion to the
flow of packets generated by or forwarded by the node.

The energy in the battery in a node at timeE(t) is related to the energy at timg by

E(t) = E(t") —a(t-t") - pBf, wheref is the flav through the node during the interval.

Work is in progress on metrics to minimize in the Bellman-Ford algorithnxtené the battery life of
the network.

The objectie is to route packets through nodes thatdaifficient battery power.

. T | .
One approach is to m|n|m|z_§ E on each path in the tree.

I 1
As more flows select a particular path, the battery drains more quaclliyhe path is changed

5.2.2.4 Diected Diffusion

Performs both route diseery and routing

Sensors collect data continuoydiyt dont know when to send it, or where to send it.
Transmission is controlled by the reagiat the neck of the funnel.

The receter broadcasts a request for data - floods the network

A sensor recefes the request from seral nodes.

Initially, the sensor sends a fraction of the data to each of the nodes with equal probability

Each time a sensor sends data, or forwards data from another, denmsaeives a hop-by-hop
acknowledgment, from the next sensor that tells tgood" that path is.

The indicator may quantify the batterywger left on the path, or the amount of compression that can be
performed on that path.

The sensor modifies the probability that it forwards data to the set of nodes, so that it forwards data along
the better paths more often.

Eventually the dateaf/as the best paths

By continuing to use seral paths, the best path may change with time - for instance, when taking the
path wears down the battery.
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5.2.3 TheBellman-Ford Algorithm applied to mobile networks

Distance Metrics Update Mechanism

Adapted From Wired Networks
Number of Hops Periodic

Congestion/Delay Whesignificant change occurs

Developed for Wireless Networks

Transmission Engy Morefrequent for nearby destination
For d', asi increases, Fishye state routing
MDT-> MST

Table updates are part of message ACK’s
Energy left in battery Directed Diffusion

Prune Unused Table Entries
Regrav on Hood Command

Home work

Energy Efficient Routing:
— Consider a linear network with a nodeesy 1 unit of length.
— A sensor and its destination are 10 units apart

— The transmission distance for a node is up to 3 unitst bdjusts its transmission power to just reach a
node

— The transmission power is proportionaldt
Which nodes does the sensor forward its data through?
What is the energy cost to send a packet to the destination?
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5.3 Routingin intermitently connected and delay tolerant networks

5.3.1 DeterministicRouting
Future meements and connections, and the entire network topology is known

— inter-planet communications or deep space probes using satellites around planets or moons.
— Planned on/dftimes in energy constrained sensor networks

5.3.1.1 Space-tim®uting
The graph of the network changes in a known way at certain times. Find path that

— Min. time to reach a destination

— Min hops to reach a destination.

5.3.1.2 Tee

— Build a tree from the source to the children nodes thgtriaech at the earliest time

— Starting at the time that the child is reached, build a tree of the nodes that it can reach, at the earliest
time that the source reaches that node

— Dykstra-like minimum depth tree algorithm, where each next node in the tree is added at the earliest
time that it can be reached after the time marked at the current node

— The result is a tree that shows the min. time that the source can reach each other node

5.3.1.3 Modifiedhortest path
Use weights on the links that include time and hop count in a deep space network, or time and energy for a
sensor network.

5.3.2 StochastidRouting

5.3.2.1 EpidemicAndom spray

— no knowledge about network topology or vement

— spread the message to some or all of the nodes that you come in contact with
— the first to come in contact with the destinationvaedi the message

— uses flooding or partial flooding

— There is a relationship between the delay tovdeti message and the fraction of the nodes infected.
Infecting more neighbors uses more energy.

5.3.2.2 Pedictions

- Based on one-hop information from the next nodes that are met
ie: forward to nodes that are moving around quickly

- Based on end-to end information
ie: forward to nodes that are known to meet the destination oftenyerttréhe destination quadrant

5.3.2.3 Model-based
Use trajectories of nodes, rather than assuming random motion
motion of vehicles on a highway

5.3.2.4 Coding-based
« Erasure coding and network coding
- Send part of message, rather than complete information, to neighbors

« Some messages are linear combinations of other messagesdtevaiting for all of the pieces to
arrive & the destination.
Home work
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Delay Tolerant Networks

Nodes in a network are only able to communicate at specific times.

The links are labled with the times that nodes can communicate in parenthesis.
Messages are forwarded between nodes, then forwarded when the links begiiaile a

A message awes at rode X at time t=2 that is destined for node Y.

a. Drav a tree that shows the earliest time that the message from node X wardageich of the nodes in
the network.

b. What path from X to Y gets the message to the destination at the earliest possible time?

c. Whattime does the message aerd the destination?
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6. Oblivious Routing
Problem:

- We know how much traffic enters and lees at ech node in the networkubdont know the detailed
traffic matrix.

— This is known as thelose Model

— The traffic arriving at nod#|; from outside the network i4;.

— The traffic leaving the network &t is B;.
« The values ofA, andB; are known for each;.

— The traffic matrix for the network iE, wheret; is the flav from N; to N;.
- The individualt; are not known,

- We want to set up routes from each nadeto each nodeN; that will guarantee bandwidth, or
minimize delay
Technique: Two Phase Routing [19]

1. When trdfic arrives in the network, an intermediate node is selected at random, with a pre-specified
probability, and the traffic is forwarded to that node.

« When traffic arries at rode, N;, it is forwarded to an intermediate notlg, with probability a;,
without regard for the packe$ utimate destination.

- The only constraint on the random distribution is fhat; = 1.
K

2. The intermediate node then sends the traffic to the destination.

- The packets that ave & intermediateN, are routed to their destinatiow,.

If each node sends the same fraction of its traffic to an intermediate node, we can determine the complete
traffic matrix.

s Qik = ag for all i
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Our objectve is to cetermine the flowsz,;, from each nod& to each node

as a function oA = {A;} andB ={B,}, the flows entering and leaving nodes,

but independent of the actual traffic= {t; } between nodes.

At each nodeN,,

A. In phase 1:The traffic that enters the network at nddjethat is sent to intermediate nobg is
ij = O’j Ak,
Xy is independent of .

B. In phase 2:

The traffic from node\; that has been sent to nodg in phase 1 is:
aA

The traffic from node\; that was sent to node, in phase 1, and must be fawled to nodé\; in phase
2is
aitij, Snce:

A = 2 t; and each arriving packet is sentNp with the same probability
j

This IS a function of T

The traffic from all of the nodes that was senhfoin phase 1, and must be forwarded\tpin phase 2
is:

Vi = 2 aitj = ax 2 tj = ayBj,
| I
since,Bj = iZtij.
Thereforey,; ISindependent of
C. The total traffic that must be routed frdfp to N; is
Zj = Xy + Yy = aj A + aBj, which is independent df.

The nev traffic matrix isZ, which is a function ofA andB, but is independent of.

« The traffic matrix,Z is a function of the fractions of the traffig,, sent to each intermediate node.
« A routing mechanism finds the "best" way to place the floviison the network.

- By adjusting ther,, we an change the traffic matrix to better use the network.
The average path length increases, and hence the load on the network is increased by oblivious routing.

Two phase routing mads the traffic between the nodes on the network only a function @ taed B;,
independent of the individugj.

Therefore,
1. Routing is oblivious to traffic variations. The traffic does not depend on the ma#rig

2. the bandwidth or interference on a path does not changeBshla@ges.

At this point we can apply gmof the fair or optimal routing and/or flocontrol procedures to the éx
flow.

Web traffic in the Internet is an example of where oblivious routing can be used.
The Web servers can control the totalfltihat the insert into the Internet but do not control where/the
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send their data. The destinations are continuously changing.
The users hge a Imit on the flav that the receve from the Internet, but do not control where thevio
originate. Theservers that send them data continuously change.
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