Chapter 111: Network Coding

1. Wired Networks

Obsenation: It is sometimes possible to get more information between a source and destination by sending
linear combinations of the bitve some links than by sending the messages.

Example: 1
» Multicast messages frosto destinationy andz

- The capacity of each link is the same. (For simplitiity capacity is 1 unit per second)

« b; andb, are streams at 1 unit/sec.
« ¢ = by + b, is the bit-by-bit modulo 2 sum & andb,. Thei'" bit ¢, = by + by
- Both nodesy andz can recaie both messages; andb,.

— Atnodey, b, =c+ by,

— Atnodez, b; =c+b,

+ The throughput to each node is 2 units/sec.
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« Without using the linear combination, the throughput to each destinatotd vonly be 1.5

units/sec..
We show one way to recee 15 units/sec.:

— Each of the three flows is 1/2 units/sec..
— The flow on each link is< one units/sec.

— There are other ays to achiee 15 units/sec., without linear coding, but no ways to aehiz
units/sec.

by(1/2), ba(1/2) by(1/2), bs(1/2)

bs(1/2) by(1/2),by(1/2) | bs(1/2)

Note: The increase in capacity may be misleading. Network coding increasedateefieeen node s and
nodes y and z. If this was the onlyvilin the network, the network throughput has increasededa, the
capacity on links t-wu-w, t-y, and u-z has increased from 1/2 to 1. If there were other flows on therketw
these links may carry flows between other sources and destinations. linthddioveen other sources and
destinations are taken into account, the network throughput may decrease when we use network coding.
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2. Wireless Networ ks - Opportunistic M essages

On a broadcast channel the message is heard byme@evers. [2]

2.1 Retransmissions:

If we know which receiers hare successfully receed which messages, network coding allows us to
retransmit a smaller number of linear combinations of messages, instead of retransmitting all of the
messages that were missed by afhthe receiers.

2.1.1 In Local Broadcast or on a Multicast Tree:
Example 1, a source, multicasts 5 messagesn{, m,, mg, my, ms) to 5 receversry, - - -, rs. Each of the
recevers must receie dl 5 messages.

« ' missesm,, but receves the other messages

- I, receves dl of the messages

« '3 missesm, but receves the other messages

- I, missesms; but receves the other messages

« I's missesm, but receves the other messages.
The missing messages are depicted at eactveeaethe figure by a bar

(mli ™, Mg, My, Ms)
(ml, My, Mg, My, M)
° (Wl, My, Mg, My, Mg)
(mli My, Mg, My, Ms)
(Wl, My, Mg, My, Mg)

In a cowventional systemx would retransmit 4 messages:
s mytory
«mtory
« mgtor, and
«mtorsg

By realizing that the channel is a broadcast chanmnahly has to retransmit; once, since both; andrg
can hear the retransmission. This reduces the number of retransmissions from 4 to 3.

By realizing that the recedrs have successfully receed some messages, and using linear coding, the
source can reduce the number of retransmitted messages from 3 to 1.

The source retransmits, = my + m, + ms.

Where "+" is the bit by bit exclust-or of the bits in the messages
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For instance, thé" bit of b, ; = by; + by; + by;

At the recerers, the missing message is reconstructed by taking the bit-byehisge-or of m, and the
messages that are includedhipwhich the receder has previously receed.

In particular:
« Atry,my=m; +my+mg
o« Atrg, my=m; +m,+mg
e Atry, mg=m, +mg+m,
s Atrs, mp=m, +my, +mg

The source has used its kvledge of which messages a source already has to construct a packet that
provides the missing information to all of the reers.

The technique is erasure correction, because thevee&eows which packet, and hence which bit in the
code, it is missing.

The code in this example has 4 bit code wong;, my;, Ms;, My 1

The first three bits are transmitted during the original multicast, and the fourth bit is transmitted during
the retransmission interval.

Note that the code isntecided until we determine which messages were missed during the original
broadcast.

The code is a simple parity check code the minimum Hamming distance betweenocdslésv2, so that
the erasure correcting capability is 1

For a binary code, the Hamming distance is the minimum number of bits in which the cods w
differ.

When the minimum distance between code words ise code can correct up do- 1 erasures.
If the recever did not knav which bits were missing, it would @ o use an error correcting

procedure.

. d-1
An error correcting code can only correct up%y errors.

The distance 2, parity check code cannot correceaors.

The simple parity check code works as long as avedsimissing at most 1 packet.

What if ry isalso missing m;?

« 1 cannot determine botim; andm, whenm, is receved.

- We reed tw independent retransmissions to determine muissing messages at;. If we could
decode both messages from a single transmission, we wouldveoktdthto transmit both messages
to ary recever.

Note: Messages that are transmitted in a network are m@yslindependent. In schemes, such as
dispersity routing, which is discussed in a later chapier smetimes intentionally transmit
redundant messages, that are linear combinations of other messagesyérstwairk failures or

avad links with long instantaneous delayfor instance: In a network with 5 paths betweeen a
source and destination we may send independent messages on 4 of the paths and the fifth message
might be the parity check of the first four messages, so tlyasiagle missing message can be

4
determined from the othersns = 3 m; at the source, anuh; = 3 m; for ary missing messagm; at
i=1 i%]

the receier, 0 that we only hee o receve messages on 4 of the 5 paths.
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+ In this example we could transmmit.; = m; andm,, = m, + ms. When these tavretransmissions are
receved, every recever can recoer its missing messages.

- In general, if the receér that is missing the largest number of messages, is miksinggpendent
messages we need at lelasetransmitted messagag,, m, 5, - - -, My.

- kis a lower bound on the number of retransmissions.

« When multiple receiers are missing seral messages, it is notvadys easyor possible to find the
appropriate linear combinations on the binary field that provides a sufficient set of independent
equations at\ery node.

— When we discuss random coding, we will whisow these conditions can be satisfied more
easily on a non-binary field

« Example 2: The source sends 3 messages to ¥eeeind each missesawlfferent messages.

Find the set of 2 retransmitted messages that makes it possible for eacér teceicoser both

messages.
(v s, mg, o
(%) (72 Yy, 5, o)
(1 m, m,, )

« Answer:m,; = my +my, My, = My + My
— Atrq, my =m,, + mg, thenm; =m,; +m,
— Atr,, my =m,; + my, thenmz =my, + M,

— At I3, Mg =My + My, M3 = My + mo.

2.1.2 Retransmissions- General:
The reduction in the number retransmissions for one point-tg-p@int communications through a node

X" can be extended tow&al point-to-point communications through node "x".

In wireless networks, a message is heard byymanevers in a broadcast geon. In a mnventional
nework, the messages that are not intended for avecaie discarded.With network coding, a recesr
retains messages that are not intended for it, in order to reduce the number of messages that must be
retransmitted when geral recevers misstheir intended messages.
In example 1x is a forwarding node.
« m; andm, are being forwarded 1q,
« mgz andm, are being forwarded o,
+ Mg is being forwarded to,.
« The receters miss the messages, as specified in example 1.
In a cowentional netvork m, and mg are both retransmittedWith network coding, all receérs

temporarilly sae dl of the messages that thean recere, rather than discarding the messages that are not
intended for them, and a single message= m, + Mg is retransmitted.
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+ 'y Uses messag®s, which it would hae dscarded to recgr m,
+ 4 Uusesm,, which it would h&e dscarded, to rea@r ms.

+ note that een thoughm; was missed byr; andrs, it is not included in the linear combination since
the message was not intended for either of theseveesei

2.2 Initial Transmissions;

In most netwrks losses are an uncommovere, occurring with probabiliy between F0and 10° in
wireless networks, depending on the transmissiorir@mment. Netwrk coding provides a greater
advantage when it can be used to reduce the number of original transmitted messages.

2.2.1 Transmitter Knowledge:
A forwarding node knows that the transmitter that sent a message to laediuiws in its transmission
range, and that the transmitter has the mesddgemally, the transmitter wuld discard the message after

it is recved by the forwarding node, but in network coding, the transmitter retains the message so that the

forwarding node can reduce the number of messages that it needs to transmit.

For instance, in the figure:
+ n; transmits messageg, to n, throughng, and

«+ N, transmits messagwe, throughn, throughng

m - my
). (ne). (n
(my) Mg =m +m, (my)

- In a cowentional networkng would forward two meassagesy,, and m.
+ With network codingng forwards a single messagse; = m; + ms.
+ N, recovers messagey, = mg +my, and

. nyreco/ersm; = Mg + My,

to 3, each of the 2 messages is transmittedrenage of 1.5 times in the transmissiogion of node
ng, instead of being transmitted twice in that region..

+ In a k-hop network, the number of messages between a source and destination is redu@k from
to k+1. (Shev how in problem 1)

In general there are more than 2 nodes that communicate with a forwarding node.

In this 2-hop netwrk, the number of messages between the source and destination is reduced from 4

— If messages are being exchanged with more than one node in an area, the messages being

receved by any of the nodes can only be reduced by the number of messages that it has.
— When we usewerhearing, described in the next section, we can do more.
2.2.2 Extend Overhearing:

In addition to the source of a message, otherveseivithin the range of the foawding node also
overhear the transmissions from the source.

- Normally, a recever does not keep messages that are not intended for it.

- However, this information can be used to reduce the number of messages that are forwarded.

For instance, in the figure
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* Np s transmits messaga, to na g throughng.
My is overheard byng g

* Ng g transmits messag®g to ng g throughng

- ng forwards one message:- = m, + Mg instead of 2 messages
« np R has @er heardmg and decodem, = mg + mg
- Likewise,ng g decodesng.
In this example, the recats hare 1 nessage that tigdhaveoverheard, so the message forwardedgatan

combine that message with the message that must be forwarded to thar.récehis example, the
number of messages forwardedryis cut in half by taking advantage of the opportunistic receptions.

In general, if a receer hask messages, all of those messages may be included in the forwarded message,
and the number of forwarded message can be cut by uk.to 1/
For example, in the figure:

* Np 1 transmitsmpy 1 t0 Ny 5, and the message iveheard byng ; andng ».

* Np transmitsma , to Na 5 and it is werheard by 2 other nodes as shown.

+ ngj andng ; exchange messageg ; andmg ; and the messages angedeard as shown.

Mg 2

+ Each receier has the three messages that it does not need, the message that it transmitted and tw
messages that iverheard.

« It uses these three messagesm@apdo decode the message that it needs tovecei

« The number of messages that a nemeias is an upper bound on the number of messages that can be
included in a single forwarded message, in addtion to the message that it muet recei
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- In general, a forwarding node, transmilsmessages. Th®l messages are a linear combination of
N messages.

— The messages for a ree®i R, are in a subseil; of M, that contain a subsé{; of the N
messages.

— Recever R has K; of the N; messages, either because it transmitted those messages, or
because it opportuistically reved those messages, and Ns- K; unknowns.

— The unknowns aR; include all of the messages that are destined for thisvee@gid some of
the messages for other races.

— If the M; receved linear combinations a N; — K; independent equations in the unkms,
then the receer can extract the messages destined for it.

— The objectie is to cesign the the linear combinatiod so that gery recever can extract its
messages.

« This opportunistic messaggahearing has pren to be seful in connected LAN's.
— Based on previous receptions we can predict which nodesovaheard a message.
— Occasionally there are transmission errors and the node tloemhiear the message.

— This results in retransmissions.



2.3 Summary of Coding
+ At the receier:
We know which message we are missing
Erasure correction, rather than error correction - Simpler
+ At the transmitter
Select the code after we kmavhat is missing at each recei
As opposed to protecting against all possible combinations of loses

« The minimum number of messages we must retransmit equals the maximum number of messages
missing at ay recever

At each receier we must form independent equations to sofer the missing messages
Not aways possible with binary codes
Random coding on a higher order field

Correcting K errors -> solving k equations in k unknowns

Random Coding provides the right number of independent equatioresyatecever

2.4 Home Work

Consider a k-hop network, where the nodes can communicate with one another as shown.

+ N; has a long sequence of messages, m , - - - destined foN,
+ N, has a long sequence of messaggs, m, , - - - destined foN;

A. After an initial message sequencewhoan each node reduce the number of messages that it
forwards?

B. Constructhe messages forwarded by each node

C. How mary messages are forwarded at each node?
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3. Randomly Generated Codes

- In several of the previous examples wevieard the problem of finding the smallest number of linear
combinations of codeords that result in a sufficient number of linear independent equations ¢o solv
for all of the missing messages at each node.

« Solving this problem on the binary field is ofterfidiilt, and may result in a larger number of linear
combinaions than we can find on other fields.

« In this section we look into solving these equations on a higher order field.

— The higher we makthe order of the field, the larger the number of possible solutions.

- In this section we will generate and check random codes.p@¥ coefficients for fonarding
equations at random then check to see if the equations actually result in the necessary number of
independent equations ateey node.

— If the forwarding equations ddr'esult in the necessary number of independent equations at
evay node, we pick another set of forwarding equations.
— The higher the order of the field, the more likely that we succeed.
3.1 Basicldea

75

A source sends k messag8s, S, -+ -, S

Message5 contains characters,; that are calculated from the characters in the original messages,
My, My, -+, M, as

St = 1My +a My +- -+ a3 My

wherem; ; is thet™" character in messagé;

and,a; ; are coefficients in the equations and are selected randomly.
The same equation is used to calculate each character of the nfgssage

If the messagedl; have W haracters, the transmitted messagéias W answers calculated by the
equations; ;.

At the recerer we know the g, |

If we are missing at most K messages, and vecki messagesS that hae linearly independent
coefficients for the K missing messages, we caredolvthe missing messages.

If we randomly pick thes; ; on the field of real numbers, which has infinite precision, the equations
are alvays independent,

Since there are an infinite numberapf, the probability of picking a set that are linearly related goes
to zero.

but & ; takes an infinite number of bits to represent,

as does eac$y;,

and hence th§ take an nfinite number of bits to transmit
Instead we use finite (Galois) fields withédements

Thea ; take k hits to represent

The characters in the messadgsare k bits long, and

The answers;; are Kk bits long
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On a finite field, the message of answ&dias the same number of bits as khe

The bigger we mak the finite field, the more likely the equations that we pick are linearly
independent

3.2 Generating aHigher Order Field:
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A field has 2 operations, usually addition and multiplication, that are closed on the field
When the operations are performed on members of the field, the answers are also on the field.

When we perform addition and multiplication on the field of real numbers, the answers are real
numbers.

The operations k& inverse operations, division and subtraction
and identity operators, zero for addition and one for multiplication
A finite field has a finite number of elements.
We haveto use an operation to fold the elements back on the field
Consider the binary field, with elements 0 and 1
1+ 1 nodulo 2 =0, so that the results areals 0 or 1
Multiplication always gives an aswer on the field
Galois fields hee plynomials of the form:
f(X) = ag+a X +apx?+---a x<?
The g, are taken from a field with b elements. This is the base field.
The total number of elements in the Galois fielb“is
For this work we will only consider the base field with 2 elements (the binary field).
The two operations are polynomial addition and polynomial multiplication.
The operations on the base field are modulo 2 addition and multiplication.
Polynomial addition is modulo 2 addition of the terms of the polynomial
F100) + 200 = {80+ 30) M0 2+ {ay 1+ 2,0) mod 2K+ -+ ay g + 1) mod 24
polynomial addition is is closed on the field.

Ordinary polynomial multiplication has terms of the form
f(x) = f2(X) * fo(X) = ag + @y X + Ap-y)x**™, and has elements that are not on the original
field.

In order to bring the answer back onto the original field, we define polynomial multiplication as
f(x) = (f1(X) * f5(x)) modulo p(x), where p(x) is a pimitive plynomial whose order (highest
power coefficient) is k.

The modulo operation is the remainder of the polynomial division and reduces the order of the
polynomial to at most k-1, which brings the polynomial back into the field.

k-1,

A polynomial, p(x) = XX + py_1 X -+ px+1, wherep; =0, 1, of order k, is defined to be a

primitive polynomial when%ic(x)gmod p(x), for j = 0,1, --, 2% - 2. generateall of the non-zero,

k-1

binary words, of the form(x) = ¢, X .-+ ¢y X + ¢, Of the field

— The starting wrd, c(x) can be ap none zero code word, but is usually selected(gs= 1 and
referred to ag®.
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« a' = xJ) modulo p(x)

— Primitive plynomials hae dayed an important role in the \i#opment of algebraic, error
correcting codes, such as the BCH codes.

« Large numbers of primite plynomials hae been found and tattated. asan appendix
in reference [3].

« The table of primitre plynomials, and polynomials with other characteristicsieha
been copied to mgrocations on the WEB. For instance:
http://www.cs.utk.edu/ plank/plank/papers/CS-07-593/primitiolynomial-table.txt

. To generate random codes, we will use Galois fields, Witd@mnents, referred to & (2).
« The Galois field has twrepresentations.

1. A vector representation, witk bits, that we will use for addition, (and subtraction - which is
the same as addition on the binary base field.).

- A polynomiala(x) = ay_; X +- - -+ a;x + ay is represented a& = (ay_y, - - -, ay, ),
wherea; =0, 1.

- C= A+ Bimplies thanc; = a; + b; modulo 2

2. Alogarithmic representation, of the foem, that we will use for multiplication and division.
. a(x) = a'= mod p(x)
ca®=g%1=1

c(x) = (a(x) * b(x)) mod p(x)
= Diax a‘bgmod p(X)

= gxia“bgmod p(x)

= g,aaﬂb) mod (Z—l)gmod p(x)

The final reduction of the exponent is possible becadsé = 1, and guarantees that
multiplication alays results in an exponent between 0 ahd 2.

+ As usual, 0*a = 0.
- We havereduced multiplication to addition of the exponents modtile 2
- Division is subtraction of the exponents modufe-2

— Mary of the calculations that we will perform require maaalditions and multiplications. &/
could use the primite polynomial each time. Heever, for fields with reasonable numbers of
elements it is easier to construct a table toveietween the tarrepresentations.
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3.3 Example of therepresentations of a Galois Field
- A primitive polynomial forGF (2*) is p(x) = x* + x + 1
— The vector representation for the polynomial is (10011)
 Multiplication by x on the binary field:
— AX) = agx® +ax? + a;x + ag
A= (a3, a, a, &)
— Multiplication by x ->xA(x) modp(x)

— To multiply A by x, shift the binary representation left and find the remainder when dividing by
(10011)

. A=(1100)
- B(X) = XA(x) mod p(x); B=(11000) mod (10011) = (1011)

. Starting with A = (0001) we can generate the table that maps beween the binarpamehgal
representations

« A=(0000) is not generated by multiplication

Exponential  binary
0 0000
0001
0010
0100
1000
0011
0110
1100
1011
0101
1010
0111
1110
1111
1101
1001

0001

© 0 N O g~ W N P O

QR Q QQQQ QI QQ QK

M QR K
"6 RKESB

Q
1
Q

=
(=)

3.4 Forming messages aslinear combinations of other messages
To form the linear combinatioms = a;m; + a,m,, wherea; anda, are elements dbF (2%):

1. Breakm; and m, into 4 bit segments and translate the 4 bijnsents into the >gonetial
represention

— m; =(0010001100011108 (0010, 0011, 0001, 1108 (a?, a*, a°, a®®)
— m, =(1001010011110001 (1001, 0100, 1111, 0008 (a**, a?, a*?, a°)
— Selecta; = (1001)= a4, a, = (1010)= a°

— a;m; = (a° a3, a**, a'?) = (0001, 1000, 1001, 1111)
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— a,m, = (a8 a't,a®, 0% = (0101, 1110, 1100, 1010)
— me = (0100, 0110, 0101, 0101)
3.5 An example of arandomly generated code:

- Consider thexample in opportunistic receptions, where three messages are transmitted and each of
three receiers miss tvo different messages.

- We found a binary representation that allowed us to decode the messages when the forwarding node
sent tvo combinations of the message, rather than retransmitting the three messages.
However, finding the right representation watsobvious.

- With random coding we constructdvequations from the three messages and select thicahs
randomly from the higher order field.

— We dheck that at each node theotwquations result in tev independent equations in dw
unknowns.

— If the equations arelinearly independent, we pick the coefficients at random again.

— The more elements in the higher order field, the mosdylithat we can successfully pick the
coefficients on the first try.

- For example, select the coefficients GiF (2*):

— | threw 4 pennies at a time to generate the binary representation and resulted in thimdollo
two equations:

1. mg; = (0111)m, + (1000yM, +1011mg = a%my + a°my + a'my
2. mg, = (1101)m + (1101)m, + (1000m; = a®my + a¥m, + a®my

— Whenmg4 andmg, are recaied at he node that has reged ms, but missedn; andm,
The node constructs baequations in the te missing unknowns:

1. O’loml+03m2= m|:1+0’7m3
(note that addition and subtraction are the same on the binary field)

2. a¥®m+aBmy=me,+admg
— The node can reger the missing messages as long as tleeeyuations are independent.

« We @n use Gaussianwaeduction, with our tw operators to determine if the folling
] ) 10 0'3 O
equations are independent;; ;30
90

- multiply the first rov by a®

a5 = g5 =01

— 0’30'520’

{10 430 0 o800
O 13 13|] - 0O 13 13|:|
90 of 7900

« Multiply the first rav by a*3, and subtract it (add it) to the secondvro
a8 ogBop
— a®* aB =0 =0%=(1100)
— a¥+4®=(1101)+ (1100)= (0001)= a*
e o0 &0 480

Uiz 13—~ 0O 10
¥ oo 09

8
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- Multiplying the second n@ by o, then subtracting® times the second wofrom the
. G od
first row, we g—:'tg) 1D

0

« This shows that the node can determimeandm, from the tw equations.
— The node that recsd m,, and missed the other twmessages, has the equations:
1. a¥my+a’'mg=mg +a’m,
2. a¥®m+admg=me, +aBm,

« This node can decodm; and m, because there are 2 independent equations in 2
unknowns.

7D Q]O 12D a OD
- By Gaussian re reductlonD 13 3D - 125 - g) 1
o 90 0

— The node that recsid m; and misseadn, andms has the equatlons.
1. am2+a m3:m|:1+a m1
2. a13m2+a3m3 = mF2+a13m1

« This node can decods; and m, because there are 2 independent equations in 2
unknowns.

: p® o' Q% q*0 0 o0
+ By Gaussian rereduction(] ;5 300

a’n DOa g)lEI

« Actually determining the missing messages requires solving 2 simultaneous equations inahsinkno
for each 4 bits of the message.

— For instance:

For 4 bits of the message a node has;=(1011)=a’, mg; = (1111)=a'?, and
Mg, = (1100)= a®.

@10 SDGnlD |:I}T1|:1+a m3|:| QYSD
— The simultaneous equations a[pis 135 0=0 .0
%n?IZI S’nFZ“““ Mg ¥ O

AP0 A o0 A 00g%20
— By Gaussian rav reduction: %113 130 70 - g) ad

O - 0 110
0 [f’llm g) [f’llm
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3.6 Home Work

1.

[1]

2]

[3]
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Considel6 nodes on the corners of a hexagon, and adating node in the centdtach node on a

corner transmits a message, through the forwarding node to a node on the opposite edge of a
diagonal. The transmission iwesheard by the tw nearest nodes in the circumference of the
hexagon.

A. Findthe smallest set of forwarded messages that consist of the binary sum of messages and
describe ha the recerers decode the messages thay timeist receve.

B. Repeapart A using random codes on a higher order field with 16 elements.

A recever is missing messages; andm, and has messagg;. A source sends twvmessagesng
andmg, whose 4-bit nibbles ameg = a?m; + a°m, + a®mz andmg, = a°m; + a°m, + a°my

Where the operations are on the Galois fi&#,(2%) generated with the promit plynomial
p(x) = x*+ x+ 1. (The correspondence between the exponential and binary representation of the
field elements is gén in the notes.)

13

The i nibble of my(i) = a*, the i™ nibbles of the receed messages areny(i) = a'®, and

me(i) = ad.
What are thé™ nibblesm; (i) and m,(i)?
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