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Guest Editorial
Active and Programmable Networks

DRIVEN BY advances in underlying technologies, in-
creasing acceptance of computing and middleware

paradigms in telecommunication networks, and a need to ac-
celerate network innovation, network researchers are exploring
new ways for network routers, switches, and base stations to
be dynamically programmed by network applications, users,
operators, and third parties. Network elements such as program
controlled-switches have been programmable for some time
but not in the dynamic manner proposed by the current work.
Active and programmable networks seek to exploit advanced
software techniques and technologies in order to make net-
work infrastructure more flexible, thereby allowing users and
service providers to customize network elements to meet their
own specific needs. Customizing routing, signaling, resource
allocation, and accelerating information processing in this
manner raises a number of significant security, reliability and
performance issues.

Results from this field of research have the potential for broad
impact on customers, service providers, and equipment vendors
across a range of telecommunication sectors, including broad-
band, mobile, and IP networks. Competition among existing and
future Internet service providers (ISPs) may hinge on the speed
at which one service provider can respond to new market de-
mands over another. The introduction of new services is a chal-
lenging task requiring new tools for service creation, including
new network programming platforms and supporting technolo-
gies. Future programmable networks are likely to be based on
active networking and open signaling techniques. Both of these
proposals squarely address the same problem: how to “open up”
the network and accelerate its programmability in a controlled
and secure manner for the deployment of new architectures, ser-
vices, and protocols.

The separation of communication hardware (switching fab-
rics, forwarding engines) from control software is fundamental
to making the network more programmable. Such a separation
is difficult to realize today. The reason for this is that switches
and routers are vertically integrated—akin to mainframes of
the 1970s. Typically, service providers do not have access to
switch/router control environments (e.g., the router’s operating
system), algorithms (e.g., routing protocols), or states (e.g., flow
states). This makes the deployment of new network services,
which may be many orders of magnitude more flexible than pro-
prietary control systems, impossible due to the closed nature of
network nodes.

The work on open signaling (OPENSIG) exemplifies the de-
velopment of new network programming environments that ex-
plicitly recognize service creation, deployment, and manage-
ment in the network infrastructure. Here, there is a clear dis-
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tinction between the transport and control, and the objective is
to make the control plane fully programmable. The work on ac-
tive networks grows from the idea of allowing the traffic itself to
program the network’s behavior—an idea that is potentially ap-
plicable in various dimensions of programmability, for example
in-band versus out-of-band or per-packet, per-flow, or per-net-
work granularity. In its most general form, executable programs
are embedded within data packets (called “capsules”) and exe-
cuted by network elements as they traverse the network.

Programmable networks have evoked substantial interest in
the networking community, standards bodies and industry. Stan-
dards initiatives include the IEEE 1520 Programmable Inter-
faces for Networks, Multiservice Switching Forum, and IETF
GSMP and FORCES initiatives on application programming in-
terfaces(APIs) for routers. A growing number of international
forums have arisen for presentation of advances in active and
programmable networks, including OPENSIG, IEEE Confer-
ence on Open Architectures and Network Programming (OPE-
NARCH), and IFIP International Working Conference on Ac-
tive Networks (IWAN).

For this issue on active and programmable networks, we re-
ceived well over 40 papers, of which 14 papers were selected
for publication. The papers selected for this issue identify new
directions and challenges spanning active networking and open
signaling, and include: hardware design considerations, Internet
programmability, network resource management, node resource
management, network programming models and systems, and
service provider perspectives.

One fundamental question raised by active networks is how
much processing can practically be applied to each packet.
Because transmission bandwidth has been growing faster than
processing bandwidth (i.e., Moore’s Law is losing), active
switch/router designs must rely on other means of scaling
processing power. The paper by Wolf and Turner explores the
consequences of this observation for the design of hardware for
processing packets at wire speeds of 2.4 Gb/s and higher. In
addition to a design, the authors present benchmarking results
characterizing the type and quantity of processing required for
some typical network operations.

Two papers deal with programmability in the specific con-
text of the Internet. The flexible intra-AS routing environment,
described in the paper by Partridgeet al., supports the cus-
tomization of routing through the specification of sophisticated
routing metrics. The Concast service, described by Calvertet
al., is an IP-compatible “inverse multicast” framework that can
be customized by applications, which specify the semantics of
merging operations to be carried out by the network.

Resource management is both a challenge and a potential ap-
plication of active and programmable networks. Considering re-
source allocation at the network level, Chandraet al.argue the
need for extensibility of end-to-end resource sharing services
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for various applications, and describe their control architecture
for supporting such extensions. Kiwior and Zabele present sim-
ulation results illustrating the benefits of strategic placement
of active functionality. Isaacs and Leslie present a set of con-
trol-plane mechanisms that support the specification and imple-
mentation of resource-assured virtual private networks.

At the level of individual nodes, a number of researchers
have investigated the problem of providing robust and efficient
platforms for the processing of active packets. In the DARPA
active networks program, the node operating system provides
a layer of abstraction between the underlying hardware and
the execution environments, which export the programming
interfaces on which services are developed. Petersonet al.
describe this interface and give an overview of some imple-
mentations currently in progress. The paper by Tullmanet al.
presents Janos, a third, Java-oriented implementation of the
NodeOS. The paper by Yau and Chen describes the CROSS
system, which integrates QoS-aware scheduling for multiple
types of resources including CPU time, transmission band-
width, and state-store capacity.

The topic of network programming systems and models (i.e.,
composition paradigms and programmable building blocks) has
been a subject of great debate in the research community. The
following three papers present a range of different approaches
to network programming. The Genesis Kernel, described in the
paper by Kounaviset al., automates the creation, deployment,
and management of network architectures. The authors describe
the design, implementation and evaluation of a “spawning net-
work.” The second paper by Ottet al. is motivated by the need
to allocate computational resources in the network in an effi-
cient manner. The authors propose the Journey model, which
provides computation as an integrated network service to meet
service needs. The third paper by da Silvaet al. presents the
NetScript system, which takes a dataflow approach to the con-
struction of new services. The authors discuss their experiences
using the NetScript programming language and demonstrate the

utility of their system by dynamically extending an IP router to
support value-added firewall protection services.

Another key question about active and programmable
network technology is how service providers can make money
from it. Two papers consider the utility of active networks from
an economic standpoint. “Active Routing,” by Maxemchuk
and Low, considers the benefits of enabling network users to
customize routing through capsules that carry routing policies
as well as data. “Carrier-Scale Programmable Networks,”
by Safaeiet al., considers the advantages of offering a more
general form of computation in the network. Both papers
highlight assumptions under which active and programmable
networking can be profitable for service providers.

The Guest Editors would like to thank all of the authors
who submitted papers to this special issue on active and pro-
grammable networks and the reviewers for their time, energy,
and comments. It has been a great pleasure to put together this
issue and we hope you enjoy it.
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