
tended receivers. Traffic consists of new keying material
which needs to be distributed to the participants Key Man-
agers. Transmissions over this channel have to be received by
every participant, which can be achieved by (1) implement-
ing components of any reliable multicast mechanism (such as
those discussed in [FJM 95, PSB 95, PTK94]), as was done
in our experimental realisation of the system, or (2) perform-
ing retransmits on a regular basis with a limited history of key
changes, resulting in a soft state approach. If for any reason
a receiver should be unable to receive a packet in reasonable
time, the fallback solution is to contact the Group Manager
again.
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Figure 2: Group collaboration scenario

Often, there is more than one sender, and senders and receivers
cannot be distinguished. Also, any receiver is free to send data
encrypted or authenticated using the current TEK, and in a group
collaboration environment every member of the group holds both
roles at the same time, resulting in a situation as shown in Figure 2.
This is a transformation of Figure 1 where sender and recipient
were integrated, and the Group Manager has been isolated. All
of the schemes also work in that scenario, and the distributed key
management scheme even is very well suited for it. If senders and
receivers are treated equally, they will be referred to using the term
participant.

Should a unique, unmistakable, and unfakeable identification
of the sender be required, as opposed to the identification as an
admitted group member, it is necessary for the sender to asym-
metrically authenticate each data packet. For many applications,
immediate recognition of outsiders injecting traffic is crucial, but
it is acceptable to detect sender impersonation by already admitted
group members within a certain pre-defined time limit after the fact
has occured. For these applications, it is possible to have the mes-
sages authenticated symmetrically (using a MAC) and amortize the
costly asymmetric operation over several packets. To achieve this,
the sender retains MAC values of all packets sent. In regular time
intervals, it distributes the collected list of MAC values together
with a single asymmetric signature over these MACs to the recipi-
ents. Thus, the authenticity of all the data packets sent out can be
verified by the recipients with a single asymmetric operation, even
if they did not get all of the original packets1.

This procedure also can be used by the group manager to
uniquely authenticate the source of keying material to the group
members.

3.1.2 Basic Operations on the Group

To transmit the Traffic Encryption Key (TEK) secretly, a number of
Key Encryption Keys (KEKs) are used to encrypt the control traffic
containing the TEK. To distinguish the keys, each key consists of

1This is discussed in more detail in Chapter 5 of [Car98], with application to
WaveVideo[DFP97].

a reference tuple containing a unique ID, a version, a revision, and
the keying material proper. The key to be used to decrypt a message
(or part of it) is always referred to by an (ID, version, revision)
tuple. The usage of independent version and revision fields allows
zero-message joining and is explained below in the leave and join
descriptions, respectively.

The abovementioned components and keys will be involved in
different activities:

Group Creation The Group Manager is configured with group
and access control information. Additionally, the group pa-
rameters are published using a directory service.

Single Join The new participant’s Key Manager sends its request
to the Group Manager, which checks whether this participant
is allowed to join. If yes, the Group Manager assigns a unique
ID to him, and selects a series of KEKs which will be trans-
mitted to the newcomer. The selection of KEKs will be dis-
cussed separately for each key management scheme.

The Group Manager now increases the revision of all keys
(TEK and KEKs) to be transmitted to the participant by pass-
ing the keying material through a one-way function (e.g. a
cryptographically secure hash), then sends the keys out to the
new participant. It also informs the sender(s) to update their
revision and TEK. The other participants will notice the re-
vision change from the key reference tuple in ordinary data
packets, and also pass their TEK through the one-way func-
tion. Since the function is not reversible, the newcomer has
no way to determine the key that was used beforehand.

Single Leave There are three ways to leave a group, namely
“Silent Leave”, “Voluntary Leave” and “Forced Leave”. Only
the third kind is of interest here as the first two do not require
any action from the group manager. If the Admission Control
feels a need to forcibly exclude a participant, a leave message
is to be sent out. Also, participants may ask the Admission
Control to exclude a member. It is up to the admission policy
how to deal with such requests.

To exclude a member, all keys known to it need to be replaced
with entirely new keying material. To make all remaining
participants aware of this change, the key’s version number is
increased. The Group Manager sends out a message with new
keying material which can be decrypted by all the remaining
participants’ Key Managers, but not the member which just
left.

Multiple Join, Multiple Leave, Group Merge, Group Split
These functions have a number of dependencies on the
chosen scheme, and enhance usability of the presented
archtectures. Due to space constraints, see [CWSP98] for a
description.

Group Destruction The Group Manager notifies all remaining
participants of the destruction, closes all network connec-
tions, destroys all keying material and frees all memory. As
soon as all parties have thrown away their keying material,
perfect forward secrecy covering all traffic against third party
opponents is guaranteed.

3.2 Centralized, Tree-Based Key Management

Tightest control over the individual participants can be achieved
by this centralized approach, which is thus suitable for applications
with high security demands. It is very easy to implement and main-
tain, and poses very little load on the network and the receivers. All
keying material is managed centrally by the Group Manager, where
all joining participants have to register. To store the keying mate-


