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ABSTRACT

After an imageis printed-and-scanned, it isusually
filtered, rotated, scaled, cropped, contrast-and-
luminance adjusted, as well as distorted by noises.
This paper presents models for the print-and-scan
process, considering both pixel value distortion and
geometric distortion. We show properties of the
discretized, rescanned image in both the spatial and
frequency domains, then further analyze the changes
in the Discrete Fourier Transform (DFT) coefficients.
Based on these properties, we show several techniques
for extracting invariants from the original and
rescanned image, with potential applications in image
watermarking and authentication. Preliminary
experiments show the validity of the proposed model
and therobustness of theinvariants.

KEYWORDS: Printing, Scanning, Rotation, Scaling,
Cropping, Watermarking

1 Introduction

Today the print-and-scan (PS) process is commonly
used for image reproduction and distribution. It is popular
to transform images between the electronic digital format
and the printed format. The rescanned image may ook
similar to the original, but may have been distorted during
the process. For some image security applications, such as
watermarking for copyright protection, users should be
able to detect the embedded watermark even if it is
printed-and-scanned. In image authentication cases, the
rescanned image may be considered as authentic, because
itisareproduction of the original.

Little work has been done to understand the changes
that digital images undergo after the PS process. Most
work discusses individual models of printing or scanning.
In this paper, we begin with the characteristics of the PS
process. Then, in Section 3, we propose a model that can
be used to analyze the distortion of a discretized digital
image after the PS process in the spatial and frequency
domain. Then, we will analyze the variations of DFT
coefficients, leading to important properties for extracting
invariants. In Section 4, we discuss several methods that

can be used to extract invariants of the PS process. Some
experimental results, including an analysis of the feature
vector proposed in [5], are shown in Section 5. In Section
6, we make a summary and discuss some future work.

2 Properties of the print-and-scan process

Distortion occurs in both the pixel values and the
geometric boundary of the rescanned image. The
distortion of pixel valuesis caused by (1) the luminance,
contrast, gamma correction and chromnance variations,
and (2) the blurring of adjacent pixels. These are typical
effects of the printer and scanner, and while they are
perceptible to the human eye, they affect the visual
quality of arescanned image.

Distortion of the geometric boundary in the PS
process is caused by rotation, scaling, and cropping
(RSC). Although it does not introduce significant effects
on the visua quality, it may introduce considerable
changes at the signal level, especially on the DFT
coefficients of the rescanned image.

It should be noted that, in general image editing
processes, geometric distortion cannot be adequately
modeled by the well-known rotation, scaling, and
translation (RST) effects, because of the design of today’s
Graphic User Interface (GUI) for the scanning process.
From Figure 1, we can see that users can arbitrarily select
a range for the scanned image. We use “cropping” to
describe this operation, because the rescanned images are
cropped from an area in the preview window, including
the printed image and background. The RST model,
which has been widely used in pattern recognition, is
usually used to model the geometric distortion on the
image of an observed object. In those cases, the meaning
of RST is based on a fixed window size, which is usually
pre-determined by the system. However, in the PS
process, the scanned image may cover part of the original
picture and/or part of the background, and may have an
arbitrarily cropped size. These changes, especially that of
image size, will introduce significant changes of the DFT
coefficients. Therefore, instead of RST, a RSC model is
more appropriate  represent the PS process. We will
discuss thisin more detail in Section 3.



International Symposium on Multimedia Information Processing (I1SMIP 99), Taipei, Taiwan, Dec. 1999

L el e

Zranrer Tew  Prebanoeer  Baly

lemgs T (534 )
T sumormes 1 Color Conacsion

S
i--dil---ﬂ E | j-ﬂ'l u
T
e ——

Figure 1: Typical control windows of scanning processes. Users
have the freedom to control scanning parameters, as well as can

arbitrarily crop the scanned image. [source: Microtek ScanWizard]

3 Modeling of the print-and-scan process

In this section, we first propose a hypothetical model
of the pixel value distortions. To our knowledge, there is
no existing appropriate model in the literature to describe
the pixel value distortions in PS process. Therefore, we
propose the following hypothetical model based on our
experiments and [1][2]. Although more experiments are
needed to verify its validity, we have found this model is
appropriate in our experiments using different printers
and scanners, as it shows several characteristics of
rescanned images. In Section 3.2, we anayze the
geometric distortion in the PS process, and then focus on
the changes of DFT coefficients for invariants extraction.
These models can be applied to general geometric
distortions, although a special case (the PS process) is
considered here.

3.1 Pixel valuedistortion

We are interested in modeling the variation of
luminance values of color pixels before and after the PS
process, because we only use luminance as the main place
for embedding information (eg. watermarking) or
extracting features in our system. Readers who are
interested in color variation can find extensive references
in [3]. Our focus is on the popular consumer PS devices
such as color inkjet printers and flatbed scanners.

Consumer printers are based on halftoning, which
exploits the spatial lowpass characteristics of the human
visual system. Color halftone images utilize a large
number of small colored dots. Varying the relative
positions and areas of the dots produces different colors
and luminance values. The lowpass property is usualy
shown in the spread function of the scanner.

Discrete images are converted to continuous images
after printing. In the continuous physical domain, assume

we have a virtua finite support image, X, which is
reconstructed from the original discrete image, X,
LT -53 )
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where Ty; and Ty, are the inverse of DPI (dots per inch)
vaues in the t; and t, directions, and T; and T, are the
range of support of the image. Then, the printed image
will be a dithered version of x with additional noises.
Combining with scanning process, we assume the pixel
value distortion in the PS process can be modeled as

X (1) =KIXEL) (L E) +(XG ) L) N PsL.L,) ()

where X'(t1,t;) is the output discrete image, K is the
responsivity of the detector, and s(t1,tp) is the sampling
function. There are two components inside the bracket.
Thefirst term models the system point spread function,

t(t,t) =t (t,t,)*t (t,t,) €)

where tp(t1,t2) is the point spread function of printer, and
ts(t,ty) is the detector and optical point spread function of
scanner. In the second term, t,is a high-pass filter, which
is used to represent the higher noise variance near the
edges, and N; is a white Gaussian random noise. The
noise power is stronger in the moving direction of the
carriage in scanner, because the stepped motion jitter
introduces random sub-pixel drift. Thisindicates that t;is
not symmetric in both directions

In Eq. (2), the responsivity function, K, satisfies this
equation,

K() =a(x- b,)* +b, +N,(¥) @

which includes the combined AC, DC and gamma
adjustments in the printer and scanner. N, represents that
power of noises is a function of pixel value. It includes
thermal noises and dark current noises. The variance of N,
is usually larger on dark pixels, because sensors are less
sensitiveto their low reflectivity.

From this model, we can analyze the low-pass filtering
properties on the Fourier coefficients and describe the
high noise variances in the high band coefficients. Some
tests of itsvalidity are shown in Section 5.

3.2 Geometric distortion

In general, the scanning process follows a customary
procedure. First, a user places a picture (or the printed
original image) on the flatbed of the scanner. If the
picture is not well placed, this step may introduce a small
orientation, or a rotation of 90°, 180° or 270° on the
scanned image with a small orientation'. Then, the
scanner scans the whole flatbed to get a low-resolution
preview of the image. After this process, the user selectsa
cropping window to decide an appropriate range of the
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Figure 2 Genera geometric distortion of images: (a) origind,
(b) rotation and cropping with background and the whole image,
(c) rotation and cropping with background and part of theimage,
(d) rotation and cropping with part of the image, (€) scaling, (f)
cropping without background, (g) cropping with background,
(h) scaling and cropping, and (i) rotation, scaling, and cropping.

picture. Usualy, it includes only a part of the origina

image, or the whole picture with additional background
(a.k.a. zero padding). The scanner then scans the picture
again with a higher resolution to get a scanned image. The
size of this image is usually different from the original,

because the resolution in the scanner and the printer may
be different. The final scanned discrete image is obtained
by sampling the RSC version of the printing-distorted
image with additional scanning noise.

Images are discretized at both ends of the PS process,
while they are continuous in the intermediate stages of a
printout. We should notice tha images are first

¥ In our tests, the small orientation isnot common, because
pictures or documents are usually placed in the corner of
the flatbed. Even if they are not well placed, the rotation

angleis generally within asmall angle, e.g., £3.

reconstructed to be continuous, then manipulated, and
sampled again. Therefore, a continuous-domain definition
of geometric distortions will be more appropriate.
Examples of the images after genera geometric
distortions are shown in Figure 2.

In this section, we propose a general model, including
multi-stage RSC in the continuous spatial domain, and
discuss how to simplify it. We also show the change of
Fourier coefficients after RSC. Since DFT is usually used
for frequency-domain analysis of discrete images, we will
discuss the impact of RSC in the DFT domain, and then
show how to choose an appropriate method to calculate
DFT coefficients for invariants extraction.

3.21 Continuous-domain models for geometric
distortion and the definition of RSC

Considering a general case of the geometric distortion
introduced by multiple stages of rotation, scaling, and
cropping, the distorted image can be represented as

Xc=GX (5)

where G is the geometric distortion operator. For
instance, G may equal to RRSCSRCSRSSC..., where R,
S and C, are the operators of rotation, scaling and
cropping, respectively.

We first show the individual effect of RSC. If the
image is rotated by q counter-clockwisely, i.e., Xxg = R X,
then

Xg (t;,t,) = X(t, cosq- t,sinq,t,; snq+t, cosq)-%®  (6)
X(f,coxq- f,snq, f,snq+ f,coxq) = X (fy, f,)

where Xisthe Fourier transform of x.

If the original image is scaled by | ;in the t;-axis and
I sinthet-axis, i.e, Xg=Sx, then

Xs(tt) =X D) ~Fa® X (1 fl ,f,) = X(f, f,) ()

We define cropping as the process that crops the
image in a selected area (which may include part of
background) at GUI window. Cropping introduces three
effects on the image: (1) translation of the origin point of
the image (2) change of the support of image, and (3)
information loss in the discarded area. They can be
considered as a combination of translation and masking. It
is well known that translation introduces only phase shift
in the frequency domain. Masking includes the second
and the third effects. In the continuous domain, the effect
of changing support is not evident, because Fourier
transform uses an infinite support, and ignores it.
However, in the discrete domain, changing the support of
image will change the image size. This results in
significant effects on DFT coefficients. We will further
discussit in Section 3.2.2.
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Operationsin the continuousimage
domain
Scaling Cropping Rotation
Change of Scaling Phase shift + [Rotation
Fourier (Information
coefficients loss)

Table 1: Change of Fourier coefficientsafter operationsin
the continuous spatial domain.

Changes of Fourier coefficients introduced by
information loss can be considered in two ways. First, the
cropped image could be a multiplication of the original
image with a masking window, which introduces blurring
(with the sinc function) in the Fourier domain. The other
method is to consider the cropped image, x., as a

subtraction of the discarded area, x-, from the original
image, x. Then, this equation,

| X (fy £) [FI Xy, £L) - X (F ) )

represents the cropping effect in the continuous Fourier
domain. We find that the second method is a better way to
describe the cropping effect.

From Egs. (6)~(8), we can see that rotation and/or
scaling in the spatial domain results in rotation and/or
scaling in the frequency domain, respectively, while
cropping introduces phase shift and/or information |oss.
These are shown in Table 1.

Geometric distortion of RSC can also be represented
by using coordinate mapping and masking. For instance, a
geometric distortion of single rotation, scaling and
cropping, sequentially, can be described by
é'u_d, Olgcoy snayu ébu  (9)
&t &0 I.t& sna cosalie.ti 8o,
and
x =X GEIM (10)
10, dsawhere
M is a masking function and X" is the image after

coordinate mapping. Egs. (9) and (10) show that RSC can
be considered as RST + masking.

How to simplify Eq.(5)? One solution is to reduce
multiple RSC operations to a combination of single
rotation, scaling, and cropping. First, adjacent similar
operations, e.g., RRR, can be represented by a single
operation. Second, from Eq. (9), we can easily verify that
RC, SC are al inter-changeable. In other words, a
rotation operation after cropping can be substituted by a
(different) cropping operation after rotation. We notice
that RS is not inter-changeable unless the scaling factors
in t; and t, dimensions are the same. Therefore, only in
the case that images are scaled with the same aspect ratio

Figure 3: Four common methods to calculate DFT coefficients.
The length and width of DFT window are: (a) the image size,
(b) afixed large rectangle, (c) the smallest rectangle with radix-
2 width and height, (d) the smallest square including the whole

image.
can Eq. (5) be simplified. Or, Eq.(5) can also be
simplified, if rotation is not allowed.

If we only focus on a simple print-and-scan process,
then the geometric distortion of theimageis a special case
of Eq. (5). The manipulations are in the order of rotation,
scaling, and cropping. We notice that, without deliberate
adjustment, the scaling factor in this processis usually the
same in both directions. Therefore, the geometric
distortion of PS process in the continuous domain can be
described by Eq. (9) with the | ; = | ,. In the continuous
Fourier domain, the changes are a combination of Egs.
(6)~(8). Unlike scaling, cropping usualy results in a
different image size that does not keep the aspect ratio of
theoriginal.

3.2.2 Discrete-domain modelsfor geometric distortion

We first define the georetric distortions in the
discrete domain. The discretized image is sampled from
distorted continuous image, Xg. As we have mentioned,
geometric distortion is better described in the continuous
domain. Therefore, when we refer to a rotated discrete
image, that means the image is converted to the
continuous domain, then rotated, and sampled again using
the original sampling rate. In practice, discrete images
may not be really converted to the continuous domain, but
it is possible to use interpolation to approximate this
operation. The same definition applies to scaling and
cropping. It should be noted that, because using a fixed
sampling rate on the scaled continuous image is the same
as using a different sampling rate on the original image,
“change of sampling rate” and “scaling” indicate the same
operation in the discrete-domain models.

It is well known that, in practical implementation,
DFT coefficients can be obtained by using radix-2 FFT
with zero padding. Some other fast methods of calculating



International Symposium on Multimedia Information Processing (I1SMIP 99), Taipei, Taiwan, Dec. 1999

Sampling| DFT
coefficients

Figure 4: DFT coefficients are obtained from the repeated image.

DFT without using radix-2 FFT are also available. For
example, Matlab calculates DFT coefficients by using the
original size without zero padding. One of the two
methods is usually used for calculating 2D DFT of the
sampled image. They are shown in Figures 3(a) and 3(c).
Figures 3(b) and 3(d) show some alternatives mentioned
in the literature. All of these methods can be used to
obtain DFT coefficients. However, different calculation
methods introduce different responses to the coefficients
after geometric  distortion.  Unfortunately, this
phenomenon is usualy overlooked. In the following
paragraphs, we will show some general properties of DFT
coefficients, and then analyze them.

- General propertiesof DFT coefficients

We first show the relationships between continuous
Fourier coefficients and DFT. Once a continuous image is
discretized, its Fourier coefficients become periodic (and
are continuous). They are called the Discrete-Time
Fourier Transform (DTFT) coefficients. For images,
because their support is finite, we can periodically repeat
it in the spatial domain. This will discretizes DTFT
coefficients, and gets DFT coefficients. In other words,
DFT coefficients are sampled from the Fourier spectrum
of the repeated discrete image (see Figure 4).
Alternatively, if we first consider the periodicity of an
image and then consider its discrete property, DFT
coefficients will be the same as Fourier Series (FS)
coefficients, with additional noise introduced by aliasing
effect.

Figure 5 shows how DFT coefficients change with
different spatial sampling rate and different DFT size.
Figure 5(a) is a continuous 1D signa and its
corresponding Fourier coefficients. This signal is then
discretized. The DFT coefficients (DFT window size Top)
of the discretized signal are the samples in the frequency
domain. Figure 5(b) shows that the frequency sampling
interval (fo=1/T) is determined by the repetition period
(To), i.e., the size of DFT. It is obvious that DFT size
plays an important role in the final coefficients. For
example, onsider the case when the DFT size keeps a
fixed ratio to the signal/image size. Then, in Figure 5(c),
if the signal is up sampled (or scaled) by 2, we can see
that the sampling position of the DFT coefficients in
Figure 5(b) and 5(c) are the same, with only difference in
the aliasing effect. This is different from the continuous
case, where scaling in the continuous domain results in
scaling in the continuous Fourier domain. Figure 5(d)

shows the effect of zero padding. The more we pad zeroes
outside the i mage, the smaller the sampling interval in the
frequency domain will be. Using these properties, we can
model the change of DFT coefficients, which are
calculated from the four casesin Figure 3, after geometric
distortion.

Casel: DFT sizeequalstheimage size

In the first case, if the image is scaled, then the FS
coefficients of the repeated original continuous image,
X , and the scaled image, X should be the same at the

sameindices. That is,

Kol l= X (@) = XG50 @y
= X (3, %) = X[n;,n, ]
where T, Ts, are the sizes of the scaled image, and Ty, T,
are sizes of the original image. Adding the concern of
discretization in the spatial domain, we can get the DFT
coefficientsin the scaled case, X, as

)A(s[nl’nz] = >2[ n].’ n2] + leing (12)

where X isthe DFT of original image. Eq. (12) indicates
that, after scaling, the DFT coefficients at each indices are
still the same as the original with only (sampling) aliasing
noises. We can see this property from Figure 5(c). It
should be noted that )25] X or )“(SE X , because the

numbers of sampling points are difference in these two
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Figure 5: The relationship of DFT coefficients and Fourier
coefficients: (8) the origina continuous signal, (b) the
discreized signal (c) the up-sampled signal (or enlarged signal
in a2-D image), and (d) the zero-padded signal.
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images. In Eq. (12), the power of sampling noises is
larger, if theimage is down-sampled.

In this case, the size of the cropped image will be the
DFT size. If we assume this size to be a;T; x a,;T», then
the DFT coefficients after scaling and cropping are,

| X B X 2 +Ngdnn]| - 13
where

Ng [n,,n,]=- Xe[;—i,;—;] + N grging. (14)

In Eq. (13), if the cropped area include the entire original
image, i.e.,, a;, a, >= 1, then the effect of the discarded
area can be ignored. If the cropping ratios are too small,
then the power loss in the discarded area may not be just
ignored as noises. The reliable minimum thresholds that
can be considered as noises depend on the system design
and specific images. In Eq. (14), strictly speaking, thereis
no definitionin X at the non-integer positions. But, since
X ae samples of X, we can  set
X[, D2]= X (&, -t2) directly from the original

a1 ’a: aiTy ' azTe

Fourier coefficients. In practical applications, these values
are generally obtained from interpolation.

In cases where DFT size equalsimage size, rotation in
the spatial domain results in the same rotation in the
frequency domain.

Several properties of the change of DFT coefficients
after geometric distortions are listed in Table 2. In the
other three cases, these properties can be readily verified
by similar methods in the first case. Thus, we will only
discuss them later.

Casell: DFT sizeisafixed largerectangle

When calculating DFT, if the number of DCT
coefficients is fixed, then the properties of RSC
operations are the same in the DFT domain and the
continuous Fourier domain. We can see it by comparing
Table | and Table Il. In this case, previous discussions of
the continuous cases are all valid in the DFT domain.
However, this method is not practical becauseit requires a
very large fixed-size DFT window for al images.

In cases where DFT sizeis afixed large rectangle, Eq.
(13) and (14) are still applicable, but a; and a, should be
replaced by | ; and| ».

Caselll: DFT sizeisthe smallest rectangle with radix
2 width and height

The third case in Figure 3(c) is widely used, but it
introduces an unpredictable scaling effect, if image sizes
change across the boundary of two radix-2 values, €g.,
sizes changed from 127x127 to 129x129). This
unpredictable property makes the invariant extraction
process more difficult in practical applications. In this

Operationsin the discrete image
domain
DFT Size Scaling Cropping Rotation
Casel Almost no [Scaling + Rotation
effect* Phase shift +
(Information
loss)
Casell Scaling Phase shift + [Rotation
(Information
loss)
Caselll Scaling Phase shift + [Rotation
(Information
loss) +
(Scaling)
CaselV Scaling in one|Scaling + Rotation
dimension and| Phase shift +
no effect* in [(Information
the other loss)
dimension

*: No changes on sampling positions but may introduce different
aliasing effect. See Eq. (12).

Table 2: Change of DFT coefficients after operationsin the
discrete spatial domain.

case, a; and a; in Eq. (13) and (14) should be replaced by
other more complicated values that are functions of image
sizes, scaling factors, and cropping factors.

Case |V: DFT sizeisthe smallest square including the
wholeimage

In this case, since cropping and scaling may also
introduce unpredictable scaling effects in the DFT
coefficients, similar problems occur asin Casellll.

- Rotation

The DFT coefficients of the rotated image have two
important properties: the ‘cross effect and the Cartesian
sampling points. In Figure 6, we can see that the spectrum
of the original image holds a strong cross, which is caused
by the discontinuity of pixel values after the image is
repeated as in Figure 4. After rotation, if the image
includes the whole original and additional background,
then this ‘cross’ will also rotate with the image. However,
if the rotated image is cropped as in Figure 6, then this
cross will not be rotated, while other coefficients are
rotated. In other words, the shape of the support of image
decides the angle of ‘cross. We found that this
phenomenon becomes less noticeable, if images are
subtracted by their mean values before calculating DFT
coefficients. Observing from Figure 5(b) and 5(d), we can
see the spectrum of a cropping mask The larger the
distance of repetition period and the support of mask, the
larger the magnitudes of the sidelobe pulses would be.
Since these pulses convolve with all the DFT coefficients
in the frequency domain, large DFT coefficients domain
the values aong the angle of the mask. In
implementation, we have to notice this effect, and in
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After Rotation and
Cropping

Original After
Image Rotation

(b) (@
Figure 6: The spectrum of rotated-zero-padded image and
rotated-cropped image

acknowledge that some DFT values may be affected near
the angle of mask.

DFT coefficients of a discrete rotated image are
sampled from the Cartesian grid points of the rotated
original continuous spectrum. Therefore, they are not the
rotated original DFT coefficients. Two methods can be
used to solve this problem in practical cases. The first is
to calculate DTFT coefficients at the rotated grid point
positions. They are exactly the same sampling pointsasin
the original. However, these calculations are time-
consuming. The other method is to interpolate from the
DFT coefficients. This method can take advantage of
FFT, and can get reasonable results in experiments. To
improve the accuracy, zero-padding may be applied to the
image to conduct interpolation from denser frequency
samples. In implementation, we chose to interpolate
coefficients from the magnitudes of DFT coefficients,
because phase shifting (introduced by translation) could
have significantly changed the complex coefficients.

4 Extracting invariants in the print-and-scan
process

- Using scaled imagesfor the DFT-domain analysis

Using DFT as a frequency analysis tool, we can
manipulate images a priori to make their DFT
coefficients more predictable after geometric distortions.
Here are two examples. We scale images uniformly or
non-uniformly to a standard size (e.g., 256x256), and then
apply radix-2 FFT. (In the uniform scaling cases, we may
need to pad zeros outside the scaled image.) From Eq.
(12), we know that scaling introduces almost no efect on
the DFT coefficients, if images are not extensively down-
sampled.

As we discussed in Section 3.2.1, uniform scaling can
be combined with the original single RSC in the PS
process, and it still results in single RSC. Therefore, if
both original and distorted images are uniformly scaled to
a fixed size before calculating DFT, their DFT
coefficients should demonstrate the same properties

logri

Original Image

Rotated Image
Figure 7: Log-polar map of DFT coefficients. RSC introduces
simple shift on this map.
shown in the continuous Fourier domain. Therefore, we
can conclude that the DFT coefficients obtained by this
method only suffer single rotation, scaling, phase shift,
and noises in the PS process. (Here, scaling and phase
shifting in the DFT domain are introduced by cropping in
the spatial domain, and noises are introduced by scaling
and cropping in the spatial dormain.)

An aternative method is to non-uniformly scale
images to a standard size before calculating DFT. In some
applications other than the PS process, such as operations
in general image editing software, images may be cropped
and scaled with an arbitrary aspect ratio but may not be
rotated. This method can be applied to these applications.
Examples can befoundin[4].

- Using log-polar or log-log map of DFT coefficientsto
extract invariants

It is well known that the log-polar map of Fourier
magnitudes (a.k.a. the Fourier-Mellin  Transform)
possesses simple shifting properties, if images are rotated,
translated and uniformly scaled. That is

| Xer (l0gr,0) Fl X(logr +logl ,q+q) | (15)

where every coordinate point (fy, %) is represented by
(rcosg rxsing). Eq.(15) can be easily verified from Eq.(6)
and (7). Aswe know, the DFT coefficients of a uniformly
scaled image have similar properties as in the continuous
Fourier coefficients. Therefore, Eq. (15) will be satisfied
in the discrete DFT domain. We can use interpolation to
obtain the coefficients at log-polar coordinate points.
Examples of the log-polar maps of Figures 6(a) and 6(b)
areshownin Figure7.

Since the log-polar map of the rescanned image is a
translated version of the origina (with noises), it is
natural to expect that the 2D DFT magnitudes of this map
should be invariant. Therefore, any function of them is
expected to be invariant, and served as a feature vector.
However, in practical cases, the noises introduced by
scanning and cropping are too large to ignore. Also, in the
discrete image cases, the invariant-magnitude property of
Eq.(15) is valid only if images are cyclicaly shifted
(because DFT is calculated from the repeated image, see
Figure 4). This cyclic shift only happens at the axis of q
but not at the axis of logr. Therefore, DFT magnitudes of
this map usually do not possess a sufficient invariance.
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An aternative method for generating feature vector
has been developed in [5], and is summarized as follows.
Thebasicideaisto project all log-polar coefficients along
each angle, so that we can obtain a 1D signal that is
invariant in the PS process except the cyclic shift
introduced by rotation. The feature extraction process is
shown in Figure 8. Images are first scaled to a standard
size (eg., 256x256), then zero-padded to double the size
(e.g., 512x512). We can get the magnitudes of log-polar
coefficients (a.k.a. Fourier-Mellin coefficients: Fm) from
DFT coefficients. The purpose of these steps is to get
more accurate [Fm|. The nex step is to sum up the log
values of Fm| along each angle from r to f, which
includes mid-band coefficients. Log values of Fm| are
taken so that the summation will not be dominated by
principal values, and the utilization of mid-band
coefficients is for watermarking. This signal is then
divided to two parts, and each value is summed up with
the value at its orthogonal direction. There are two
reasons. First, the resulted signal will be invariant if the
rescanned image is rotated by 90°, 180°, or 270°. Second,
its distribution will be more like white Gaussian, which is
important to embedding watermark. The final feature
vector isthe AC component of this signal, which excludes
the coefficients near the angle of the axes. This feature
vector is very robust. We show some experimental results
in Section 5. As mentioned above, rotation introduces
cyclic shift to this feature vector. Therefore, in practical
PS process, tests should base on shifting the original
feature vector within arange, (eg. £ 5°).

In addition to the method in [5], some other methods
may be applied to extract invariants. The 1D DFT
magnitude of the previous feature vector is an example,
which is rotation invariant but less robust. Another
example isto use a similar step, but sum up values along
each r or log r. The resulted feature vector will be
invariant to non-uniform scaling, rotation, and cropping to
the scaled size. As we mentioned, in some cases, non-
uniformly scaling and cropping is a more demanding
process. We can use the log-log map instead of the log-
polar map, because it only suffers simple shifting
properties after general scaling and cropping [4].

5 Experiments

- Pixel value Distortion

We tested our models using the EPSON Stylus EX
Inkjet printer and the HP Scanjet 4C scanner, both
common commercial products. Five different images are
tested, and they showed similar results. Here is an
example. A color image of 384x256 was printed on the
inkjet paper, with the physical size of 5.32"x3.54". Then
it was scanned with 75 dpi [size: 402x266]. To isolate the
inference of pixel value distortion, we crop, scale, and
estimate its sub-pixel translation to register this image to
the original. Experimental results are shown in Figures

Image is scaled to a standard size, and
zero-padded to double its size

v

Calculate the magﬁitud% of Fourier-
Mellin coefficients, [Fm|, from DFT

v

Summation of the log of the Fourier-
Mellin magnitudes along each angle

Iooqru
9,@)= a log|Fm|

log =logr

v

Combine the values in orthogonal directions
92(9) = go(A) + go(O+90°)

v

Subtract g(g) by its global mean
9(a = 919 - g,(q)

v

The Feature Vector
fv=9(d,g=9~q

Figure 8: Extract invariants from log-polar map of DCT coefficients.

9(c)~(e). We can see that the noises in the rescanned
image are not like additive Gaussian noises. Instead, they
depend on pixel values and the spatial distribution of
pixels. In Figure 9(c), we show the mapping of the pixel
values from the origina image and the registered
rescanned image. We can see that K. (4) can suitably
model the distribution of mapping function. We use
optimum estimation methods to estimate @, g by, bk),
which are (8.3, 0.6, 35, 20). The M SE of estimation noise
is 73.58. At Figure 9(d), we show the difference between
the original pixels and the gamma-corrected pixel values
of the rescanned image. We can see that noises are larger
in the edges and the dark areas. The former satisfiesN; in
Eq.(2), and the latter shows N, in Eq.(4). In Figure 9(e),
we show the difference of the frequency spectrum of
original image and gamma-corrected image. We can
clearly seethe lowpass filtering and high frequency noises
in the spectrum.

The above experiment shows the effectiveness of our
model of Eq.(2)~(4). In the practical applications,
however, if the original image is not available for
registration, then we can not estimate the gamma
corrected model. In that case, we can use a linear model,
i.e, =1, in Eq.(4). In Figure 9(c), we can see the result of
alinear model, which uses linear regression. The MSE of
this model is 124.08. We can see that noises are larger
when pixels are very bright or very dark. Noise
distribution in the spatial domain is similar to Figure 9(d),
but with larger variances in the bright areas Distribution
of noises in the fequency domain is similar to Figure
9(e).
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Figure 9: Pixel value distortion of rescanned image. (a) origina
image [384x256], (b) rescanned image [402x266], (C)
corresponding pixel mapping and modeling, (d) noise in the spatial
domain after gamma correction, (€) noise in the frequency domain
after gamma correction.

We also tested our models by scanning a photo 10
times, and comparing differences. The noise distribution
satisfied Np in EqQ. (2) of our model. Furthermore, we
tested some of the cheapest consumer inkjet printers and
scanners (which cannot print or scan images higher than
300 dpi), and found their quality is so bad that individual
color halftone dots look very distinct in the rescanned
image. In these cases, the rescanned images have to be
further blurred by users to obtain merely acceptable
images. Our hypothetical models are found sustainable
with alowpass filter of very low cutoff frequency.

- Geometric Distortion

We use the famous Lenna image [512x512] as an
example to show the properties of the described feature
vector. The experimental results are shown in Figure 10.
Correlation coefficients, r, of the feature vector extracted
from the original image and the distorted image are used
to measure the invariance. In our experience, if r>0.6,
then the extracted feature vector will be invariant enough
to be applied to public watermarking. It should be noted
that no information from the original image is needed for
the feature vectors of rescanned image. In these
experiments, (r, ry, q, q,) = (34, 100, 8°, 81°).

In Fig. 10(a), we show that the extracted feature vector
is very robust to scaling. Testing is based on different

scaling factors, |, from 0.1 to 2.0. We found that r >0.98

for all | >0.25. In other words, the feature vector extracted
from a scaled image which is larger than 128x128 is
amost the same as the original. Only if | <0.12, i.e., 0.014
of the original area, then the correlation coefficient, r,
becomes smaller than 0.6.

In Fig. 10(b), we test its robustness against JPEG
compression. The testing results are so good that r >0.988
for al quality factors >30, and r >0.947 for al quality
factors >10.

In Fig. 10(c), the cropped area only includes part of
the original and no background @k.a. strict cropping).
Wetested three ways: uniform, non-uniform, and one-side
cropping. Uniform cropping means that the cropping
ratios at both axes are the same. We choose cropping
factors a;=a,=0.6~1, and show the result by the ratio of
cropped area, i.e,a; ap. Non-uniform cropping uses
different cropping ratios at axes. Their cropping factors
are randomly chosen between 0.6~1. The one-side
cropping method sets a,=1, and a; from 0.6~1. These
methods result in different image shapes, which affect the
feature extraction process. For instance, the largest size,
i.e, max(width, height), of the distorted image after one-
side cropping remains the same as the original. Because
images are uniformly scaled to a standard size (256x256)
in the feature extraction process, the distorted image will
be a subset of the origina image. Therefore, only
information loss results in the change of DFT coefficients.
We can see that information loss is still acceptable if the
ratio of cropped area> 0.6. The other two cases introduce
scaling in the DFT coefficients, in addition to the
information loss. We see that their correlation coefficients
are smaller. But, no matter which method is used, a ratio
of cropping area> 0.6 is usually acceptable.

In Figure 10(d), we show the test results of general
cropping including background. We can see that r <0.6 if
theratio of cropped area > 2.5. Distortions come from the
scaling of DFT coefficients in the extraction process.
Although it only introduces shifting in the log-polar map
of the DFT coefficients, the loss of coefficients shifted
outside the calculated range is too large to ignore.
Experimental results are not good in this case. However,
this kind of cropping is not common, and we can always
crop the image again to obtain a better feature vector.

Figure 10(e) shows the experimental results of
rotation. Images are rotated within + 3°, and then cropped
to the original size. Because the extracted feature vector
suffers cyclic shift, tests are based on the largest
r calculated by shifting the original feature vector in a
range of £ 5° All r values are all acceptable in these
cases. To compare the extracted feature vector, we show
the results of another method that uses the DFT
magnitudes of the feature vector. This method does not
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Figure 10: Test of robustness of the extracted feature vector: (8) scaling, (b) JPEG compression, (c) cropping without background (strict cropping), (d)
cropping with background (general cropping), (e) rotation with general cropping, and (f) rotation, strict cropping, scaling (1 =1, = 0.4), and JPEG
compression (gf = 75) or brightness (bx=10) & contrast adjustment (a=1.2) (g) RSC, pixel distortion model (a, g bx, bk)=(8.3, 0.6, 35, 20), noises*=7~

require any cyclic test of the feature vector, but it isnot as
robust as the previous method.

- Geometric distortion + pixel valuedistortion

Figure 10(f) shows that the proposed feature vector is
robust to a combined attack of rotation, scaling,
cropping, JPEG, brightness and contrast adjustments. In
this test, the image is rotated within + 3°, strictly cropped
with the largest area that does not cover background,
scaled with | 1=l ,=0.4, and then either JPEG compressed
(qf=75) or brightness/contrast adjusted (a=1.2, g=1, b,=0,
bx=10). Compared to Figure 10 (€), we can see that
distortion of feature vectors are mostly introduced by
rotation and cropping, while the effects of scaling, JPEG
compression,  brightness/contrast  adjustments  are
negligible.

In Figure 10(g), we show the result of a combination
of RSC and our pixel value distortion model. The
parameters estimated in Figure 9 are used in these
experiments. We use an additive Gaussian noise (s=8.5)
in these tests. Because it is distributed in all bands, it will
be worse than the real situations in which noises only
affect uncalculated high-band. We observed that noises
have larger effect in downsized images. Comparing to
Figure 10(f), we can see that their results are similar.

We tested the practical rescanned images in Figures
9(@ and (b), and obtained their correlation
coefficient,r =0.915. Applying the proposed feature
vectors for watermarking, we have tested alarge database
of 20,000 color images from the Corel image library.
Their results have proved the invariant properties of the
feature vector [5]. Also, a very low false positive rate in
those experiments helped prove that the feature vectors
from different images are mutually uncorrelated.

6 Summary

Our contribution in this paper is the new, extensive
work on modeling the changes that digital images
undergo in the print-and-scan process. We propose a
model for the pixel value distortion, define the RSC-based
geometric distortions, analyze the change of DFT
coefficients after geometric distortion, and describe
methods to extract invariant feature vector. Preliminary
experimental testing of the pixel value distortion, as well
as experimental analyses of the feature vector in [5], have
indicated the effectiveness of the proposed models. These
models can be used in several applications, such asimage
watermarking[4][5], authentication and registration.
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