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ABSTRACT

Image/video authentication techniques protect
the recipients against malicious forgery. In

this paper, we describe an image authenti-
cation technique that verifies the originality of

the received images. The authentication
signature can distinguish content-changing

manipulations (such as pixel replacing) from

content-preserving manipulations (such as
JPEG compression). We also propose a video
authentication method that generates robust
signatures for compressed video. The
signatures can survive some of the transcoding
process of MPEG.
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1. INTRODUCTION

events or theihtactness of artificial images/videos such
as motion pictures, filmgtc

The proof of the feality” of a video clip or an image
can be provided only by the digital camera that took the
shot. Similarly, the proof of theirftactness of a received
image/video should be provided by the producer. A
signature, which conveys the identification of the camera
or the producer and is relative to the contents, can be the
proof. Image/video authentication techniques are based on
two methods: embedded watermark and external digital
signature. Embedding a watermark in the image/video is
equivalent to signing a specific digital producer
identification (signature) on the content of images/videos
[2,3]. Once the imagel/video is manipulated, this
watermark will be destroyed such that the authenticator
can examine it to verify the originality of contents.
Another approach generates a content-based digital
signature which includes the important information of
contents and the exclusive producer identification [4-10].
The signature is generated by a producer-specific private
key such that it can not be forged. Therefore, the
authenticator can verify a receiveiinage/video by
examining whether its contents match the information
conveyed in the signature [4].

The concept of content-based image/video authentica-

tion builds upon the increasing need for trustworthy digital
multimedia data in commerce, industry, defensé;

Digital media become popular in the past few years partly

because of their efficiency of manipulation. Editing or
modifying the content of a digital image or video can be

done efficiently and seamlessly. However, these advantage

decrease the credibility of digital data. To ensure
trustworthiness, content-based image/video authenticatio
techniques are needed for verifying the originality of video

content and preventing forgery [1]. Observers require them

to verify either the feality” of images/videos of natural

n

Today, most digital multimedia data are stored or
distributed in compressed form. Moreover, to satisfy the
various needs of broadcasting, storage and transmission,
some transcoding of compressed digital images/videos may
be required [11,12]. For instance, digital video clips are

gsually shot and stored in the compressed format with a

pre-determined bit-rate. But the final distributed bit rate of
them may be different. Another example is that digital
images shot and stored in one format may need to be
distributed in different formats. These transcoding
processes change the pixel values of the digital
image/video but not its content. Therefore, these processes
should not alter the authenticity of the data.
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Robustness is an important concern in developi~~
multimedia authentication techniques. Without robustne
an authentication method can onlyerify the :
images/videos at the final stage of transcoding proces |
but notauthenticatethem. In other words, unless we tru: i
all the transcoders in the processes, tteality” or the
“intactnes$ of the multimedia data cannot be prove Fublic Key Dectypted

without robust signatures. Signmm—)-H j

Robustness considdion for authentication is different
from that for general watermarking techniques [13-1! B | mesvge | sulDageic i’“’m4ﬂﬁ§§f

Private Key &
Other Information

Watermarks used for copyright protection are expectec Decoder | |zation i
be robust to most manipulations. But authenticati ;e
signatures are expected to survive only accepta ?ablem %b“““le“g‘m

|

transcoding or compression and reject other manipulatic | Authentication Process ~ esuit

Of the two authentication methods, the embedded
watermarking method is more convenient but usually does
not work well with lossy compression. The watermarks
are either too fragile for compression or too flexible for
manipulations. In other words, a watermarking method
that can reliably distinguish compression from other
manipulations still has not been found. The external

signature method is not as efficient because anyone wh he original sianature. If thev match. this image can be
needs to authenticate the receivimdage/video has to - ong g L y ' ge
claimed to be “authentic”. The most important difference

request the source to provide the signature. But since th%etween our method and Friedman's “trustworthy camera”
signatures remain untouched when the pixel values of the . . . . y
5 that we use invariance properties in JPEG lossy

images/videos are changed, they provide a better prospeé ; . .
for achieving robustness. compression as robust feature codes instead of using

hashes of the raw images.

Figure 1: Signature Generator and
Image Authentication Process

hashes of this image, and it is stored separately. Once a

user needs to authenticate the imageekeives, he should

decrypt this signature and compare the feature codes (or
ash values) of this image to their corresponding values in

In this paper, we describe an effective technique for ] ]
content-based image/video authentication that is based o8- Signature Generation
the robust authentication signature we proposed in [8-10].  The generation of a signature can be divided into two
This signature can survive JPEG compression, because thearts: feature extraction and feature encryption. Feature
content-based information included in the signatures isextraction is the core problem of this paper. From the
invariant before and after JPEG compression. Thecompression process of JPEG, we have found that some
proposed video authentication signature is also robust tguantitative invariants or predictable properties can be
some of the transcoding process of MPEG. extracted.

Section 2 describes the proposed robust image Because all DCT coefficient matrices are divided by the
authentication system and its characteristics. Section 3same quantization table in the JPEG compression process,
shows the process of generating robust signatures. Sectiothe relationship between two DCT coefficients of the same
4 describes the authenticator. In Section 5, we describe tweoordinate position should remain the same after the
methods to enhance the performance of the authenticatiojuantization process. Furthermore, due to the rounding
system. Section 6 shows the robustness of this robuseffect after quantization, the relationship of the two may be
digital signature. In Section 7, we show some experimentalthe same or become equal. For instance, if one coefficient
results of the image authentication system. Section 8Fp(n) in the positionn of block p is larger than the other
describes the common transcoding processes of MPE&oefficient Fq(n) in the positionn of block g, then after
compressed videos and a robust video authenticationcompression, their relationshigp’(n) = Fq'(n), where
system. We present a brief conclusion in Section 9. Fp’(n) = Integer Round (FmM)/Q)JQ and Fq'(n) =

o Int Round IQ)OQ , i teed. It b
2. Image Authentication System nteger Round (F/Q)LQ , Is guarantee can be

The proposed method is shown in Figure 1. OUr Thagrem 1:
method uses a concept similar to that of the digital _
signature method proposed by Friedman [4], but theit ¢ if Fp(n)>Fq(n) then Fp'(n) = Fq'(n),
technique doesn't survive lossy compression. A signatur s if Eo(n) <Ea(n) then Ep'(n) < Ea'(n
and an image are generated at the same time. Tt it Fp(n) < Fq(n) P <Fany,
signature is an encrypted form of the feature codes o ¢ if Fp(n) =Fq(n) thenFp’(n) = Fq'(n).
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summarized as Theorem 1: should be considered as acceptable value changes in the

This property holds for any number of decoding and re- @uthenticator.

encoding processes.
The signature generation process is as follows: Eachg o Multi-layer feature codes

8x8 block of an image captured directly by a digital  Gjyen two DCT coefficients at the same positions of

camera, a digital camcorder, or computer graphic softwareyq piocks, not only their relationship after compression is
is transformed to the DCT coefficients, and sent to the oygirained, but also the range of their difference after

image analyzer. The feature codes are generated accordi”&)mpression is limited. Definingdp and Qq as the

to two controllable parameters in the analyzer: mapping quantization matrix of the blogk andg, respectively, the
function, W, and selected positionis, in the DCT domain. following theorem must be satisfied:

Given a bloclkp in an image, the mapping function is used
for selecting the other block to form a block paie,, q = Theorem 2:
W(p). A coefficient position setp, is used to indicate

which positions in a 8x8 block are selected. The feature ¢ if FP(N)-Fa(n) 2k then

codes of the image records the relationship of the Fp'(n)-Fq'(n) 2 k- 1/2{Qp(n)+Qa(n))
difference valueFp(n)-Fq(n), andzerq at theb selected )

positions. If the difference is larger than or equatdm + if Fp(n)-Fq(n) <k then

a bit 1 is represented; otherwise, a Bits recorded. This Fp’(n)—Fq’(n) < k+ 1/2(Qp(n)+Qq(n))

process is applied to all blocks to ensure the whole imag

is protected.i(e., each block has to be, at least, in a block Applying Theorem 2, we can use multi-layer feature codes
pair.) In the last step, the feature codes are encrypted witho protect the DCT difference values within more precise
a private key by using the Public Key Encryption method ranges. For instance, the r-th layer feature codes record the
[4]. More detailed descriptions of the signature generationrelationship of the difference valu€p(n)-Fg(n), and a
process are in [10]. threshold,k.. Therefore, they indicate the possible ranges
of the difference of DCT coefficients, which will be tested

4. Authentication Process in the authenticator.

The procedure of authentication is also shown in Fig. 1.
Given a signature derived from the original image and a6. Robustness
JPEG compressed image bitstre®m, for authentication, The feature codes generated in the Section 3 are based
at the first step, we have to decrypt the signature andon the characteristics of JPEG compression. With the
reconstruct DCT coefficients froBm Because the feature robust digital signature generated from these feature codes,
codes decrypted from the signature record the relationshigmages may be compressed and decompressed several
of the difference values armérg they indicate the sign of times and still considered as authentic.
the difference of DCT coefficients, despite the changes of In some practical applications, some other

the coefficients incurred by lossy JPEG compression. Ifmanipulations are also consideredceptable, such as
these constraints are not satisfied, we can claim that thiqntensity enhancement, scaling, cropping, file format

image has been manipulated by another method. transformationetc These acceptable manigtions can be

5. Performance Enhancement either pre-determined by the signature generator with
51 Tol b df . . special consideration on the controllable parameters, or
: olerance bouna for recompressing noise decided by the authenticator with case-dependent tolerance

Roundjng hoises may be added during the ‘]PEGbound. The methods for achieving robustness to these
compression process and they may cause false alarm. "fhanipulations are discussed as follows:

practice, computer software and hardware calculate the ]
DCT with finite precision. Because the error may ¢ Intensity enhancement:

accumulate throughout the multiple recompression If a constant intensity change is applied to the whole
processes, we have to introduce some tolerance bounds to  image, it only changes the DC values of all the 8x8
prevent the authenticator from reporting sdiaiee alarm DCT blocks. Because the authenticator compares the
tolerance boundr, to the authentication system, then the be considered as acceptable. On the other hand, if the
following property, authenticator wants to reject it or limit the range of

change, we can include the mean value of all DC
¢ if Fp(n)=Fq(n) then Fp'(n) - Fg'(n) = -1, coefficients in the signature such that the

authenticator can reject large intensity changes.
¢ if Fp(n) <Fq(n) then Fp'(n) -Fg'(n) <T, ¢  Cropping:
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In most situations, cropping only selects a part of the
image, such that it may introduce a different visual
meaning to the cropped image. However, if this
manipulation is allowed in some situations, we can
design a robust signature with carefully selected
mapping function. For instance, we can select block
pairs from adjacent blocks. Then, the feature codes of
those cropped blocks can be found in the original
signature. In practical situations, the cropped image
has to provide its related location on the original
image to the authenticator. Because the origin point ¢
of the cropped image may not be at the grid points of
the original image, ie., each 8x8 block in the
cropped image may cover parts of four 8x8 original
blocks), the authenticator can only verify the cropped
image excluding its boundary pixels. In this case, the
recompressing process may introduce different
variations of pixels, from recompressing the original «
image. Therefore, some tolerance may be needed in
this situation.

Scaling:

Scaling is a common operation on the images, which
is accepted in many sdtions. For instance, a
scanner may scan an image with a high resolution.
This image may be down-sampled to an appropriate
size later. In the scaling cases, the signature
generator has to record the original size of the image.

An authenticator can re-scale this scaled image to its
original size before general authentication processes.
Because the DCT transformations are linear and the
difference in the pixel values of the original and the
re-scaled image should not be too great, there will be
no large changes in the DCT coefficients. Similar to
the general recompression noise, these changes can
be also considered as some kinds of noise that can be
solved by allowing larger tolerance values in the
authenticator.

Format transformation
compressions:

Other lossy compressions such as wavelet-based
methods or color space decimation methods can be
considered as introducing noises to the original
image. Similarly, we can use larger tolerances in the
authenticator to allow these lossy compressions.
Filtering and other operations:

Filtering, such as low-pass filtering and edge

with  other lossy

enhancement, may probably change more visual
meaning of images. The authenticator would be hard
to deal with these operations. However, if the change
in pixel values is not too great, we can still consider

them as some kind of noise and use larger tolerance
values. This method can also be applied to other
operations.

Figure 2: Experimental Results: (a) original image, (b) 9:1 JPEG compressed, (c) 9:1 JPEG
recompressed from a 6:1 compressed image, (d) manipulated image, (e) authenticatioh result o

the manipulated image.



Multimedia and Security Workshop at ACM Multimedia '98, Bristol, U.K., SepterbéB.

7. Experimental Results 5. Transcoding with Inconsistent Frame Types [16]: In

The ‘Lenna’ image is compressed with a compression some editing process, the compressed videos are
ratio of 9:1. The authentication signature is generated  transformed to the uncompressed bitstreams which
based on the original image. The compressed bitstream is  are then re-encoded. The GOP structures of frames
sent to the system for authentication. As predicted, the  and the motion vectors may change in this case.

authenti-cator will verify the compressed image as Video authentication signatures can be generated for
authentic and decompress this image perfectly. Thedifferent situations. For instance, to generate a signature
authentication result is shown in Fig. 2(b). that is robust to situations 1, 2 and 4, we can use the DCT
The origina| image is Compressed with a CompressionCOEfﬁCientS of the luminance and chromatic matrices in
ratio 6:1. Then, this image is decompressed by Photoshogach macroblock to generate the comparison pairs. Since
3.0, rounded to integral values, and recompressed into arthe quantization_scalés specified for each macro-block
image with Compression ratio 9:1. In this case, the [25], the relative relationships of the coefficients are
recompression process (91) does not trigger theinvariant during transcoding. Therefore, similar to the
manipulation detector and the final compressed image isSignature generation process of images, we can use them to

still verified as authentic. The final decoded image is generate the feature codes. If a more flexible choice of
similar to Fig. 2(c). comparison pair is necessary, the authentication system

can generate signatures based on the criteria we have
proposed in [9,10]. It should be noted that, in situation 4,
the frames in the boundary of video segmentations cannot
He verified by this method.

In the third experiment, we flipped the mouth area of
the image. It is shown in Fig. 2(d), with its authentication
result shown in Fig. 2(e). It can be clearly shown that the
manipulated part has been detected as fake and highlighte

by the authenticator. Because the drift error correction process changes the
) o DCT coefficient values, statistical models of the changes
8. Video Authentication System can be used to provide tolerance bounds for the coefficient

Similar to the image authentication system, a video relationships, similar to that described in [10].
authentication signature has to be robust to the transcoding

processes. Regardless of the format transformation utﬁggfilggtri]ons Ti)]césgi, ;?rictr::rcc)esin (,[:Esli/(igg:)ng c%a:r? ei(j)r
between different compression standards (such as MPEG—la ) 9

MPEG-2, H.261 and H.263), five transcoding processesslrg) ikzo Jﬁhéh?jersﬁlarilogiufmgf i?) ?T gr?sgglﬁntsaa%%ﬁit
may be applied to the compressed video [16,17]: ' g g 9

signature in this situation is still under study.
1. Dynamic Rate Shaping [18,19]: A real-time rate-

control scheme in the compressed domain. This

technique sets dynamic control points to drop the

high-frequency DCT coefficients on each 8x8 block 9. CONCLUSION

in @ macroblock. Motion vectors are not changed. In this paper, we have described a method for robust
2. Rate Control without Drift Error Correction [20,21]: image/video authentication.Robust signatures can

This technique is also applied in the compresseddistinguish the JPEG lossy baseline compression from

domain. DCT coefficients are re-quantized to satisfy other malicious manipulations for images, and the Rate-

different bit-rate constraint. Motion vectors are not Control Coding from other manipulations for compressed
changed. videos. Our analytic and empirical performance analyses

3. Rate Control with Drift Error Correction [16]: This have shown the effectlveness_ of the 'mage authentlcaitlon
. . : : . system and presented a possible direction for further video
technique improves the video quality, but it needs

more computations. DCT coefficients of the residue authentication research.
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