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Abstract—mage authentication verifies the originality of an
image by detecting malicious manipulations. Its goal is different
from that of image watermarking, which embeds into the image
a signature surviving most manipulations. Most existing methods
for image authentication treat all types of manipulation equally

it provides a way to ensure that this signature cannot be forged.
This signature then travels with the image. The authentication

process of this image needs an associated public key to decrypt
the signature. The image received for authentication is hashed

(i.e., as unacceptable). However, some practical applications@nd compared to the codes of the signature. If they match, then
demand techniques that can distinguish acceptable manipulations the received image is authenticated. The second method embeds
(e.g., compression) from malicious ones. In this paper, we present g “watermark” in an image [15], [26], [27]. The fragile water-

an effective technique for image authentication which can prevent
malicious manipulations but allow JPEG lossy compression. The
authentication signature is based on the invariance of the relation-

mark will usually be destroyed after manipulation. Authenticity
is determined by examining the watermark extracted from the

ships between discrete cosine transform (DCT) coefficients at the received image. Both the above methods have clear drawbacks.
same position in separate blocks of an image. These relationshipsAuthenticity will not be preserved unless every pixel of the im-

are preserved when DCT coefficients are quantized in JPEG
compression. Our proposed method can distinguish malicious
manipulations from JPEG lossy compression regardless of the
compression ratio or the humber of compression iterations. We
describe adaptive methods with probabilistic guarantee to handle
distortions introduced by various acceptable manipulations such
as integer rounding, image filtering, image enhancement, or
scaling-recaling. We also present theoretical and experimental
results to demonstrate the effectiveness of the technique.

Index Terms—Authentication,
JPEG, manipulation, security.

digital signature, integrity,

. INTRODUCTION

HE WELL-KNOWN adage that “seeing is believing” is no
longer true due to the availability of powerful image ma-
nipulation software. This technical development has decreased

the credibility that photography used to achieve.

Development of robust image authentication techniques be-
comes an important issue. If we consider a digital image to be
merely an ordinary bitstream on which no modification is al-

ages is unchanged. However, since lossy compression such as
JPEG is often acceptable—or even desired—in practical appli-
cations, an authentication method needs to be able to distinguish
lossy compression from malicious manipulations.

Manipulations on images can be considered in two ways:
methodand purpose Manipulation methods include compres-
sion, format, transformation, shifting, scaling, cropping, quanti-
zation, filtering, replacemengtc. The purpose of manipulations
may betransformatioror attack The former are usually accept-
able, and the latter unacceptable. We list two kinds of transfor-
mation of representation below.

1) Format transformation and lossless compression. Dis-
regarding the noise caused by the precision limitation
during computation, pixel values are not changed after
these manipulations. Therefore, we exclude these manip-
ulations in the discussion in this paper.
Application-specific transformations. Some applications
may require the lossy compression in order to satisfy the
resource constraints on bandwidth or storage. Some appli-
cations may also need to enhance the image quality, crop

2)

lowed, then there is not much difference between image au-
thentication and other message authentication problems. Two
methods have been suggested for achieving the authenticity of
digital images: having a digital camera sign the image using a
digital signature [8], or embedding a secret code in the image
[26]. The first method uses an encrypted digital “signature,”
which is generated in the capturing devices. A digital signature
is based on the method of Public Key Encryption [5], [22]. A pri-
vate key is used to encrypt a hashed version of the image.
encrypted message is called the “signature” of the image, a

the image, change the size, or perform some other oper-
ations. A common aspect of these manipulations is that
they change the pixel values, which results in different
levels of visual distortion in the image. Usually, most of
these operations try to minimize the visual distortion.

Attacks, or malicious manipulations, change the image to a
new one which carries a different visual meaning to the observer.

erent content.

T@ae typical example is replacing some parts of the image with
tis difficult for an authenticator to know the purpose of ma-

nipulation. A practical approach is to design an authenticator
Manuscript received September 11, 1998; revised October 3, 2000. This pdpased on the manipulation method. In this paper, we design
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frequently used for attacks. Our authenticator does not aim to f—jzl Xp. Each block is sent sequentially to the discrete cosine
jector accept, in absolute terms, other manipulation methods b@nsform (DCT). Instead of representing each bldXk, as a
cause the problem of whether they are acceptable depends orap-8 matrix, we can rewrite it as@d x 1 vector following the
plications. But, if necessary, some manipulations can be cleafiygzag” order [25]. Therefore, the DCT coefficienis,,, of the
specified by users, such as shifting, cropping, or constant interector,X,,, can be considered as a linear transformatioXK gf
sity enhancement. We will discuss this more rigorously latexith a 64 x 64 transformation matribD, s.t,
The proposed authentication techniques has been extended and
applied to MPEG video authentication as well [16]. F, = DX,. Q)

For an image, there are some invariance properties which can
be preserved during JPEG lossy compression. Let us consigégeh of the 64 DCT coefficients is uniformly quantized with
the relationship between two DCT coefficients of the same p@-64-element quantization tab@. In JPEG, the same table is
sition in two separat&x 8 blocks of an image. This relationshipused on all blocks of an image. (For color images, there could
will hold even if these coefficients are quantized by an arbitra§e three quantization tables for YUV domains, respectively.)
quantization table in a JPEG compression process. In this pagéuiantization is defined as the division of each DCT coefficient
we will use this invariance property and propose a robust authdy- its corresponding quantizer step size, and rounding to the
tication method which can distinguish malicious manipulatioridearest integer:
from JPEG lossy compression.

A comprehensible list of multimedia authentication research fp(,/) = Integer Round <Fp(’/)> @)
papers can be found in [17]. Bhattacha and Kutter proposed Q)
an authentication method which extracts “salient” image fea- . .
ture points by using a scale interaction model and Mexican-H4perer = 1,...,64.In. (2),f, is the output of the quantizer.
wavelets [1]. They generate a digital signature based on the lo¥¥ defineFy, a quantized approximation &f,, as
tions of these feature points. The advantage of this technique is . .
its compact signature length. But, the selection process and rele- Fp() =f,(v) - Qv). ©)

vance of the selected points are not clear. This technique may not

be adequate for detecting some crop-and-replace manipulatifh@ddition to quantization, JPEG also includes scan order con-
inside the objects. Its robustness to lossy compression is af§6sion: dc differential encoding, and entropy coding. Inverse

unclear. Queluz proposed techniques to generate digital sigh% ' (IPCT) is used to conveiff,, to the spatial-domain image

tures based on moments and edges [20]. Moment features igrRJP&k Xp
the spatial distribution of pixels. Images can be easily manipu-

lated without changing their moments. Edge-based features may

be a good choice for image authentication because the cont
of objects should keep consistent for acceptable manipulatio

However, several issues have to be further solved such as th ) ) .
ger, the brightness of an image is usually represented by an

X, — D-'F,. @)

r . .
blocks are then tiled to form a decoded image frame.
Zheoretically, the results of IDCT are real numbers. How-

reduction of signature length, the consistency of edge detec Y

and the robustness to color manipulations. Fridrich propose _—gnttlrr:teger fr(lnm 0 LO 25t5’ _a?d thus_ a rounding p\;\(;c?ss rgetlﬁ't
robust watermarking technique for authentication [6], [7]. H INg those real numbers 1o INtegers IS necessary. VVe found tha

divided images int@4 x 64 blocks. For each block, quasi-VQ.popuIar JPEG softwares, such as PhotoShop, xv, etc., use the

codes are embedded by the spread spectrum method [3]. 1 ‘gg_;rer-rountdmg_ funfjtlorls in several stte;:_s of their DCT ‘:’Il_?]d
technique is robust to manipulations. But, it cannot detect sm ¢ opgra (t)rstln fotrh er Sé_la_lve gonrg%fra lon otr memoryil ' he
area modification. The error between the extracted watermapR|: and output ot their an operators are atl In-

and the reconstructed quasi-VQ codes is too large after JPE! ers. This approximation may not. int.roduce too much visual
compression [7]. Therefore, this technique would be hard to dt istortion but may affect the authentication system performance

tinguish malicious manipulations from JPEG compressions. atwe will discuss in more detail in Section IV.
This paper is organized as follows. We briefly review the
JPEG system in Section II. In Section IlI, a general system for IIl. A UTHENTICATION SYSTEM
authentication will be proposed. Also, we will describe how The proposed authentication method is shown in Fig. 1. Our
to control parameters for different practical uses. A simple exethod uses a concept similar to that of the digital signature
ample is shown in this section. We will present rigorous pemethod proposed by Friedman [8], but their technique doesn't
formance analysis in Section IV. Experimental results will beurvive lossy compression. A signature and an image are gen-
shown in Section V. In Section VI, we will present conclusiongrated at the same time. The signature is an encrypted form of
and discuss future work. the feature codes or hashes of the image. When a user needs
to authenticate the image he receives, he should decrypt this
signature and compare the feature codes (or hashed values) of
this image to their corresponding values in the original signa-
In this section, we briefly review the JPEG lossy compresdre. If they match, this image is said to be “authenticated.” The
sion standard. At the input to the JPEG [25] encoder, the sournest important difference between our method and Friedman’s
image, X, is grouped intg nonoverlappin@ x 8 blocks,X = “trustworthy camera” is that we use invariance properties in

Il. REVIEW OF JPEG lossy COMPRESSION
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Signature Generator:
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Fig. 1. Signature generator and authentication process.

JPEG lossy compression as robust feature codes instead of usinig exception is thatgreater thari or “less thafimay become

hashes of raw images. “equal due to the rounding effect of quantization. The above
theorem assumes that the same quantization table is used for the

A. Invariants of an Image Before and After JPEG Compressid#¥hole image. Theorem 1 is valid no matter how many recom-

£ h . f IPEG h found Rression iterations and what the quantization tables are used.
rom the compression process o » We have found that., practical implementations, the quantization table can be

some quantitative invgriants and predictable_ properties Can&?racted from the compressed file or estimated from the DCT
extracted. Two steps in the JPEG compression process red&‘&?ﬂicients of decompressed file. Note that Theorem 1 only pre-

the rde_qwrefd rl])|tsDrg_rrJresepf_tlr_1g an C;rr;age:qn)antlz?jt_|on_rar1]nd serve the sign of coefficient differences. The following theorem
rounding o t € coe |C|en1§n )en.tropy coding The oy tends it to preserve the difference values, with various resolu-
second step is a lossless operation. The first step is a lossy ORSHs

ation which alters pixel values but keeps important visual char—.l.h'eorem 2:Use the parameters defined in The-
acteristics of the image. Therefore, if robust feature codes m 1. Assume a fixed threshold € %. V. define
expected for authentication, they must survive this step. The fol- _ Integer Round(k/Q(»)). Then, ifAF,, () >,k

lowing theorems provide a technical basis for generating such ' P4

robust feature codes. Proofs of these theorems are included in k- Q) k- cz
the Appendix. AF, o(v) > i ’ Q(v) (5)
Theorem 1:Assume F, and F, are DCT coefficient ’ (/;V _ 1) .Q(v), elsewhere
vectors of two arbitrarg x 8 nonoverlapping blocks of image
X, and Q is the quantization table of JPEG lossy compregise ifAF, o(v) < k,
sion.Vy € [1,...,64] andp, q € [1, ..., p|, wheregp is
the total number of blocks, defin&AF, 4 = F, — Fq4 R k, - Q(v), k ez
and AF,, = F, — F, where F,, is defined as AF,  (v) < Q) (6)
Fp(v) = Integer Round(Fp(1)/Q(+)) - Q(v). Then, (ko +1)-Q(), elsewhere
the following properties must be true:
1) if AF, o(v) > 0, thenAF, (v) > 0; elseAFy o(v) = k
2) else ifAF, o(v) < 0, thenAF,, 4(v) < 0; ; , k P
3) elseAF, 4(v) = 0, thenAF, 4(v) = 0. AR, ) =4 Qv), Qo) © @
U (15,, ork, + 1) -Q(v), elsewhere.
In summary, because all DCT coefficient matrices are di-
vided by the same quantization table in the JPEG compression O

process, the relationship between two DCT coefficients of theln Theorem 2§ is a designated threshold value used to bound
same coordinate position will not change after quantization. Thee difference of two DCT coefficients of the same position in
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Fig. 2. (a) Feature extraction process. (b) Authentication comparator.

two separate blocks of an image. In contrast, Theorem 1 only1) Loop 1:GenerateV sets of feature codes,, ,, n = 1

describes the invariance property of the sigeddf,, . We can to V. Each set uses differehtandbd,,, wherek is defined
consider Theorem 1 as a special case of Theorem 2 gt in Theorem 2},, is the number of DCT coefficients com-
to be 0). Several differerit’s (e.g., a series of binary division pared in each block pair.

of a fixed dynamic range) can be used for a single authentica-2) Loop 2: Iterate over all possible block pairg,= p; to

tion system of different levels of strength. Based on Theorem 2, p,,,», Whereg is the total number of blocks in the image.

we can predict the difference relationships between coefficients3) Loop 3: Iterate over each of thg, selected coefficient

after compression. Extension of the invariance property to the pairs.

case of variable quantization table is included in Appendix I. InLoop 1,N sets of feature codes are generated. For each set,
As shown in Fig. 1, by applying Theorem 1 and Theorem parametew,, represents how many bits are generated in each

we can extract feature codesof an image from the relation- block. Parametek represents the precision threshold used in

ships between two DCT coefficients of the same position in twtheorem 2. The first set = 0 protects the sign oAF}, ,

separate blocks. These feature codes are then encrypted as &samn the second set to the last sk are set to protect the

nature. For the authentication process, a user has to calculateniagnitude ofAF), , with increasing accuracy. We will discuss

DCT coefficients of the image, and compare them to the featutesw to define the thresholds later in this section.

decrypted from the digital signatufe This image is said tobe In Loop 2, we need to form DCT blocks into pairs. As

authenticated if all the DCT coefficient relationships satisfy theefined in Theorem 2, the DCT coefficient difference between

criteria predicted by the features of the original image. block p and blockg is computed. Let us denote one set of
blocks P, = {p1, p2, ..., py/2} and another set of blocks
) . Fy={aq1, ¢, - .-, qu/2}. For example P, can be all the even
B. Image Analyzer: Feature Extraction blocks,{0, 2, 4, ..., ¢ — 1}, and P, can be all the odd blocks,
Fig. 2(a) is the flowchart of the feature extraction process$l, 3, 3, ..., ¢ — 2}. The formation of all blocks in an image

First, a digital imageX is sent into the image analyzer. Eacfinto pairs can be based on an arbitrary mapping fundigras
8 x 8 block of this image is then transformed to the DCT coefong as the following conditions are kept:
ficients.

There are three loops for generating feature codes: P, =W(P,) (8)
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and In addition to the parameters used in the three loops, some

extra information about the image is necessary for defeating at-
P,NFP, =0, P,UuP, =P (9) tacks. In our authentication system, a possible attack is to make

a constant change to DCT coefficients at the same location in all

If redundancy is allowedl’, and P, each may contain more blocks. This will not change the difference values between pairs

blocks thanp/2. The choice of the mapping functidiv can of DCT coefficients from two different blocks. For instance,

serve as a secret parameter, used to enhance the security ofgsing the image intensity uniformly changes the dc parameter

thenticator. For example, the image analyzer uses a seed to gerdl blocks and defeats the previous approach. To defeat this

erate the mapping functio” and provides the seed with theattack, we record the mean value of DCT coefficients in each

feature codes to the authenticator. Each authenticator can trggstected) position for all blocks in the signature. These addi-

form this seed into the mapping function. This transformatiafonal feature codes need no more than 64 bytes. When the DCT

method will not be published. Therefore, each manufacturer @defficients are changed by constant values, they will be easily

the image authenticator can implement his/her own transforntietected by the deviation of their mean values.

tion method.

In Loop 3, for each block, we compare theselected values -~ aythentication Process

(indexed in the zigzag order) in the DCT domain. Both dc and

ac values in the DCT domain are used. At first, the difference of Fig- 1 includes the authentication process. It is composed of

dc values in block andg, AF,, (1), is used for comparison. three parts. First, the regeAived.irr'\ageor B, has to be trans-

If this value is smaller tha#, then a feature code bit= 0is formedtothe DCT domairt. This involves the DCT transform

added to the end of the previous feature code. Otherwise, if tRI€CK by block if a raw imageX is used. If a JPEG compressed

value is greater or equal fg we will assign: = 1. (We classify imageB is used, a parser has to be used for reconstructing the

two cases, “greater” and “equal,” to the same type because tfdfman Table and Quantization Tablg. The signatures' has
probability of AF,, (/) = 0 is quite small. If they are classi- to be decrypted to reconstruct feature coded\fter F' and Z

fied into three different types, i.e., “greater,” “equal,” and “les&'® available, they will be sent to the authentication comparator
than,” two bits should be used in this case. This will result in tH8 order to determine whether this image has been manipulated.
increased length of feature codes.) Thereatfter, the differences if "€ Authentication Comparator is shown in Fig. 2(b). Sim-
selected ac values are compared ViittOnly b, — 1 ac differ- ilar to the three loops in the image analyzer, there are also three
ences, are used in this process. After Loops 1, 2, and 3 are cé@fresponding loops here. In Loop 1, the number of loopan
pleted, the feature codekof this image are generated. UsuallyPe different from the one used in the Image Analyzer. Fewer
theb, selected positions are located in the low and middle fré&20PS may be used. Loop 2 and Loop 3 are the same as those
quency bands for the following two reasons: 1) they are usualy€d in the Image Analyzer. Inside these loops, we have to com-
larger than the high-band coefficients because of energy cH'® each of the DCT coefficient relationships obtained from the
centration and 2) their values are usually conserved after JPE{ginal image and that of the image received.

compression because the values in the quantization Qe ~ From Theorem 2, we can define

these bands are small.

1) Precision  Thresholds and Other Considera- . k
tions: Theoretically, threshold values can be determined ky - Q(v), oY) is an integer
arbitrarily, and they may vary for different and ». In our
system, for the first set, ak; ,(») are set to zeros. We use (/;V + 1) - Q(v), L is not an integer
a binary division method to set thresholds for other sets. [ _ Q(v) (11)
Assume the dynamic range &F ,(v) is from —¢ to (. If andZ,(v) =0
we know thatAFy, 4(v) < 0in the first set, then we can set - ko .
the threshold in the second set ag/2. Furthermore, if we (k” - 1) Q). Q) ® notan integer
know that this valueAFy, 4(r) > —(/2 in the second set, the L andZ,(v) = 1.

threshold in the third set can be set-a$/4. These thresholds

result in dynamic binary decision ranges. This method protegi§ote thatk is a function of, p, andn.) Observe from Fig. 2(b),
the magnitude ofAFy, 4(») with an increasing accuracy asif z, (1) = 0, that is,AFp, () < k, thenAF, (1) —k < 0
more sets are being used. The largeis, the more precisely st be satisfied. Therefore,A]?‘pyq(u) — % > 0, we know

will the coefficient differences be limited. that some parameters of bloplor ¢ must have been modified.
Define a constanf which is a power of 2, and the thresholdg;mijar results can be obtained in the casedfy, () > k.
used in thenth set of blockp at the position is &y, ,(v). A However, some integer rounding noise may be introduced if
closed form ofk, ,(v) is the following cases occur: 1) the image is converted back to in-
nl N tegral pixel values during the decode-reencode process; 2) the
. _ Zi p (V)1 compressor and the signature generator use different chromatic
i p () =€ ; <§> (=1) e, n>1. (10 decimation algorithms for color images; or 3) the JPEG encoder

calculates imprecise DCT. Therefore, we must introduce a tol-
To simplify the notation in later discussions, we userance bound inthe authenticator. We augment the comparing
k = k, »(v) instead. process with the following position.
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Proposition 1: Block p or ¢ can be said to be manipulated ifsidered as noise-adding processes. Similarly, we can use larger
R R tolerances for these cases. Filtering, such as low-pass filtering

AFpq(v) -k > (12) and edge enhancement, may cause more visual changes and

may cause challenges to the proposed technique. However, if

for the case 0AFp, (1) — k < 0 [or equivalentlyZ,,(v) = 0], e change in pixel values is not too large, we can consider them

or if as some kind of noise and use adequate tolerance values. This
Af‘p o(v) — A (13) strategy of adjusting tolerance levels can also be applied to other

' operations as well.
for the case oAF,, () — k > 0 [or equivalentlyZ,, () = 1]. The authenticator is sometimes expected to pass only those

The tolerance is determined by the level of integer roundingmages that are compressed by JPEG up to a certain compres-
errors. Optimal levels of the rounding tolerance will be dission ratio or quality factor. For example, if the image is JPEG
cussed in Section IV-A. compressed below the 20: 1 ratio, the image is acceptable. Oth-

Note that the result of authentication can be a binary indicatevise, if it is compressed more, it will fail the test. The argu-
true or falsefor the whole image, or it may indicate the authenment for failing highly compressed images is that such images
ticity or forgery of specific parts in an image. usually have poor quality and should not be considered as au-

1) Other Considerations:Manipulation in specific block thentic. To satisfy this need, we can apply one of the following
pairs can be located by the proposed technique. Howevé@¢thods. The first one is to calculate the compression ratio from
the authenticator using nonoverlapping sets in (9) will not B8e raw image size and the compressed file size. If it is too high,
able to identify which block in the pair has been modifiedhe authenticator can reject it before any authenticating process.
If identification of specific blocks is needed, we can us&he second method is to calculate the increase of the number
overlapping sets in (9). Identifying local changes is very usef@f the “equal” signature bits after compression. The number
to some applications in which both global and local conten® “equal” signature bits increases if the image is compressed
are important. For instance, in a picture of ten people, evenmore. We can set a threshold on this change to reject those im-
a man’s face has been substituted by that of another per&@gs that have too many “equal” coefficients in the block pairs.
or has been removed, another part of the image can still be
verified to authenticate the appearance of the other nine peoBe.
Another advantage is that the system can verify authenticity inThe feature codes are encrypted by a secret private key of the
a selected area (e.g., some news agency may cut out boundRuplic Key method. As described in Section IlI-B, the length
areas of file photos). l; of feature codes is determined by the comparisongits-

Boundary cropping and/or position shifting are often pe(—zﬁ;l b,,), the seeds of the block pair mapping function and
formed on images to suit application needs. The proposed aelected DCT positions, and the DCT mean values (see Sec-
thentication signature is sensitive to cropping and shifting. Howien 111-B-1). For instance, assume the image siZ&2ix 240 =
ever, for cropping, image block pairs that are not affected 3% 800 (bytes). In a scenario where 10 bits of feature codes are
cropping may still be authenticated. If cropping is allowed insed for each block pair, i.ely = 1 andb = 10. Assume
some situations, we can design a robust digital signature wiibth the seeds are 2 bytes long, and 6 DCT coefficient aver-
carefully selected mapping function, e.g., selecting pairs froages are recorded, then the length of feature codegll be
adjacent blocks. For shifting, if no DCT quantization is done of{40 x 30)/2) - 10 - (1/8) + 2+ 2 + 6 = 760 (bytes). The
the shifted image, e.g., shifting in the pixel domain only), theignature length can be further reduced with the reduction of
shifted image can be adjusted to the right position that resultsire authenticator’'s effectiveness. We will analyze this tradeoff
the matched DCT block structure. Then, the DCT domain sigr detail in Section IV.
nature can be verified. The Public Key algorithm is used so that any user can easily

Constant intensity change in the image is sometimes eeccess a public key to decrypt the signature. The most famous
pected, especially when the image is too dark or too brightublic key algorithm is Rivest, Shamir, and Adleman (RSA)
Our proposed authenticator solves this problem by relaxing tHe], [23]. The key length of RSA is variable, but the most com-
change threshold, (1) of the mean value of dc coefficients. monly used length is 512 bits [23], while the message block size

Scaling is a common operation in many situations. For imust be smaller than the key length. If we choose to divide the
stance, a user may scan a picture with high resolution, and tlieature codes int@-bit blocks, it needgi; - 8 - (1/B)] RSA
down-sample it to an appropriate size. In this case, the signatoedculations (wheréz] denotes the integer ceiling function).
generator has to record the original size of the image. Then, thesume the output length of each RSA,isthen the signature
authenticator can resize the image to its original size before feagth will be[l; -8 - (1/B)] - I, bits. For instance, in previous
authentication process. Because the distribution of these saxample, ifB = 510 andl,. = 511 are used, then the RSA al-
pling/interpolation noises can be modeled by a Gaussian furgorithm has to be run 12 times and the signature length will be
tion whose variance is not too large [11], there will be no largé67 bytes. It is about/100 of the original image size.
changes in the DCT coefficients. Similar to the recompressionA problem with Public Key algorithms is the speed. In hard-
distortions, these changes can be accepted by setting adeqwate, the RSA Public Key algorithm is 1000 times slower than
tolerance values. the DES Secret Key algorithm. The difference is about 100

Other lossy compression techniques such as wavelet-basetes in software [23]. Therefore, if efficiency is critical, we
methods or color—space decimation methods can be also coan choose the Secret Key algorithm instead of the Public Key

Encryption, Decryption, and Signature Length
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TABLE |
Two DCT COEFFICIENTBLOCKS FOR A16 X 8 AREA CUT FROM THE IMAGE “L ENNA” (RIGHT EYE REGION)
48 91 -66 -91 -17 -1 14 -0 727 -188 -3 -28 -16 -4 -6 -1
140 41 4 35 -8 -12 -6 -4 51 77022 45 11 1 2 3
43 108 -54 5 6 13 -9 -0 31 52 73 -8 5 5 10 7
-143 -21 84 34 22 0 -12 6 73 40 -21 -7 1 13 -2 -2
9 -18 -2 =32 8 5 5 12 19 12 21 -17 4 2 2 -1
-23 -9 1 -1 -8 1 2 -0 20 15 -2 -17 -5 2 -0 -1
3 10 -14 4 6 -1 -1 -6 16 16 13 1 2 6 -2 0
-8 -10 14 3 -1 -2 -2 -3 -1 -3 -6 -12 -6 -1 1 3
(a) (b)
TABLE I

DCT COEFFICIENTS INTABLE | QUANTIZED BY A UNIFORM MATRIX

480 96 64 -96 -16 0 16 O 720 -192 0 -32 -16 O 0 0
144 48 48 32 -16 -16 0 O 48 -80 16 48 16 O 0 O
48 112 48 0 16 16 -16 O 32 -48 -8 -16 O 0 16 0
-144 -16 - 8 32 16 0 -16 O 80 48 -16 O 0 -16 0 O
6 -16 0 -32 16 O 0 16 16 16 -16 -16 O 0 0 0
-6 -16 0 0 -16 0 0 0 16 16 0 -16 O 0 0 0
0 16 -16 0 0 0 0 0 16 6 16 0 0 0 0 0
-6 -16 16 0 0 0 0 0 0 0 0 -16 O 0 0 0

(a) (b)

algorithm. The drawback is that users have to keep their searetles,Z, will be 10 bits §; = 10) AFq 2(1) = —241 < 0.
keys safe, and the image can be authenticated by only the fElerefore, the first bit of the feature codes is 0. The
people who own the secret key. second coefficients in the zigzag order aFg:(2) = 91 and
Implementation of a Public Key Infrastructure (PKI) is necF2(2) = —188, respectively. SincAAF; 2(2) = 279 > 0, the
essary for practical application. A PKI is the set of security sesecond bit of the feature codes is 1. After ten iterations, the
vices that enable the use and management of public-key crigature codes?, are: 0111100 110.
tography and certificates, including key, certificate, and policy Consider longer feature codes, we $ét= 4, b; = 10,
management [10]. If the image is generated from a hardware de-= 6, b3 = 3, andby = 1. The reason for a decreasing
vice, such as digital camera or scanner, then the manufactwalue ofb,, is that the lower frequency coefficients need more
can serve as a Certification Authority (CA) issuing all user prprotection than the higher frequency ones. The threshold values
vate—public key pairs. Private keys can be either embeddedis) are 0, 128, 64, and 32 (in the absolute form). The first 10
the hardware device or issued to the driver software while cusits of Z are the same as the previous case. For the next 6 bits,
tomers register their information. Any end entity can examirtie first six coefficients are compared again usihg= 128.
the authenticity of images by requesting the public key and tRer example, sinceAF; 2(1) = —241 < —128, the 11th bit
authentication software from the manufacturer. Similarly, if the: 0. AF; 2(2) = 279 > 128, so the 12th bit= 1. The final
image is generated by a Content Holder, he/she can ask a fe&ture codes are: 01111 001 100 100 010 110. The lendth of
vate-public key pairs from any CA, which provides both keis Ei:l b, = 20.
pairs and authentication software. The details of the PKI andTable Il shows the DCT coefficients after quantization (i.e.,
the related standard.509 can be found in [9]. F; andF3) with a uniform matrix of 16. This is to simulate the
quantization process in JPEG. Using Fig. 2(b), we authenticate
the compressed image by com parm@‘m to the feature codes
Z. For instanceAF; o(1) = —240 < 0 andZ,(1) = 0, this
We will use a smalll6 x 8 imageX as an example to illus- value is authenticated to be true. Similar process continues until
trate the proposed authentication technique. This image is dil feature codes are used. Note if the quantization table is not
vided into two8 x 8 blocks, from which DCT coefficients are known to the authenticator, the first set of codes (witk= 0)
computed. Thereforg; = 2. Its DCT coefficients are shown in can still be verified.
Table 1. For simplicity, only integral values of them are shown Consider an example of manipulation. Assufg), 2) and
in the table. X (0, 3) are modified from 72 and 26 to 172 and 128. ¢an be
First, let us consider the case &f = 1, i.e., only one obtained from the IDCT of Table I.) Assume we use the same
threshold valuek = 0 is used for feature code generationquantization matrix. Repeating the above process, the authen-
Assume the first ten coefficients in the zigzag order of the twiaator will detect the manipulation due to the mismatch of the
blocks are compared. In this case, the length of the featdoairth bit of the feature codes.

E. Example: A Small6 x 8 Image
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TABLE Il
PROPERTIES OFDIFFERENT SYSTEM VARIABLES FROM VIEWPOINTS OFDIFFERENT PARTIES

Mapping Function &

Image Number of Bits in Sets Manipulation | Rounding Noise
Signature Generator | fixed selected random random
Authenticator fixed fixed random random
Attacker fixed random fixed random
System Evaluation | random random /fixed random/fixed random

F. Color Images

In the JPEG standard, color images are considered to be in
the Y C,C,. format. Chromatic components’,, C,.) are usu-
ally down-sampled at the rate of 2 : 1 (horizontal direction only)
or 4:1 (one-half in both horizontal and vertical directions). To .
authenticate a color image, we first down-sample the chromatic
components with the sampling rate 4 : 1. Then, we generate the ™
feature codes df, Cj, C,. in the same way as described eatrlier.
In the authenticator, if the chromatic components are sampled
by 2:1, they are subsampled again in the other direction in order
to obtain 4 : 1 subsampled color components. Tt ?(0—-"" *{

IV. PERFORMANCEANALYSIS Fig. 3. Conceptual illustration of “miss,” “false alarm,” and other scenarios.

The image authenticator is a manipulation detector with ) ) )
two types of error involvedmissandfalse alarm[21]. “Miss” 9€nerator estimates a list df; and I, based on different
refers to the situation in which an image is manipulated lﬂpannzatlon_ tables and toleranc_es. Based on the quantization
unacceptable manipulations but the system reports the imdgl'e used in the compressed image, the user may choose
as authentic. “Miss” is also callefype Il errorin Hypotheses (Olérancesr to satisfy constraints o’y and . Various
Testing. “False alarm” means that the system reports the ej§operties of system variable from viewpoints of different
tence of manipulation while the image is, in fact, not modifieBrti€s are shown in Table 1.
by unacceptable manipulations. It is also callebype | error.
In our authentication system, the test is based on block pal
For each block pair, we perform the following teéfy—the
pixels in the image block pair are not modified, or modified Rounding noise may be added during the JPEG compression
to new values that can be obtained by the JPEG compressjgmocess and may cause false alarm. In practice, computer soft-
processesversusH;—the pixels in the image block pair areware and hardware calculate the DCT with finite precision. For
modified to new values that cannot be obtained by any JPES8me cases, not only the input and the output of DCT operations
process The test function is defined in Proposition 1. Concepare integers, but also some of the intermediate values. This will
tual illustration of “Miss,” “False alarm,” and other scenariogdd rounding noise to the DCT values. In addition, some appli-
are shown in Fig. 3(a)—(g). represents the original imag&. cations may drop small values in the high frequency positions.
is the set of images obtained by JPEG compressioh @, Combining these considerations, we can modify (2) to
is R augmented with rounding errors in JPEG compression.
S is the set of images passing authenticatiSp.is the set of f,(v) = Integer Round <Fp(1/) + Nd) LN, (14)
images passing authentication allowing tolerance bounds. (a), Q)

(b), and (d) are correct authentication. (c) is a miss. (d) is 3, : : : . .
. . where N, is the noise of DCT operation am¥l,. is the noise
false alarm bys but correct authenticated k. (e) is a correct of integer rounding. Both are random variablag, usually de-

guthentlcatlon bys bu'g missed bﬁf' (f.) Is a false alarm. (g) pends on specific implementations and the number of recom-
is a successful detection of manipulation. ! . .
pression processes. Also, in most systems, the rounding rules

The probab|l|_t|es of missf,) and false alarmi;) are esti- are consistent over different positions and thus the effedf,of
mated by the sighature generator and are useful to users of the |~ . : - :
can be ignored in computing DCT coefficient differences.

authenticator. An additional evaluation metric, the probability The probability of false alarm of a block paiPf) represents

het probability that at least one DCT difference value in the

knowledge of the authentication technique. Detailed discussikgémk pair tngg_ers th? detector in Pr.oposmon 1, because of the
erfect of rounding noise. We can wrifé; as

using these metrics will be shown in this section.
Several variables are needed to estimate these probabilities. N by,

N by,
We can classn‘y variables to three.typpg-determmeq values, Pr=1- H H (1=, )~ Z Z Qo 15)
selectable variablesand stochastic variablesThe signature n=1 y=b, n=1 p=b;

s Noise from the Compression Process and the Probability
of False Alarm
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where «,,_,. is the probability that a DCT difference valuewhereN; and V,. are computation noises described above. In

AF, ,(v) triggers the false alarm. That is general M,, is much larger thatv, andV,.. Therefore, the dif-
ference value of the DCT block pair is
P [Af‘pﬂ(y) -k< —T:| Aﬁ‘p,q(’/) _ [Integer Round <Fp (V)Q-E l;/Ip(l/)>
17
givenAF, o(v) > £, (16) Fo()
Ay, p = . R _ - q .

P [Aijq(l/) s 'r} Integer Round < Q) )} Q(v). (20)

givenAFp (v) <k. From Section I1I-B, we know that the range &F,, ,(v)

- is bounded by the thresholds used in different sets of the au-
Because of symmetry_, these_ two probabmtles are the_ SaMfentication signature. Assume, in the positigrthe range of
TO/ calculateq,, ., we first /deﬂne a discrete random variabley T coefficients is divided intd¢ ranges by the thresholds of
Ngpr St Lfp +1/2] + Ny, = Integer Round((Fp(v) +  the authentication signature. The upper bound and the lower
Nap)/QW)) = [(Fp() + Nup)/Qv) + 1/2] whgre bound of a range ark; andk,. For instance, if there is only
f» = Fp(v)/Q(r) and |-| represents the “floor” function. one thresholdk, then[ky, 1, kv, 1) = [—oc, k) in the first range
N{L is the noise effect in the quantized coefficient, and can %d[kl 0, ko) = [k o<;) in tﬁe second ;ange. Assume a coef-
derived from the continuous noid€,. Its probability density ficient A7F ’ (v) is i7n this range
function (pdf) is P

AF, o(v) € [k v, kb)) (21)

P[Ng, , =nd After JPEG compression, the range Aff, o(»/) should be

B 1 1 bounded by%; ., k. ] within a tolerance level. Therefore,
=r [(”d + {fp + §J — ot 5) Q) > Nap the probability that the authenticator fails to detect a manipula-

1 1 tion on position of the block pair(p, ¢) is
2 | na+ fp+§ _fp_§ Q). A7) . . .
B =P |AFpq(v) € [Fy = 7. i +7]|
The pdf of V; , can be obtained in a similar way. After somegiven
transformations from (16) AF, (V) € [kt vy ku,v). (22)

1

1 If we considerM,, as a random variable and apply (20), (22)
§J + {fq + QH becomes

=P [N(’ijp—Néjq <k -7 - {fp+
(18) By = Plmy,, < Mp(v) <m,, ] (23)

wherek’ = k/Q(v) and7’ = 7/Q(v). Then, we can obtain Where
o, by using the pdf in (17). R Fq(r) 1 1
Applying (15), the user of image authenticator can set suit- my,, =k, =7+ <{ Q) + §J - 5)
F, (v

able tolerance value depending on the quantization table re- Qv) — Fp(v),

constructed from the bitstream, the estimated variances of noise, . Fo(v) 1 1 (24)
and the thresholds. In practical applications, the user has to as- | "u,» = ku, v + 7+ <{ Q) §J + 5)

sume models for the pdf @¥,. a priori; for instance, Gaussian Q(v) — Fp(v).

distribution. If the model ofV.. is not available, a practical rule A
is to setr to zeroor Q(v). The former is suitable for authenti-Assume ab, x 1 vector My, which is a subset of
cating one-time compressed images while the latter is better M, representing the selected, elements of My,

images that may be recompressed several times. has a pdf f(Mp). Also, assume a range seRB,
RB = {My(»): my,, < Mp(v) < m,_ .}, Vv, to specify the
B. Manipulation and the Probability of Miss accepted range of manipulation. Then, the probability of miss

The probability of miss represents thaiability of the au- P of & specific image block pair is

thenticator. To obtain the probability of miss of a manipulated po_ / s (M ) NI

block pair, we may assume the bloglof the image is manipu- " JrB P P
lated and its corresponding blogls untouched. From the view- . . .
point of the signature generator, any manipulation on the block 1© derive Pr,, we need to know the pdf of manipulation,

p of image can be modeled as an additive random variable n’éﬁ-" f.(MP_)' We first can|der mampglanons n the spa‘ual_
trix Mp, s.t. omain. Since the possible manipulation to an image block is

arbitrary, from the signature generator’s viewpoint, there is no
exact distribution function. However, we can assume that the
manipulated image block will be similar to its adjacent blocks,

otherwise this manipulated image block will cause a noticeable

(25)

P <Fp () + Mp () + Ny

f, (v) =Integer Round + N, (19
() =Inicg oy ) v a9)
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artificial effect, which is easily detectable by people. Thustrategy is to generate a differentimage to fool the authenticator.
we may use a multivariate zero-mean Gaussian distributiblote the image content may be clearly altered or distorted. In
AX,: N[0, «2R] to model the probability of additive inten- particular, if the attack is done in the DCT domain, noticeable
sity change of each pixel in the block. The variance parametistortion usually can be found in the pixel domain. In the fol-
&% depends on what kind of manipulation is expected. Sorfmving, we analyze the probabilities of success for these two
experimental values are shown in Table R/is the covariance types of attacks.
matrix of the pixels in a block. In the DCT domain, we can get 1) Attacks with Visual Meaning Change§€hanging visual
the probability distribution oM, as follows: meaning of an image is a common attack. Based on the changes
and estimation of authentication parameters, an attacker can
estimate his chance of success. For instance, DCT values of the
changed blocks are known to the attacker. If the image will not
whereD is the DCT transform matrix defined in (1). be further recompresse_d, the quantization table is also kn0\_/v_n.
To evaluate an authentication system, we can calculate E?tehermse,. he can est|r_nat_e the range of success probability
ased on different quantization tables. The threshold values can

probability of miss based on the two extreme caseAN,, i ) )
uncorrelated and fully correlated. In the uncorrelated case, i &€ estimated by looking at the DCT values and the signature. If

R = I, manipulations on each pixels are totally uncorrelatetflis is not available, the first threshold value can be assumed

They are similar to additive white Gaussian noise. Therefoll®, be zero. The tolerance values used in the authenticator are
M,: N[0, o2T] becauseDD* = T in DCT. In this case, the unknown. But he can assume some reasonable values such

probability of missP,, will be as zero orQ(v), and observe their effects on authentication.
The only random part for estimating the probability of success
would be the values of the DCT coefficients in another block
My, my of the pair.
P, = 3, = | ——)—-o(—— 27 . .
H F H [ ( o ) ( o )} (27) Therefore, the probability of succegs of a manipulated
block can be modeled as

M,,: N[0, 0’ DRD’] (26)

v=by v=b1

where ®(-) is the standard normal distribution functign

() = [7_(1/V2r)e " /?du. In the fully correlated

case, assume there is no weighting on specific positions in b

the pixel domain. The intensity change of each pixel is the P = H T (29)
same, i.e.R = [ry;: i, j = 1,...,64] wherer;; = 1. Then, v=1

M,: N[0, o>R] whereR = [r;;: i,j = 1,...,64] with

] ) wherey, is the probability of success for each DCT coefficient.
r1,1 = 64 andr; ; = 0, elsewhereln this case/f,, will be

We can compute,, as follows:

Pomo(fE)-o(h). e o
d d =3 {P[AFpqv) — b = =7, AFp () = i

Given a specific image block pair with the quantization table, K

the tolerance values, and the thresholds, we can use (27), (28), + P [Aﬁ‘qu(u) —k, < 7, AFp (1) < ku}}

and Table IV to estimate the range of probability of miss in an 1

image block pair. => {P |:Fq(1/) < <f‘m(u) + —) QW) — ki +,
The above computation estimates the probability of miss for K 2

a single block pair. In some applications, the authenticator does Fo(v) < Fp(v) — kl}

not need to localize the manipulation. In these cases, the miss ar=r

probability for the whole image is the product of the miss prob- P [F (v) > <f'm(l/) _ 1) Qv) — j—

abilities of all manipulated block pairs. as= 2 S

Fy(v) > Fp(v) — ks

| I
—

C. The Probability of Attack Success

From the attackers’ point of view, they want to know the a ;%’” (30)
chance of success in attacking the authentication system. There
are two kinds of attack. First, attackers may manipulate théhere
image to generate a new image with different visual meaning. In
this case, the attacker may use replacement, deletion, or cloning H )
to change the pixel values. This kind of manipulation strategy "
attempts to blend the replaced pixels smoothly with adjacent
areas. Second, attackers may manipulate the image (or synthd0 estimateP’;, the attacker can assurhg(») to be arandom
size an image) based on their knowledge about the authentifsiable with a Gaussian distribution with a zero mean and a
cation algorithm and secret information in the signature. Thigriance ofo2. Therefore,P[Fq(v) < Fp(v) — k] can be

- Q(v) + 2

{w 1J . (31)
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written as®((Fy () — k;)/0,.). Other probabilities can be ap- 2) Attacks with Knowledge of Authentication RuleéSome
proximated in a similar way. We can obtain the success prolstackers may try to manipulate an image based on their
bility of each coefficientyy, ,, as knowledge about the authentication techniques, but regardless
of the visual meaning of the manipulated image. Attackers may
(v)+ %) Qlv) — by +7 want to manipulate or even synthesize an image that can fool
the system without triggering the alarm. In our authentication
system, the security mechanism is based on: 1) the private key
% < (v) — kuﬂ used for the signature encryption, which ensures the signature
Ty
f- Fp(

Ov

cannot be forged; 2) the secret transformation mechanism and

4 (f‘
min |0, ¢
FP
a seed to generate the mapping function for selecting the block
)

m(r) < V) =Ttk R _1 pairs; and 3) the secret method and another seed used to select
Q(v) 2 - S . .
DCT coefficient positions in block pairs for comparison. In the
o <w> _® <m> following paragraphs, we will discuss four possible situations,
Tr,v = 4% Ty 7 with different extent of knowledge possessed by the attacker.
elsewhere Security Level I: All Information in the Signature is Secréf:
) Fo(v)—k all information in the signature is kept secret from the attacker,
T [0’ ¢ <0—u the performance of the proposed authenticator is the highest,
N L as analyzed in previous sections. The only possible attack is to
% (fm(”) - 5) Q) —ku—7 ] make a constant change to DCT coefficients at the same location
oy ’ in all blocks. We have proposed a way to solve this problem by
. recording the mean values of DCT coefficients as discussed in
Fn() > Fp(v) + 74 ki —ku 1L Section 111-B-1 and Section III-C.
L Q) 2 Security Level Il: The Selected DCT Coefficient Positions are

(32) Known: The locations of the selected block pairs and the DCT

. coefficients are determined by some secret algorithms, which
It should be noticed that the attacker has to calculate the DGJls in turn driven by random seed numbers. The secret algo-

values of the manipulated blocks and estimafebefore ap- (ithms are usually pre-designed by the manufacturer of the au-
plying (29)—(32). . thentication system. They can be stored as secret bytecodes em-
From (32), we can observe tha, if fim(v) € [(Fp(¥)—7+  pedded in the system. Therefore, even though the random seeds

ki —k)/Q(v) —1/2, (Fp(l’)_ +7+ ku — ku)/_Q("’) +1/2]in can be known by the attacker, the real selected positions are still
all ranges, then the probability of succe&swill be equalto 1. |,nknown to the attacker.

Using transformations similar to those in (23), we can represent, 5 pessimistic scenario, the attacker knows the secret

this range in the DCT domain algorithms and seeds for the selected DCT coefficients. Once

N the knows the real selected positions, he can arbitrarily change

{ {w + EJ 1 w} Q) - the coefficients that are not compared in the authentication
Q) 2] 2 Qv process without triggering the authentication alarm. To avoid

< Mp(v) this problem, the authenticator can change the rule of selected

Furthermore, if this threat persists, the signature generator can
eventually use all the 64 DCT coefficients in each block.
Security Level lll: The Mapping Function of Block Pairs is

Equation (33) specifies the range in which an attacker c§fOWn: Once the mapping function is known, the attacker
change the coefficients without triggering the authenticatigiS® knows the DCT differences for each pair of blocks. For

alarm. Note the size of this undetected manipulation range§%@mple, if only the sign of the DCT differences are used
equal toQ(v). for authentication, and the attacker knowsF, ,(v) = 10

We can rewrite the above range as in the origjnal compressed_ image, he can manipulate this
value to AF, 4(») = 60, which will not be detected by the
M,(v) € [a — Q(v), d] (34) authenticator. In this case, multiple threshold detshould be
used because they can protect each coefficient with a higher
wherea is a coefficient dependent variable within the range @ccuracy. Although the DCT differences are known to the
[r — 1.5Q(v), 7 + 2.5Q(»)]. Given thatr and Q(») are un- attacker, he still cannot manipulate those DCT coefficients too
known, the attacker cannot determine a fixed bound for und®uch, because the allowed degree of manipulation is reduced
tected manipulations. Therefore, an attacker has no way to raa-more bits i.e., smalldrvalues) are used.
liciously manipulate an image without taking the risk of trig- Security Level IV: The Private Key used for Signature En-
gering the authentication alarm. cryption is Known: The use of the private key ensures that only

A AN positions, block by block, in a more complicated method.
Bt Bk g

(33)
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(d) ®

Fig. 4. (a) Original image. (b) JPEG compressed image (compression ratio 9:1). (c) Middle of hat brim cloned. (d) Authentication result of (cjh () Mou
manipulated. (f) Authentication result of (e).

the right source can generate the authentication signature. Inttie highlight intensity proportional to the number of manipu-
extreme hypothetical case, the private key used by the origitefied coefficients in that block. Therefore, the more coefficients
source may be known to the attacker. This is a general problgmdified, the brighter this block will be. There are 10 bits per
for any secure communication and is out of the scope of tH¥oCk pair used in generating the signature codes.

paper. However, one possible way to solve this problem is toExperiment 1: Lossy Compressioithe “Lenna” image is
ask the original source to register and store its signature irf@mMpPressed with compressionaratio of 9: 1. The authentication
trustable institution. The institution stamps a digital postmarg9nature is generated based on the original “Lenna” image. The

on the signature to prove its receiving time and its originali ompressed bitstream is sent to the system for authentication.

Therefore, the forged signature will be considered invalid be—he. tolerance bogndiof.the authent|cator. Is set to 0,.smce
. L no integral rounding is involved. As previously predicted, the
cause its originality cannot be proven.

. . T . ._authenticator will verify the compressed image as authentic and
Itis also worth noting that subjective inspection may provid

) ! . 8ec0mpress this image perfectly. The authentication result is
another means of protecting the image authenticity. The attacg%wn in Fig. 4(b).

may try to develop special manipulations in the DCT domain in Experiment 2: Recompression and Integer Roundifige
order to break the proposed scheme. But, at the same time, Kigjinal image is compressed with a compression ratio 6: 1.
difficult for the attacker to control the resulting artifacts in thQ'hen, this image is decompressed by Photoshop’ rounded to in-
pixel domain. These artifacts may be very obvious to humanggral values, and recompressed into an image with compression
even as they are able to circumvent the authentication procegstio of 9: 1. In this case, if we use= Q(v), the recompression
process (9 : 1) will not trigger the manipulation detector and the

V. EXPERIMENTAL RESULTS final Compressed image is still verified as authentic. The final
decoded image is similar to Fig. 4(b).

Experiment 3: Detection of ManipulationThe third experi-

In evaluating the proposed image authenticator, we test difient is made by manipulating the image by deleting the feather
ferent manipulations on the well-known “Lenna” image. Th&inge hanging over the hat brim, just above Lenna’s right eye.
original image is shown in Fig. 4(a). In our experiment, the atis feather areal x 16 pixels) is removed and cloned by its
thentication results together with the DCT coefficiefitsare neighboring pixels. This image is shown in Fig. 4(c). The au-
sentto an IDCT to convert those coefficients to the pixel domaithentication result is shown in Fig. 4(d). It is clearly shown that
Those blocks detected as manipulated will be highlighted, withe manipulated part has been detected as fake; it is highlighted

A. Experiments
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Probability of Miss v.s. Bits per Block Pair
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Fig. 5. Probability of: (a) miss with different images and (b) miss with different signature lengths.

by the authenticator. The other example is shown in Fig. 4(e).dhthe probability of miss in several images. The tolerance value
this image, Lenna’s mouth was flipped in the vertical direction = 0, the threshold valuels = 0, 16, and the standard devi-
Its authentication result is shown in Fig. 4(f). ation of manipulations (35) are used in this figure. (If not speci-
fied, these settings are kept the same for other figures.) In these
figures, a(by, b2) symbol means, bits are used in the first
From Figs. 5 and 6, we evaluate practical system perfaet of the feature codes, ahglare used in the second set. For
mance by analyzing the probability of miss and the probabilitpstance, 10 bits used per block pair are denoted by a (10, 0)
of success in different cases. Fig. 5(a) shows the median valsgmbol.

B. Probability of Miss and Attack Success
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TABLE IV
STANDARD DEVIATION OF DIFFERENT OPERATIONS(RESULTS OFEXPERIMENTS
USING PHOTOSHOP3.0 TO MANIPULATE IMAGE IN THE PIXEL DOMAIN)

Blur
8.7 - 10.7

Image | Replacement

25.8 - 55.0

Sharpen | Histogram Equalization

Lenna 9.43 - 12.7 23.1

from (27) and (28). Referring to Table IV, the standard devia-
tion of a replacement manipulation is between 25.8 and 55.0.
Through our experiments of ten images, the medain value of
this change is between 35 and 40. If we use 40 as the possible
standard deviation of malicious manipulation, the estimated
value of P,,, will be 0.04 for a (10, 0) signature or 0.0004 for

a (20, 0) signature. The JPEG quality factor is 75, in this case.

Fig. 5(b) shows the probability of miss with different Although the same authentication system is valid regardless
standard deviations of manipulations. These values are deriwgdhe image compression rate, the probability of miss is vari-
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able because the allowable modification range is increasedSiasce A, B, C are integers
the quality factor decreases. This is shown in Fig. 6(a). We use

(27) and (28) to compute these values. The standard deviation A-B>C. (38)
of manipulation is set to 35. We can see tRatincreases when
the image is compressed more. If 7(c) # 0, then—1.5 < r(c) + r(b) — r(a) < 1.5. Since

Because the probability of success is case dependent, it ¢anB3, C € Z
only be estimated when the attacker’s actual manipulations are
given. It is impractical to compute a single univergal for A-B>C-1 (39)
an image. However, as an example, we change all DCT coeffi- o
cients in a block with a constant and compute fheThenwe __ 1heorem 1 can be proved by substituting by
vary to location of the changed block in the image. For eadp(® 0)/Q(u, v), A by Fplu, v)/Q(u,v), b by

block, we obtain aP,. Finally, the median value of all proba—F.‘#]“é ?r/ Qgévm)t’atfr rr?ylt'F ?gé’tg/ Q(u, Trz'Tﬁez)r/er?{ 2ar(1g)
bilities versus the change magnitudes is shown in Fig. 6(b). For - SVeryp utiph (u, v). I >
be proved by the same parameter substitutions exdspt

instance, if we use the (15, 0) signature and increase each D??glaced byk/Q(u, v) and C is replaced b}icu,rv. Equations

coefficient in a block by 20, then the probability of sucess i&;) and (7) can be proved by using similar methods 0O

about 0.03. In other words, assuming the attacker knows some, some software implementations, the integer rounding
authentication parametef&(r), ) but does not know which rcess is replaced by the truncation process. In this case,
blocks are formed as pairs, his manipulation attack has a 0:9%eorem 1 and 2 are still valid. They can be provedbyof 2
probability of success. with the same parameter substitutions aRioof 1

Observing these figures, we know that the more bits used, Proof 2: Va, b, c € R, assumer = A + 7(a), b = B +
the less the probability of miss will be. Also, we know that it-(b), andc = C + r(c), whereA, B, C € Z are the truncated
the same number of bits was used, the performance of authigegers of a,b,c, respectively, afd< r(a), r(b), r(c) < 1.
tication signatures with two threshold sets will be better the@imilarly, in the case that — b > ¢,i.e., A— B —C > r(c) +
those with only one set. r(b)—r(a),if cisaninteger, ther 1.0 < r(c)+7(b) —r(a) <

1.0. Therefore
VI. CONCLUSION

. , o A-B>C. (40)
In this paper, we have proposed an image authentication tech-

nigue that distinguishes the JPEG lossy baseline compresqip;:(c) #0,then—1 < r(c)+r(b)—r(a) < 2.Sinced, B, C €
from other malicious manipulations. In practical applicationsy

images may be compressed and decompressed several times

and still considered as authentic. Some manipulations, e.g., in- A—B-C>0> -1 (41)
tegral value rounding, color space transformation and cropping, -

are also considered acceptable in some applications. We pify therefore

pose a technique that allows JPEG lossy compression but pre-

vents malicious manipulations. Our proposed technique can be A—B>C (42)
customized to accommodate different requirements and accept -
‘.‘deswable” mampulauon;. Our extensive analyt!c and eMPifhich satisfiesd — B > C — 1. 0O
ical performance analysis has shown the effectiveness of this
system.
APPENDIX I
VARIABLE QUANTIZATION TABLES
APPENDIX |
PROOF OFTHEOREM 1 AND THEOREM 2 In some image/video compression techniques, different quan-

tization tables are used in different image blocks for adaptive
compression rate control, such as in MPEG or later JPEG stan-
dards. In these cases, the proposed image authentication tech-
niques can be extended by the following theorem.

Theorem 3: Use the parameters defined in Theorem 1, except
F, is defined asF',(v) = Integer Round(F,(r)/Qp(v)) -
Qp(r) andF,(v) = Integer Round(Fq(v)/Qq(v)) - Qq(v),
whereQ,, andQ, are quantization tables for blocks, andF

Proof 1: Va, b, ¢ € R, assumer = A+ r(a), b = B +
r(b), andc = C + r(c), whereA, B, C € Z are the rounding
integers ofa, b, ¢, respectively, and-0.5 < 7(a), 7(b), 7(c) <
0.5. Assumea — b > ¢, then

A+7r(a) — B—r(b) > C+r(c). (35)

Therefore . . .
respectively. Assume a fixed threshdide . The following
A—B—C>r(c)+7(b) —r(a). (36) Properties hold: i
1) if AFp o(v) > &, thenAF, o(r) > k—1/2-(Qp(v) +
If ¢is an integer, i.ex(c) = 0, then Qq(1));

2) else ifAF, o(v) < k, thenAF, ((v) < k+1/2-
A-B-C>-10. (37) (Qp(¥) + Qq(v)). .
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We redefine (11) as [19]
1 .
k+5(Qp(r) +Qq(v)),  if Zu(r) =0, [20]
. ie.,AF k
j 1 i.e palV) < 21
k=5(Qp() +Qq(v)), 1f Zu(r) =1,
[22]

e, AF, (1) > k.

In other words, ifAF,, 4(v) < k, thenAF, ((v) —k < 0 [23]
must be satisfied. [24]
Except for the above modifications, the authentication system
designed for the variable quantization table cases would be tHé°]
same as the proposed system for the case with equal quantizgg,

tion tables. A detailed discussion of this case is in [14].
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